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Subject: Tiered Equipment Database Access

Although Sprint participated fully in the Working Group, and originally agreed with the conclusions, on further reflection we have a major concern. The concern is that the WG conclusions and recommendations, if adopted by ACTA, could result in harm to the network. The scenario for this is as follows: a CPE supplier possibly could approve and import a product; connect some samples of it to the network for a field trial secretly, then release the database information to the public (including the carriers whose networks were involved in the field trial) only on market introduction. This would be inconsistent with the network protection and fairness mandates in the Report and Order, FCC 00-400. A new sentence is offered (below) to update the WG document in an effort to correct this potential problem. The WG has not had an opportunity to review this, so the document can be considered to be a Sprint proposal. If ACTA or the WG prefers to add the sentence recommended by Sprint, and continue to refer to the document as a WG recommendation, that is acceptable to Sprint.
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This proposal is to modify the WG report, as indicated below.
Informative:

On review of HP’s contribution “The Need for Tiered Access to TTE Database”, the Database Working Group reached agreement that (1) a Tiered Database could be warranted under certain conditions, and (2) technically feasible to implement.  

Background:

To ascertain the necessity and practicality of implementing a tiered database to restrict public access to information about compliant products prior to their market introduction (pursuant to HP’s contribution ACTA-01-06-27-10), ACTA requested that the Database Working Group (dbWG) reconvene to further investigate the issue, and to report its findings back to ACTA.  

In essence, the contribution asserts that it is necessary for the ACTA (terminal equipment) database to support the designation of product listings as "restricted" or "public".  During the ‘restricted’ period, only governmental entities (i.e., US Customs, and FCC) and the Responsible Party would have the ability to view and/or access the relevant contents in the ACTA database.  Furthermore, toggling the information from ‘restricted’ to ‘public’ would be entirely under the control and discretion of the Responsible Party.  

Conclusion:

Under certain circumstances, the group agreed, restricting the database information to governmental entities, and the Responsible Party, could be warranted for competitive reasons.  Case to point, the need for the Responsible Party to accumulate (imported) products to support a massive ‘roll-out’ of new products.  Under this scenario, a Responsible Party must assure, for competitive reasons, that only US Customs and/or the FCC had access to the information.  Providing the information to the end-user (public) or a competitor could place the Responsible Party at a competitive disadvantage.  The conclusion(s) in this document would be applicable only to cases where a “field trial” (by whatever name), if conducted, would involve the connection of approved equipment (only) to the network.  Having agreed restricting information could be warranted, the practical aspects of implementing such a Tiered Database was discussed.  

As proposed by HP, product information (i.e., record) would be ‘manual- toggled’ from ‘restricted’ to ‘public’ by the Responsible Party.  Additionally, only the Responsible Party could make a record ‘public’.  The group agreed that providing total manual control to the Responsible Party is disconcerting, as ACTA, not the Responsible Party, would be held liable for concealing information if the Responsible Party failed to make the information public in an appropriate amount of time.  The basic concern also applies if the ACTA Secretariat assumed the responsibility to lift the restrictions. 

Alternatively, an ‘automated-toggling’ program could be implemented whereby a record could be initially designated ‘restricted’ by the Responsible Party but, automatically become public after a specified period of time (i.e., restricted ‘time-out’).  The group agreed that both options were technically feasible.  Implementing an automatic process, however, would add layers of complexity (and cost) to the database.  

After discussing the options, the group agreed a hybrid solution was the preferred approach: The Responsible Party would retain control over the record for a specified amount of time (To-Be-Determined), after which the record would automatically become public.  For example, the Responsible Party would have manual control over a record for xx-days after which the record would become public automatically.

Apart from of the control mechanism eventually selected, agreement was reached that a Tiered Database would only be implemented after website entry/access capabilities were implemented.  That is, all requests for confidentially (i.e., restricted information) would not be granted as long as the ACTA Secretariat is responsible for manually entering the information.  

This concludes the findings of the Database Working Group.  Issues pertaining to the ramifications of implementing a Tiered Database, the associated cost, and ACTA’s legal liability with supporting such a structure, were noted but not discussed in depth.
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