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ABSTRACT

This contribution proposes updates to ATIS-1000074.v002 to address the application of SHAKEN authentication procedures to 9-1-1 originations where the caller identity information consists of a non-dialable callback number. 

1 Introduction

In January 2020, a contribution (IPNNI-2020-00020R000) was submitted that discussed potential impacts on the application of SHAKEN authentication procedures to 9-1-1 originations where the caller identity information consists of a non-dialable callback number.  That contribution noted that procedures have been defined by ATIS and 3GPP to address the handling of 9-1-1 originations where a dialable callback number is not available and a non-dialable callback number is inserted in the P-Asserted-Identity header of the associated SIP INVITE message by the E-CSCF. The issues of whether or not to authenticate non-dialable callback numbers, and if so, what attestation level to use, still remain open.  In discussions related to this topic within NENA, Public Safety has expressed a desire to have a caller identity that contains a non-dialable callback number signed by the Originating Service Provider (OSP) that populates it, and for it to have an attestation level of “A”, since a non-dialable callback number populated by the OSP is viewed as trustworthy information. This contribution proposes updates to ATIS-1000074.v002 to support the needs expressed by Public Safety.
2 Background
J-STD-036-C-2, Annex C, identifies a number of situations where a mobile station originating an emergency (9-1-1) call does not have a dialable callback number. If a dialable callback number cannot be associated with a 9-1-1 call for one of the reasons identified in Annex C, J-STD-036-C-2 specifies that a non-dialable callback number derived from the Electronic Serial Number (ESN) (i.e., “911” + “7 least significant digits of the decimal representation of the ESN”) or International Mobile Equipment Identity (IMEI) (i.e., “911 + last 7 digits of IMEI expressed as decimal number”) shall be used to identify the emergency services caller.
ATIS-0700015 and 3GPP TS 24.229 specify that if a SIP INVITE associated with an emergency origination arrives at the E-CSCF with no P-Asserted-Identity header, the E-CSCF will insert a P-Asserted-Identity header field set to a non-dialable callback number formatted as described in J-STD-036.  If the emergency call is destined for an NG9-1-1 Emergency Services Network, the call will arrive at the exit IBCF with the non-dialable callback number populated in the P-Asserted-Identity header. In the context of  9-1-1 calls, the IBCF is responsible for sending signingRequests to the STI-AS.
3 Discussion
Section 5.2 of draft ATIS-1000074.v002 describes caller identity authentication procedures. The associated subsections discuss PASSporT and Identity header construction, and in particular the population of an attestation indicator in the “attest” claim. Section 5.2.3, which describes the criteria for populating the attestation level in the “attest” claim, does not specifically address a scenario where the OSP is responsible for populating the P-Asserted-Identity with a non-dialable callback number using a standard format that reflects knowledge about the caller’s device rather than the caller.  By inserting a non-dialable callback number in the P-Asserted-Identity header of a SIP INVITE message associated with a 9-1-1 origination, the OSP is in the best position to assert that the number in the P-Asserted-Identity can be “legitimately” used for this call. Specifically, in accordance with Note 1 under the description of “A. Full Attestation”, the legitimacy of the telephone number being used in a scenario where a non-dialable callback number is populated by the OSP can be “subject to signer-specific policy”, but could use the mechanism identified in the 4th bullet which states that “The number is not permanently assigned to an individual customer but the signing provider can track the use of the number by a customer for certain calls or during a certain timeframe.”
4 Proposal

This contribution proposes that non-dialable callback numbers should be subject to SHAKEN authentication procedures and that an “A” level attestation  level should be associated with them. In concert with this proposal, the following text is proposed to be added at the end of Section 5.2.3 Attestation Indicator (“attest”) of ATIS-1000074.v002:
To support 9-1-1 call originations in which the P-Asserted-Identity header is populated by the originating service provider with a non-dialable callback number formatted according to Annex C of J-STD-036-C-2,  an attestation level of “A” shall be associated with the non-dialable callback number.
Editor’s note: Verify canonicalization rules and how it affects the form of the telephone number in the passport and whether that has an effect on the external usage of the non-dialable callback number. 
5 Conclusion
This contribution proposes text for inclusion in Section 5.2.3 of ATIS-1000074v002 to allow non-dialable callback numbers populated by OSPs in the course of processing a 9-1-1 origination to undergo authentication in the OSP network with an associated attestation level of “A”. 
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