

PTSC-SAC-2009-099


ATIS PTSC/IP-NNI
July 13, 2020
Contribution

Title:
Validation of “dest” Claim that Contains an ‘sos’ Service URN
Source*:
Ericsson 
__________________________________________


ABSTRACT

This contribution proposes a change to Clause 5.3.1 of ATIS-1000074v002 to reference the URN-Equivalence procedures in RFC 8141 for procedures related to the validation of a “dest” claim that contains an “sos” service URN. 

1 Introduction

Clause 5.3.1 of ATIS-1000074.v002 describes the procedures at the STI-VS that include validation of the “dest” claim.  For 9-1-1 calls, the “dest” claim may be of type “uri” if it contains a service URN in the ‘sos’ family.  Currently the procedures that describe validation of a “dest” claim of type “uri” reference the URI normalization procedures defined in RFC 8224.  While some of those procedures (e.g., the portion dealing with syntax-based URI normalization) would be relevant to a service URN, validation of the service URN in the “dest” claim against the content of the To header should also follow URN-equivalence procedures described in RFC 8141, Uniform Resource Names (URNs).
This contribution proposes that a reference to the URN-equivalence procedures in RFC 8141 be added to the text in Clause 5.3.1 that addresses validation of “dest” claims that contain a service URN in the ‘sos’ family.
2 Proposed Change
5.3.1   PASSporT & Identity Header Verification

The STI-VS shall determine the validity of the certificate referenced in the “x5u” field in the PASSporT protected header, applying the basic path validation as defined in [RFC 5280]. The basic steps are as follows: 

1. If not already cached, the STI-VS retrieves the certificate referenced by the “x5u” field in the PASSporT protected header from the STI-CR as described in Clause 4.1.5 of [RFC7515]. The body of the 200 OK response from the STI-CR contains the end-entity certificate and the certificate chain that was previously downloaded from the STI-CA, as described in Clause 6.3.6 of ATIS-1000080.

2. If the certificate does not contain the required extensions as described in Clause 6.3.5.1 and 6.4.1 of [ATIS-1000080], then verification shall fail.

3. If not already cached, the STI-VS dereferences the URL for the CRL contained in the CRL Distribution Point extension. If the content-type header in the HTTPS response is not the media type application/pkix-crl, or if the HTTPS response is valid but the returned CRL fails the CRL validation procedures in Clause 6.3 of [RFC 5280], then verification shall fail.

Note: As part of CRL verification, the STI-VS shall retrieve the certificate referenced by the URL contained in the CRL Authority Information Access extension accessLocation field. The HTTPS response shall contain a Content-Type header field with a media type of application/pem-certificate-chain, and a message body containing the STI-PA certificate that signed the CRL plus the additional certificates in the certification path. The STI-VS shall verify that the certification path is anchored at the STI-PA’s root certificate that was previously provided to the STI-VS via an out-of-band mechanism.  

4. If the certificate retrieved in step-1 is not listed in the CRL, then the STI-VS follows the basic certificate path processing as described in [RFC 5280], following the chain until the root is reached (i.e., Issuer name=Subject name). 

5. The STI-VS ensures that the root certificate is on the list of trusted STI-CAs.      

The post STI-VS TN attestation shall be solely based on the output of the verification, and not be altered due to STI-VS processing. The presence of the certificate on the CRL shall be treated as a verification failure (response code 437 'unsupported credential'). The STI-VS shall retrieve a new CRL prior to the date/time of the Next Update field in the cached CRL to ensure the list is kept as up-to-date as possible.  The exact timing is based on local policy.

The verifier validates that the PASSporT provided in the Identity header of the INVITE includes all of the baseline claims, as well as the SHAKEN extension claims as specified in [ATIS-1000080].  The verifier shall also follow the RFC 8224-defined verification procedures to check the corresponding date, originating identity (i.e., the originating telephone number) and destination identities (i.e., the terminating telephone numbers), with the restrictions specified in this clause.

The “orig” claim shall be of type “tn”.

The “dest” claim shall be of type “tn” or shall be of type “uri” if the “dest” claim contains a service URN in the ‘sos’ family.

The “orig” claim “tn” value validation shall be performed as follows:

· The P-Asserted-Identity header field value shall be checked as the telephone identity to be validated if present, otherwise the From header field value shall be checked.

· If there are two P-Asserted-Identity values, the verification service shall check each of them until it finds one that is valid.

The value associated with a “dest” claim of type "tn" shall be validated using the canonicalized value of the To header field TN.

A “dest” claim that contains a service URN in the ‘sos’ family, which will be of type “uri”, shall be validated using the To header field uri, normalized as specified in RFC 8224, and the URN-equivalence procedures defined in RFC 8141.

As discussed in [RFC 8224], call features such as call forwarding can cause calls to reach a destination different from the destination identified in the To header field. The problem of determining whether or not these call features or other B2BUA functions have been used legitimately is out of scope of this specification. It is expected that future SHAKEN documents will address these use cases.

Subject to future specifications related to call forwarding or diversion cases, and in order to avoid false positive or false negative validation results when a SHAKEN Identity header is conveyed in a retargeted INVITE request, the verifier shall validate a received “shaken” PASSporT as specified above, with the following exception:

· If the canonicalized value of the Request-URI TN does not match the canonicalized value of the TN in the To header field, then the verifier shall skip verification, and treat the verification event as if no Identity header was received (NOTE-1).

· As an optional enhancement to the above exception, if the verifier is able to determine that the mismatching TNs in the Request-URI and To header field identify the same destination, then it may perform normal SHAKEN verification (NOTE-2).

NOTE-1: This exception would skip verification for all cases where an INVITE request is retargeted to a new TN, since the verification service is unable to determine whether the INVITE was legitimately retargeted or maliciously replayed. Also, even though verification is skipped in this case, the SP may cache the received Identity header to support subsequent trace back.

NOTE-2: This option narrows the number of cases where verification is skipped due to INVITE retargeting. If the verifier is able to determine that the TNs in the Request-URI and the To header field don't match, but they identify the same destination, then it can be confident that the INVITE was legitimately retargeted. It can therefore perform the normal SHAKEN verification procedures, and generate a valid pass/fail result. This would apply to toll-free calls, where the To header field contains the dialed 8YY number, while Request-URI contains the routing TN assigned to that 8YY number. 

If the To header contains a TN that is an emergency service number and the Request-URI contains an emergency service URN, the verifier shall perform normal SHAKEN verification.
The terminating network conveys the verification result to the called user by including a “verstat” parameter in the From and/or P-Asserted-Identity header fields of the INVITE request sent to the called endpoint device, as defined in [TS 24.229]. 

If the calling user has requested privacy (i.e., the INVITE request contains a Privacy header field populated with the privacy-type "id"), then the verifier shall perform the SHAKEN validation procedures as defined above. Since the P-Asserted-Identity header is not included in the INVITE request sent to the called user when the call is private, any “verstat” parameter that is sent to the called endpoint device shall be conveyed in the From header field, as defined in [TS 24.229].
A verstat value of TN-Validation-Passed must not be included in the From and/or P-Asserted-Identity fields of the INVITE unless the attestation level is "A" or the attestation level (i.e., A, B, or C) is also passed to the called endpoint device.

3 Conclusion
If accepted, this proposed change should be incorporated into the ATIS-1000074v002 baseline, and a reference to RFC 8141 should be added to the list of Normative References.
�If accepted, RFC 8141, Uniform Resource Names (URNs),  will need to be added to the list of Normative References.
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