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1 Reference Model for Interconnection

1.1 Current US Telephony PSTN Interconnect Model  
The figure below depicts the current US Telephony PSTN architecture and interconnect model. This architecture is characterized by:

· One or more end office local switching systems interconnected within a Local Access and Transport Area (LATA).

· One or more Inter-exchange carrier networks providing interconnect services between these LATA based local networks.
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Figure C.1 - Current US Telephony PSTN Interconnect Model

The end office switches within the LATA are known as Class 5 (C5) switches. Within the LATA, Class 5 switches interconnect through a Tandem switch or through direct connections between the switches. Class 5 switches connect directly to customer premises equipment such as telephones and FAX machines, and provide local telephony services to this equipment.

Interconnectivity between LATAs is provided by Inter-exchange Carrier networks. These networks are comprised of Class 4 (C4) switches that provide interconnect services between other Class 4, Class 5, and tandem switches. The inter-exchange carrier’s class 4 switch may connect to an access tandem and/or directly to the class 5 switches within a LATA.

1.1.2  VoIP Interconnection Basic Configuration

VoIP in this context will coexist with SMS, MMS, Multimedia features, video calling, and other Real Time Communications features that may come available.

VoIP has been introduced into the traditional PSTN network architecture in a variety of places, forming islands of VoIP that must interconnect. For example VoIP could be used in:

· Enterprise PBX networks.

· Local networks.

· Tandem and inter-exchange networks.

The figure below illustrates one example of a bilateral carrier VoIP interconnection wherein VoIP signaling and media are exchanged between carriers. More detail relating to interconnect models is provided in section C.2 of this document.
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Figure C.2 - Bilateral Carrier VoIP Interconnections
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1.3 Trust Model

Security trust model

This clause defines the NGN security trust model.

The NGN functional reference architecture defines Functional Entities (FEs). However, since network security aspects depend heavily on the way that FEs are bundled together, the NGN security architecture is based on physical Network Elements (NEs), i.e., tangible boxes that contain one or more FEs. The way these FEs are bundled into NEs will vary, depending on the vendor.
Single network trust model

This sub-clause defines three security zones;

1. Trusted,

2. Trusted but vulnerable,

3. Un-trusted,

These security zones are dependent on operational control, location, and connectivity to other device/network elements. The three zones are illustrated in the security trust model shown in Figure 3.
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Figure 3 - Security trust model 

An “internally trusted network security zone” or “trusted zone” in short, is a zone where a NGN provider’s network elements and systems reside and never communicate directly with customer equipment or other domains. The common characteristics of NGN network elements in this zone are that they are under the full control of the NGN provider are located in the NGN provider domain, and they communicate only with elements in the “trusted” zone and with elements in the “trusted-but-vulnerable” zone. It should not be assumed that because it is in a trusted zone it is secure per se.

The “trusted zone” will be protected by a combination of various methods. Some examples are physical security of the NGN network elements, general hardening of the systems, , use of secure signaling, security for OAMP messages separate VPN within the (MPLS/)IP network for communication within the “trusted” zone and with NGN network elements in the “trusted-but-vulnerable” zone. See clause 8 for more details.

A “trusted but vulnerable network security zone”, or “trusted but vulnerable zone” in short, is a zone where the network elements/devices are operated (provisioned and maintained) by the NGN provider. The equipment may be under the control by either the customer/subscriber or the NGN provider. In addition, the equipment may be located within or outside the NGN provider’s premises. They communicate with elements both in the trusted zone and with elements in the un-trusted zone, which is why they are “vulnerable”.  Their major security function is to protect the NEs in the trusted zone from the security attacks originated in the un-trusted zone.

Elements that are located on the NGN provider’s domain with connectivity to elements outside the trusted zone are referred to as Network Border Elements (NBEs). Examples of these are the:

· Network Border Elements (NBE), which provide the User-Network Interface service control or transport elements of the NGN provider in the trusted zone in order to provide the user/subscriber access to the NGN provider’s network for services and/or transport.

· Domain Border Element (DBE) that is the same kind of equipment with network border element except that it resides on  the border between domains.

· Device configuration & bootstrap NBE (DCB-NBE) that interface with the NGN provider’s device configuration system in the trusted zone in order to configure the user’s/subscriber’s device and NGN provider’s equipment in the outside plant.

· Operations, Administration, Maintenance, and Provisioning NBE(OAMP-NBE) that interfaces with the NGN provider’s OAMP systems in the trusted zone in order to provide and maintain the user’s/subscriber’s device and NGN provider’s equipment in the outside plant.

· Application Server/Web Server NBE (AS/WS-NBE) that interfaces with the NGN provider’s AS/WS-NBE in the trusted zone to provide the user/subscriber access to web based services.

.

Examples of devices and systems that are operated by an NGN provider but are not located on the NGN provider’s premises, and that may or may not be under the control of the NGN provider (and, therefore, may or may not be part of the trusted zone), are:

· Outside plant equipment in the access network/technology;

· Base Station Router (BSR), a wireless network element that integrates the base station, radio network controller and router functionalities;

· Optical Units (ONUs) within a user/subscriber’s residence.

The “trusted-but-vulnerable” zone will be protected by a combination of methods. Some examples are physical security of the NGN network elements, general hardening of the systems, , use of secure signaling for all signaling messages sent to NGN network elements in the “trusted” zone, security for OAMP messages, and packet filters and firewalls as appropriate. See clause 8 for more details.

An “un-trusted zone” includes all network elements and systems of a customer network, peer network, or other NGN provider security zone outside of the related NGN provider domain. These are connected to the NGN provider’s border elements.. The elements in the “un-trusted zone” may not be under the control of the NGN providers and it is effectively impossible to enforce the provider’s security policy on the user. Still it is desirable to apply some security measures, and to that end, it is recommended that signaling, media, and OAM&P be secured and that the Terminal Equipment Border Element (TE-BE) located in the “un-trusted zone”, is hardened. However, due to the lack of physical security, these measures cannot be considered absolutely safe. See clause 8 for more details.

Peering network trust model
When an NGN is connected to another network, whether the other network is trusted depends on:

· Physical interconnection, where the interconnection can range from a direct connection in a secure building to via shared facilities;

· The peering model, whether the traffic is exchanged directly between the two NGN service providers, or via one or more untrusted NGN transport providers;

· Business relationships, where there may be penalty clauses in the SLA agreements, and/or a trust in the other NGN provider’s security policy. The relationship must specify contractual terms stating the obligations each party to the contract agrees to and should also specify any specific security mechanisms, information and procedures also agreed to by the parties.
In general, NGN providers should view other providers as un-trusted.
Figure 4 shows an example when a connected network is judged un-trusted.
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Figure 4 – Peering trust model

� This is not CPE.





