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ABSTRACT
The contribution describes how an ENUM architecture with a centralized Tier 0/1 Registry can support specific candidate requirements as a basis for discussion.  Furthermore, this contribution proposes that an ENUM platform can operate in a competitive environment by adopting a peered database architecture between multiple Tier 1 Registry providers should industry requirements dictate.

This contribution proposes using a purpose-built ENUM solution as the data exchange mechanism for an IP routing industry framework.  An ENUM Tier 1 Registry can enable authorized Service Providers of Record (SPRs) to start directly exchanging routing information dynamically to enable session setup end-to-end over IP networks. 
Telcordia Technologies, Inc. (Telcordia), now D/B/A
 iconectiv, responded to the earlier ENUM Tier 0/1 Registry Request for Proposal (RFP) issued by the Country Code 1 ENUM LLC (“the LLC”) and was awarded the bid.  This Tier 0/1 Registry platform is available for use if the industry requires an ENUM architecture for routing data exchange.  iconectiv is further willing to provide this platform for trial and experimentation purposes should the industry desire that approach to explore requirements.  This ENUM platform can be modified/enhanced as industry requirements evolve under the governance of a neutral industry body such as the US ENUM forum, ATIS, or some other industry body.
_______________________________

INTRODUCTION

The exchange of routing data amongst North American service providers needs to evolve as networks migrate from Time Division Multiplex (TDM) to Internet Protocol (IP).  An approach that has been evaluated for quite some time has been the use of Carrier/Infrastructure ENUM (as opposed to Public/User ENUM) to enable IP routing between networks.  It is clear that IP interconnection will not occur as a flash cut but that TDM and IP routing mechanisms will need to co-exist.

As part of this, there have been earlier efforts to establish a purpose-built neutral industry registry to facilitate ENUM-based exchange of IP routing information on a scalable nationwide basis.  In North America in particular, an RFP was issued by the Country Code Tier 1 ENUM LCC which made the award to Telcordia, now D/B/A iconectiv, to provide that capability.  This RFP process included detailed service provider requirements which may serve as a very strong foundation for ENUM adoption at the present time.  These requirements could be evaluated under the governance of a neutral industry forum, tested through experimentation or trials, and evolved as appropriate.
The decision to implement an ENUM approach for IP Network to Network interconnection needs to be carefully considered by the industry due to the significant network and system process changes that would be required.  Indeed, the mechanisms to capture and exchange ENUM Tier 0/1 data are only the first steps in the overall implementation of ENUM for IP Interconnection.  It should be noted that, although ENUM has found a niche to determine a unique Service Provider ID (SPID) for routing SMS (short message service) and MMS (multimedia message service) over IP, ENUM is not yet used for the exchange of routing data between service providers to support real-time IP services.

The industry needs to agree on a standardized network architecture, system processes, and signaling flows.  The service providers and vendors in the telecommunications ecosystem would also need to support all those requirements for an ENUM approach to be viable on a nationwide scale.  This contribution identifies candidate industry requirements and how they can be met using this existing ENUM solution as well as a number of larger considerations and implications that Carrier ENUM will impose on the industry.
A session set-up is shown in Figure 1 that illustrates how the ENUM query sequence would function during a session.  In this example a SIP session set up is depicted.
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Figure 1 – Session Set-up Reference Architecture
In Figure 1 a call is being initiated (1).  The Call Session Control Function (CSCF) initiates a query to the Routing Server for a routing lookup (potentially using ENUM) in its local database (2).  The local database returns an NS record with the host name of a Delegated Tier 2 Name Server where specific VoIP routing information can be found (3).  If not cached locally, the CSCF would initiate an ENUM DNS Query to the Tier 0/1 Registry (E1).  The Tier 0/1 Registry returns an NS record (E2) for the service provider that holds the number.  Steps (E1) and (E2) allow for the case where an originating service provider does not support receiving the Tier 0/1 Registry data in a local cache and must send a query to request the NS record at call setup.
The NS record indicates the host name of a Delegated Tier 2 Name Server where specific VoIP routing information can be found.  This NS information is used by the originating network to send a query to the terminating network’s Tier 2 Name Server (4).
The terminating network’s Tier 2 Name Server returns specific routing information identifying the I-SBC in the form of one or more Naming Authority Pointer (NAPTR) records (5).  Based on the information received, the originating network initiates a SIP invite (6) to the terminating network I-SBC in order to initiate a SIP session.  Note that there are additional steps to convert the Uniform Resource Identifier (URI) of the I-SBC into a routable IP address which are not shown in figure 1.  This conversion must be done regardless of whether the routing data exchange architecture is ENUM-based or otherwise.  Thus, this contribution is only concerned with how the URI is acquired for the terminating network I-SBC.
By implementing an ENUM approach, the network infrastructure needs to be enhanced to accommodate the additional queries as depicted in sequences 2-5 as well as potentially E1 and E2.  Additionally, the network needs to standardize the information, content, and format in the URI including what service parameters are going be supported so when the originating service provider receives the NAPTR records there is an agreed to and standardized process for how to use them for egress routing and session set up.
It should be pointed out that the initiation of a SIP session, sequence 6 above, has additional cross-network messages that are not depicted in this reference architecture but need to be supported by all service providers.  A representative example of the message set, presuming the calling and called devices are SIP end-points, is shown in Figure 2 below.  From an originating service provider perspective, there are at least 2 additional ENUM query messages to accompany the 3 or 4 SIP set up messages, meaning the originating CSCF, and likely their I-SBC, must process 50% more messaging in an ENUM architecture.  This will require network investment as well as tools, people and processes for engineering, monitoring and security for all participating service provider networks.
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Figure 2 – SIP Message Flow and Routing Database Queries
PROPOSAL
As the industry utilizes a Tier 1 Registry platform, the industry will define requirements under neutral governance and iconectiv is willing to provide the ENUM Tier 0/1 Registry platform for trials and experimentation purposes.
A high level provisioning reference architecture is shown in Figure 3 below to illustrate the high level process that would be required for service providers to configure the ENUM Tier 0/1 Registry to support routing data exchange.
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Figure 3 - High Level ENUM Provisioning Reference Architecture

As depicted in Figure 3, the ENUM Tier 0/1 Registry can obtain data from all authorized Service Providers to enable routing data exchange for a functional IP Network to Network Interconnection service.  A Managed Shared Registration System (SRS) Service allows authorized Service Providers of Record to create, change, and/or modify ENUM domain name registrations in the Tier 0/1 Registry Database (1 and 1A).
The Managed SRS Service also validates registrations through the Validation Application via access to the authoritative LERG and Number Portability Administration Center (NPAC) data sources (2).
The NS records (Authoritative Name Server, DNS records), are sent via Zone Transfer protocol to local cache at all service providers (3).  The local administration also provisions internal routing information into its own database (4).

Requirements Considerations for an ENUM Tier 0/1 Registry
· If the industry requirement is to provide Tier 0/1 NS records that are corrected for porting and pooled numbers when applicable, then the Tier 0/1 Registry could incorporate the existing NPAC Local Service Management System (LSMS) feed to support those cases as is done with ENUM solutions in the industry today.
· If the industry requirement is to optimize session setup time, the Tier 0/1 ENUM query to the external registry could be avoided by using Zone Transfer protocol to download the NS records to local cache at each originating service provider.  If this results in too many NS records for a simple Zone Transfer, then the NS data could be transferred in stages using a series of Zone Transfers.
· If the industry requirement did not require more than one, or perhaps up to a handful, of NS record values per service provider, then the Tier 0/1 Registry could be compressed to vastly reduce the NS record set by supporting policy-based NS resolution.  For example, an NS record value could be assigned to each Operating Company Number (OCN) rather than to each telephone number or, to each unique Service Provider ID (SPID) and/or NPA/NXX or Location Routing Number (LRN).  This could also differ by TN and be at the discretion of the number holder.
· If the industry requirement is to support service providers who did not have the capability for locally caching the Tier 1 NS records, then ENUM or another query protocol could be used by originating service providers to request the NS record from the Tier 0/1 Registry.
· If the industry requirement is to optimize external queries whenever possible, then the Tier 0/1 Registry could optionally be used by service providers to capture and exchange NAPTR records instead of NS records thereby combining Tier 2 functionality in the Tier 0/1 Registry.  This could be optional according to terminating service provider discretion and would be transparent to the originating service provider.

· If the industry requirement is to allow for different NS records depending on the originating & terminating service provider combination, then the Tier 0/1 Registry could be configured with policy for source based resolution using a “Recipient Group” feature.  For example, some authorized Service Providers of Record might input Name Server information for the same TN that in one case refers to the Tier 2 Name Server of a transit operator or Internetwork Packet Exchange (IPX) and in another case refers to their own terminating Tier 2 Name Server when they are peering or interconnecting directly with the originating service provider.  While more powerful in the Tier 2 Name Server platform, this feature has potential application at the Tier 0/1 Registry level and could be used for either per session queries as well as to customize the data download to local cache.
· If the industry requirement is to accommodate ENUM on a global basis, such as for incoming and outgoing international calls, then the Registry addresses for each country could be communicated to the global service provider community.
· If the industry requirement is to support multiple Tier 0/1 Registries in order to avoid a sole supplier environment, then a mechanism, system processes and interfaces could be established to replicate data across participating registries.  Technology exists to support such a requirement.  Database peering has been formally endorsed by the FCC to support a competitive market of TV Whitespace geolocation databases.  A peered iconectiv TV Whitespace database has been certified by the FCC and operational since March 2012.
Requirements Considerations for ENUM Tier 2 and an overall ENUM Implementation

· Adopting ENUM for IP routing data exchange requires that originating service provider allows the terminating service provider to define the I-SBCs (session border controllers) to interconnect to for all supported service types for the destination telephone number.  Presently in the industry, the originating service provider provides call control functionally and performs egress route selection based on its agreement with its interconnection partners and the state of the potential routes in terms of quality, congestion, cost and other factors.  This approach is deeply rooted in a number of existing business processes.  Handing the reins for route selection over to the terminating service provider would need to be evaluated by the industry.  Some potential considerations:
· Post-dial delay may result if the terminating service provider’s Tier 2 Name Server is not properly engineered for reliability and traffic volumes.  Conceivably, there might need to be requirements regarding performance and availability of every service provider’s Tier 2 Name Server operating within the industry.
· All terminating service providers would also have to invest sufficiently to ensure their Tier 2 Name Servers were secured from hostile attacks or unauthorized service providers and resilient to malformed queries, potentially at massive volumes.
· To ensure call setup still succeeds in the event of route congestion or failure, the industry may require terminating service providers to return a set of NAPTR records that indicate primary, secondary and tertiary interconnection points.  Potentially per service type.
· The ability of the originating network’s network elements to support alternative routing approaches in the event the Tier 2 Name Server of the terminating network does not respond with NAPTR records would need to be considered.
· The industry might need a means to monitor compliance and/or set requirements to ensure that the terminating service provider was providing interconnect data in a fair and equitable manner, or at least consistent with the specific interconnect agreement, now that they have dynamic control of the routing data.
· If the industry requirements support an ENUM implementation, the service providers would need to introduce additional queries within their network and between their interconnection partners.  Some of the considerations would be:
· The industry will need to determine which private domains are valid for service providers so that all service providers can resolve the tier 2 Name Servers to routable addresses in order to send the ENUM query.  Additionally, the information contained in the URIs would need to be standardized so that service providers could develop a standard mechanism to convert it to a routable address.
· Operational processes to provision, maintain, monitor, and secure the Tier 2 Name Servers would need to be developed and implemented by all terminating service providers in addition to deploying the technology itself.

· Hosted Tier 2 Name Servers provided by service bureaus could minimize the efforts required by a terminating service provider with respect to security, engineering and operations.  The industry might define requirements for ENUM service bureau Service Level Agreements (SLAs) in order to guarantee the performance of the overall ecosystem.

· The ENUM protocol supports a Time to Live (TTL) parameter which allows the terminating service provider to specify a maximum time period that the querying party may cache an ENUM response for future use.  The industry may set requirements for how long such a cache should be maintained or may leave this to service provider discretion or interconnect agreements.
· In order to avoid a supplemental routing query should the telephone number not be reachable directly via IP, the industry might define a requirement for terminating service providers to configure their Tier 2 Name Servers to return a Public Switched Telephone Network (PSTN) routable NAPTR record in addition to the IP routing record.  This can be achieved by provision multiple service types for each telephone number in the terminating service provider’s ENUM record set.

· As mentioned for Tier 1 NS records, there might also be a requirement to support different Tier 2 NAPTR record responses by the terminating service provider or their agent based on the originating service provider or the querying service provider if a transit/IPX provider.  This could be supported via DNS extensions to the ENUM protocol to identify the SIP source such as described in the Kaplan Internet Draft from the ENUM Working Group.  It should be noted that DNS extensions of this nature are not widely operational in the industry at this time.
· The standardization of the information contained in the URI parameter fields would necessitate that the vendors enhance/modify their network elements to support such industry requirements.  For example, service capabilities such as CODEC support may be used to enable Transcode Free Operation (TrFO) to optimize end to end IP sessions, as well as data identifying facsimile support.
· A mechanism to identify the location of an interconnection point may be required in order to minimize post-dial delay or media latency.

· The ability of some terminating service providers to request iterative ENUM queries in the event the Tier 2 ENUM server returned an NS record rather than a NAPTR record, such as to redirect sessions to a transit/IPX partner, and how service providers and vendors would accommodate such responses would need to be considered.  Alternatively the terminating service provider might be required to perform recursive ENUM queries such that the iterations are transparent to the originating service provider.  The impact on post dial delay should be considered in either scenario.
· The ability for an authorized Service Provider of Record (i.e. the current number holder) to delegate ENUM provisioning authority to 3rd parties, such as a transit/IPX partner, may be required.

SUMMARY
Before an ENUM approach for IP routing data exchange can be implemented, service providers need to assess and evaluate the network, systems, operational, and economic impacts of this architecture.  The creation of a Tier 0/1 Registry would be only the first step in implementing an ENUM approach.  In addition, the industry needs to develop and agree on a set of requirements that standardize the format and content contained in the URIs including domains, service parameters, location info, alternate routing, etc.
The industry should evaluate the impact on the originating service provider’s call control functionality and business operations under an ENUM approach since the point of interconnect would be returned in the NAPTR formulated dynamically by the terminating service provider which is a significant shift from the current routing paradigm.
In the ENUM architecture there are additional queries, as depicted in Figure 1 that would need to be supported.  These additional queries would increase overhead, potentially have an impact on Post Dial Delay, and increase potential points of failure for session setup.
The iconectiv Tier 0/1 Registry was initially developed according to detailed service provider requirements for ENUM-based routing data exchange on a national scale.  As the industry utilizes a Tier 1 Registry platform, the industry will define requirements under neutral governance and iconectiv is willing to provide the ENUM Tier 0/1 Registry platform for trials and experimentation purposes.
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NOTICE

This is a draft document and thus, is dynamic in nature. It does not reflect a consensus of the ATIS-SIP Forum IP-NNI Task Force and it may be changed or modified. Neither ATIS nor the SIP Forum makes any representation or warranty, express or implied, with respect to the sufficiency, accuracy or utility of the information or opinion contained or reflected in the material utilized. ATIS and the SIP Forum further expressly advise that any use of or reliance upon the material in question is at your risk and neither ATIS nor the SIP Forum shall be liable for any damage or injury, of whatever nature, incurred by any person arising out of any utilization of the material. It is possible that this material will at some future date be included in a copyrighted work by ATIS or the SIP Forum.  

LERG and iconectiv are trademarks and the Intellectual Property of Telcordia Technologies, Inc. dba iconectiv.
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