

PTSC-SAC-2009-099


ATIS PTSC/IP-NNI
February 12, 2020
Contribution

Title:
Considerations for Alignment with 3GPP Regarding the Application of SHAKEN and RPH Signing to 9-1-1 Calls and Callback Calls
Source*:
Ericsson 
__________________________________________


ABSTRACT

This contribution identifies topics where alignment is needed with 3GPP to support the application of SHAKEN and RPH signing to emergency (i.e., 9-1-1) calls and callback calls.  It focuses on considerations applicable to 3GPP TS 24.229.

1 Introduction

Procedures have been defined by ATIS and 3GPP to address the handling of emergency (e.g., 9‑1‑1) originations and callback calls.  While 3GPP specifications, like TS 24.229 define protocol and procedures to support caller identity authentication/verification for non-emergency calls, further work is needed in 3GPP to support the application of these concepts to emergency calls and callback calls, and to also support Resource-Priority Header (RPH) signing associated with these types of calls. 
2 Potential Areas for Alignment with 3GPP TS 24.229
2.1 Procedures at the P-CSCF

Consider updates to Section 5.2.10.2  to address insertion of an Attestation-Info header in a SIP INVITE associated with an emergency origination in support of caller number authentication/verification.  Already addresses inclusion of Resource-Priority header.  
· Is there a need to include a new parameter with the assertion value associated with the RPH or will IBCF determine this on its own.  (See questions below in Section 2.6.)
2.2 Procedures at the Application Server

Consider expanding Clauses 5.7.1.25.2 (which addresses originating AS support for calling number verification), 5.7.1.25.3 (Terminating Procedures) and 5.7.1.25.4 (Procedures over the Ms Reference Point) to address support for RPH signing and to improve alignment with ATIS SHAKEN procedures/terminology. 
2.3 Procedures at the IBCF

· Need to expand Clause 5.10.2 (IBCF as an exit point) to address both calling identity authentication/signing and RPH signing.  Include any modification to normal procedures regarding initiation of signingRequest to address emergency calls with non-dialable callback numbers.
· Need to expand Clause 5.10.3 (IBCF as an entry point), and in particular Clause 5.10.3.2, to address RPH signing and make associated changes in Annex V.  

· Need to expand Clause 5.10.10 (HTTP Procedures over the Ms Reference Point) to address RPH signing and make associated changes in Annex V.

2.4 Attestation-Info Header Definition

Consider updating Section 7.2.18 (Definition of Attestation-info header field) to specify that P-CSCF could insert an Attestation-Info header in a SIP INVITE associated with an emergency origination.

2.5 Verstat Parameter Definition
Consider updating text in Section 7.2A.20 ("verstat" tel URI parameter definition) to address applicability to RPH signing as well as calling number verification.  Determine whether a separate value will be used for 9-1-1 calls/callback calls.  (See question below in Section 2.6.)
2.6 Annex V

· Consider expanding the HTTP interface defined in Annex V of 3GPP TS 24.229 to support signing/verification of RPH.

· Should separate signingRequests be sent for caller identity signing and RPH signing, or should the rph claim just be included in the signingRequest used for calling identity signing? 

· Should separate signingResponses be returned by the AS, since we have assumed that separate Identity headers will be used to convey the signed caller identity vs. the signed RPH?  If not, can multiple Identity headers be returned in a single signingResponse?  Currently the text in Annex V of TS 24.229 does not allow for an array containing multiple identityHeader strings.

· Related Questions:

· Is it assumed that the Authenticator (i.e., the IBCF) generating the RPH signingRequest for a 9-1-1 call will populate the “ESorig” assertion in the rph claim, or does that information need to be passed to the IBCF in the SIP INVITE (like attestation information associated with the caller identity, which is passed in an Attestation-Info header)? If the latter, then TS 24.229 needs to define a new header to carry the RPH assertion.

· Since the Verifier is going to receive separate Identity headers associated with the signed caller identity and the signed RPH, will it include both in the same verificationRequest message?  The verificationRequest, as currently defined in Annex V allows for multiple identityHeaders to be included in a verificationRequest to support div claims.  At a minimum the text in TS 24.229 needs to reflect that multiple identityHeaders may also be included to support RPH signing.

· Should a separate verstat value associated with RPH verification be defined and returned by the Verification Service? If so, TS 24.229 will need to include a separate parameter for the verstat associated with the RPH in the verificationResponse, just like it currently has a separate parameter for div results.

2.7 Procedures at the S-CSCF (not applicable to 9-1-1 calls or callback calls)
Consider updating text in Clause 5.4.3.2 to align with SHAKEN procedures.  (E.g., text talks about performing attestation by inserting “a ‘verstat’ tel URI parameter, specified in subclause 7.2A.20, to the tel URI or SIP URI with a user=phone parameter in the From header field or the P-Asserted-Identity header field”, along with an Origination-Id header and an Attestation-Info header.
3 Next Steps
Determine which of the considerations for alignment identified above should be pursued via CRs to 3GPP.  Generate contributions as needed.
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