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ABSTRACT

This contribution discusses potential impacts on the application of SHAKEN authentication procedures to 9-1-1 originations where the caller identity information consists of a non-dialable callback number. 

1 Introduction

Procedures have been defined by ATIS and 3GPP to address the handling of 9-1-1 originations where a dialable callback number is not available and a non-dialable callback number is inserted in the P-Asserted-Identity header of the associated SIP INVITE message by the E-CSCF.  This contribution seeks input on how/whether SHAKEN caller identity authentication and RPH signing procedures should be applied to these types of calls.
2 Background
J-STD-036-C-2, Annex C, identifies a number of situations where a mobile station originating an emergency (9-1-1) call does not have a dialable callback number, including emergency originations from:

· Non-initialized mobiles
· Mobile phones whose subscription has expired
· Mobile phones that fail authentication
· Mobile phones without a subscriber identity module inserted
· Mobile phones from certain other countries
· Mobile phones from a service provider that does not have a roaming agreement with the current serving service provider
· Mobile phones donated to charitable organizations with the sole purpose of 9-1-1 access 
· Other mobile stations referred to as “9-1-1 Only” devices
If a dialable callback number cannot be associated with a 9-1-1 call for one of the above reasons, J-STD-036-C-2 specifies that a non-dialable callback number derived from the ESN (i.e., “911” + “7 least significant digits of the decimal representation of the ESN”) or IMEI (“911 + last 7 digits of IMEI expressed as decimal number”) shall be used to identify the emergency services caller.
ATIS-0700015 and 3GPP TS 24.229 describe procedures for processing 9-1-1 calls for which a dialable callback number is not available. In these scenarios, the SIP INVITE associated with the emergency origination will arrive at the E-CSCF with no P-Asserted-Identity header.  As specified in Section 5.11.2 of TS 24.229, “if no P-Asserted-Identity header field is present and if required by operator policy governing the indication to PSAPs that a UE does not have sufficient credentials (e.g. determined by national regulatory requirements applicable to emergency services), [the E-CSCF will] insert a P-Asserted-Identity header field set to a non-dialable callback number”.  TS 24.229 then references J-STD-036 for details related to the population of the non-dialable callback number.
Based on ATIS-0700015, the call flow associated with a 9-1-1 origination in which a non-dialable callback number is inserted by the E-CSCF (i.e., a 9-1-1 call where the UE does not have credentials) is as follows:
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1. The UE sends a SIP INVITE to the P-CSCF containing an emergency indication (e.g., in North America the user is expected to call 9-1-1 which results in the generic "urn:service:sos:" URN listed in the IANA registry being populated in the Request-URI).
2. The P-CSCF, on detecting the emergency indication, forwards the SIP INVITE to the E-CSCF
.  
· If the SIP INVITE does not contain an emergency indication but the P-CSCF detects that it is an emergency session request (e.g., based on the dialed number in the "tel:" URI), the P-CSCF may continue the session origination and treat it as an emergency request by adding an emergency indication (i.e., an "sos:" URI determined from the dialed number or request URI) and forwarding it to the E-CSCF.
· Per 3GPP TS 23.167, Clause 7.3, the P-CSCF checks whether the UE provided a TEL-URI as its identity in the SIP INVITE.  If no TEL-URI is present and the P-CSCF is aware of a TEL-URI associated with the emergency registration, it adds the TEL-URI to the SIP INVITE. Based on TS 24.229, Clause 5.10.2, if the P-CSCF receives an initial request for a dialog from an unregistered user, it will not insert a P-Asserted-Identity header field.

3. The E-CSCF forwards the request to the LRF to obtain location information and routing information. If no P-Asserted-Identity was provided, the E-CSCF inserts a P-Asserted-Identity header field set to a non-dialable callback number (per J-STD-036-C-2) in the outgoing SIP INVITE message. 

4. The LRF uses the information provided in the emergency call request to acquire/derive a routing location for the call, then it uses this routing location to interact with an RDF to determine the appropriate routing for the call.
5. The LRF returns a SIP 300 Multiple Choices response to the E-CSCF. If the incoming emergency session request contains cell site/sector-based location information, the LRF creates a Reference Identifier for the call, associates it with the non-dialable callback number and location information provided in the emergency session request, and returns the following information as parameters in the Contact header of the 300 Multiple Choices message:

· A Route URI associated with the NG Emergency Services Network
· A Geolocation header that contains a location URI (i.e., the Reference Identifier)

· A Geolocation-Routing header set to “yes”

· Additional Call Data (by-reference or by-value) – not shown in figure
6. The E-CSCF updates the SIP INVITE with information returned by the LRF and forwards it, based on the Contact header Route URI returned by the LRF, to the IBCF. The E-CSCF populates the outgoing SIP INVITE with the following information:

· Request-URI containing an “sos” service URN

· Route header containing the Route URI received from the LRF
· Geolocation header containing the location URI received from the LRF

· Geolocation-Routing = “yes” (as received from the LRF)
· P-Asserted-Identity header set to the non-dialable callback number

· Additional Data by-value or by-reference (i.e., with cid or URI in Call-Info header) – not shown
7. The IBCF passes the SIP INVITE via an ingress BCF/IBCF to an i3 ESRP or I-CSCF in the NG9‑1‑1 Emergency Services Network.  Call processing proceeds as defined in NENA-STA-010 or ATIS-0500032.
3 Discussion
Based on the architecture described in the Session Initiation Protocol (SIP) Resource-Priority Header (RPH) Signing in Support of Emergency Calling baseline (IPNNI-2020-00010R001), when an emergency (9-1-1) origination is detected at a P-CSCF, it is responsible for performing attestation on the caller identity, and conveying the attestation level in the outgoing SIP INVITE message (e.g., in an Attestation-Info header) sent to the E-CSCF.  The P-CSCF may also add a Resource-Priority header (RPH) with a value of “esnet.1” to the SIP INVITE message. 

As described above, in the case of a 9-1-1- call for which a dialable callback number is not available, the SIP INVITE received from the P-CSCF will not contain a P-Asserted-Identity header, so the E-CSCF will add a P-Asserted-Identity header containing a non-dialable callback number formatted as described above.  This header will be carried forward in the signaling sent to an egress IBCF.  
Based on the procedures described in IPNNI-2020-00010R001, upon receiving the SIP INVITE associated with the 9-1-1 call, the egress IBCF will interact with the STI-AS via the Ms reference point. According to Annex V of 3GPP TS 24.229, the HTTP signingRequest generated by the IBCF must include “dest”, “orig”, and “iat” parameters and may optionally include “attest”, “origid” and “div” parameters. As described in IPNNI-2020-00010R001, an “rph” claim and associated attestation value will also need to be included in the signingRequest.  Since the IBCF receives a P-Asserted-Identity header containing a non-dialable callback number, it could populate this information in the “orig” claim of the signingRequest. This raises the following questions:

1. Since no Attestation-Information parameter will be present in the incoming INVITE message associated with the P-Asserted-Identity header, should the “attest” parameter just be omitted from the signingRequest? 
2. Or, since the non-dialable callback number is populated by the E-CSCF in the originating network, is it appropriate for the IBCF to populate an “attest” parameter associated with the non-dialable callback number in the signingRequest?

3. If the IBCF does populate an “attest” parameter associated with the non-dialable callback number in the signingRequest, what value should the “attest” parameter have? 
4. Is it appropriate to request that the STI-AS sign the caller identity in the case where the P-Asserted-Identity contains a non-dialable callback number, or should only the RPH be signed?

5. If only the RPH is to be signed, how will the STI-AS determine that that is the case? Will the STI-AS make this determination based on the absence of an “attest” parameter associated with the non-dialable callback number? Based on the format of the non-dialable callback number?
4 Conclusion
This contribution discusses the signaling associated with a 9-1-1 origination where a dialable callback number is not available (e.g., because the user is unregistered) and a non-dialable callback number is inserted by the E-CSCF.  It also raises a number of questions about whether authentication/signing of caller identity is appropriate in such a scenario, and what the impacts are on the way that the IBCF populates the signingRequest that is sends to the STI-AS.  Questions also raised about how the signingRequest is processed by the STI-AS when the P-Asserted-Identity contains a non-dialable callback number.
Once these questions are answered, and the procedures for processing 9-1-1 originations with non-dialable callback numbers are clarified, appropriate updates can be made to the draft ATIS specification addressing Session Initiation Protocol (SIP) Resource-Priority Header (RPH) Signing in Support of Emergency Calling, and other ATIS specifications, as appropriate. 
� While not explicitly described in ATIS-0700015, the SIP INVITE message generated by the P-CSCF may also contain a Resource-Priority header (RPH), per 3GPP TS 24.229.  If populated by the P-CSCF, the RPH will contain the value “esnet.1”.
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