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ABSTRACT

This contribution discusses RPH signing of 9-1-1 and callback calls in addition to the use of caller ID authentication/verification using STIR/SHAKEN. 

1 Introduction

There is concern among Public Safety stakeholders about the spoofing of caller ID information associated with emergency (9-1-1) calls and and Public Safety Answering Point (PSAP) callback calls.  In addition, since the SIP signaling associated with 9‑1‑1 and callback calls also includes a Resource-Priority header (RPH), there is additional concern that the SIP RPH field could be spoofed and abused by bad actors, impacting the processing of 9-1-1/callback calls in a multiple service provider IP-based network environment.
The ATIS-1000074.v004 draft specification has been extended to address the unique signaling characteristics of 9-1-1 and callback calls and their impact on the “orig” and “dest” claims within the Personal Assertion Tokens (PASSporTs) that are used in the context of the SHAKEN authentication and verification services.  This contribution addresses the signing of RPH in addition to caller ID authentication and verification for 9-1-1 calls and callback calls. In the context of 9-1-1 calls, signing the RPH would allow an originating service provider to assert that they recognize the call as an emergency (9-1-1) origination and that they populated the RPH.  A signed RPH would also convey to the Emergency Services Network provider that they can trust that the RPH was populated by the originating service provider, as opposed to being inserted by a threat agent.  This information could subsequently be conveyed to the PSAP, possibly via new ‘verstat’ values or other data. In the context of callback calls, a signed RPH would indicate that the Emergency Services Network provider asserts that they recognize the call is a callback call and as such that an RPH value in the ‘esnet’ namespace is appropriate. It would also indicate to the emergency caller’s service provider that they can trust that the RPH was populated by the Emergency Services Network provider, as opposed to being inserted by a threat agent.
2 Background

IETF RFC 8443 extends the Personal Assertion Token (PASSporT) specification defined in RFC 8225 to allow the inclusion of cryptographically signed assertions of authorization for the values populated in the SIP RPH field. The SIP RPH field may be used to influence the prioritization of network resources that support communications sessions (e.g., in times of network congestion).  Like caller ID information, the RPH field could be spoofed by unauthorized entities, leading to the misuse of network resources. RFC8225 supports PASSporT extensions that will allow the cryptographic signing of the SIP RPH and the conveyance and assertion of authorization for the SIP RPH. A signed SIP RPH will allow a receiving entity (including entities located in different network domains/boundaries) to verify the assertion of information in the SIP RPH, providing reassurance that the information has not been spoofed or compromised.  In the context of emergency (9-1-1) calling, the extension to the PASSporT to attest to the use of an RPH value in the ‘esnet’ namespace will be in addition to the PASSporT object that is used for caller ID attestation.

Specifically, assertion of the information in the RPH will involve the inclusion of a “ppt” extension with an “rph” claim in the PASSporT.  Based on RFC 8443, a PASSPorT header with the "ppt" extension will consist of the following information:

   {

   "typ":"passport",

     "ppt":"rph",

     "alg":"ES256",

     "x5u":"https://www.example.org/cert.cer"

   }
According to RFC 8443, the "rph" claim will provide an assertion of authorization for the information in the SIP RPH.  The details of the syntax to be used with an "rph" claim for a SIP RPH that is associated with an emergency (9-1-1) origination, as well as an “rph” claim for a SIP RPH that is associated with a callback call are for further study.
After the header and RPH-related claims PASSporT objects have been constructed, their signature is expected to be generated by an authority whose credentials are associated with the specific service supported by the resource priority namespace in the claim (e.g., the ‘esnet’ namespace).

3 Example Flow

The following is an example of a 9-1-1 call flow where both caller ID authentication and RPH signing are applied.
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1. The originating SIP UA, which first REGISTERs and is authenticated to the P-CSCF, creates a SIP INVITE with a telephone number identity. The P-CSCF in the originating network adds a P-Asserted-Identity header field asserting the Caller ID of the originating SIP UA, and an RPH with value “esnet.1”. The P-CSCF passes the SIP INVITE to the E-CSCF. 

2. The E-CSCF sends the INVITE to the LRF to determine routing instructions.
3. The LRF acquires location, if required, queries the RDF for the  routing URI (not shown) and returns the routing URI to the E-CSCF.
4. If the emergency call is destined to a NENA Emergency Services IP Network (ESInet) (or IMS-based NG9-1-1 Emergency Services Network), the E-CSCF initiates an originating trigger to the STI-AS for the INVITE.

Note: The STI-AS must be invoked after originating call processing.

5. The STI-AS in the originating network first determines through service provider-specific means the legitimacy of the telephone number identity being used in the INVITE. In addition, the RPH-AS functionality will create the "rph" claim, deriving the value of "rph" from the SIP RPH included in the INVITE. The RPH-AS will determine, through service provider-specific means, the legitimacy of the value in the “esnet” namespace populated in the RPH. The STI-AS/RPH-AS then securely requests its private key from the SKS.

6. The SKS provides the private key in the response. The STI-AS/RPH-AS signs the INVITE and adds two Identity headers per RFC 8224, one using the Caller ID in the P-Asserted-Identity header field and a second Identity header that includes the “rph” claim associated with the RPH field.
7. The STI-AS passes the INVITE back to the E-CSCF.

8. The originating E-CSCF, through standard resolution, routes the call to the egress IBCF.

9. The INVITE is routed over the NNI through the standard inter-domain routing configuration.
10. The ESInet ingress Border Control Function (BCF) receives the INVITE over the NNI and forwards it to the Emergency Service Routing Proxy (ESRP) in the NG9-1-1 Emergency Services Network.

11.  The ESRP initiates a terminating trigger to the STI-VS/RPH-VS for the INVITE.

Note: The STI-VS/RPH-VS must be invoked before terminating call processing.

12. The terminating SP STI-VS/RPH-VS uses the “x5u” field in the PASSporT Protected Header per RFC 8225 to determine the STI-CR Uniform Resource Identifier (URI) and makes an HTTPS request to the STI-CR.

13.  The STI-VS/RPH-VS validates the certificate (see Section 5.3.1 of ATIS-1000074 for details) and then extracts the public key.  It constructs the RFC 8224 format and uses the public key to verify the signature in the Identity header fields, which validates the Caller ID as well as the “esnet” namespace value that was signed in the INVITE by the originating service provider STI-AS/RPH-AS.

14. The post STI-VS/RPH-VS information may be passed for Call Validation Treatment (CVT), depending on local policy. The CVT may perform call spam analytics or other mitigation techniques and return a response that impacts what will be signaled to the user for a legitimate or illegitimate call.
15. Depending on the result of the STI/RPH validation, the STI-VS/RPH-VS determines the trustworthiness of the caller ID and RPH (“esnet” namespace) information and passes the INVITE back to the ESRP with an appropriate ‘verstat’ value and possibly other information.
16. The ESRP interrogates the Emergency Call Routing Function (ECRF) for routing instructions.

17. The ECRF returns the routing URI, i.e., the PSAP URI.

18. The ESRP forwards the INVITE to the BCF.

19. The BCF sends the INVITE to the PSAP with the appropriate ‘verstat’ value and possibly other information.

4 Next Steps

This contribution lays the groundwork for text specifying the procedures and protocol to support the application of RPH signing to 9‑1‑1 calls and callback calls. However, there are a number of issues to resolve before this work can be completed.

1. Additional work is needed in IETF to define the syntax of “rph” claims associated with the RPH values in the ‘esnet’ namespace applicable to 9-1-1 originations and callback calls.
2. The behavior associated with the authentication and verification services, as they apply to RPH values in the ‘esnet’ namespace, needs to be addressed.  For example, RFC 8443 indicates that the RPH should be stripped if the signature validation fails during the verification process.  While this behavior may be appropriate in an NS/EP context, it may not be appropriate in a 9-1-1 context.
3. Additional thought needs to be given to the ‘verstat’ (and potentially other information) conveyed to the PSAP (for 9-1-1 originations) or to the emergency caller (for callback calls) when both caller ID and the RPH undergo authentication/verification. 

4. Further consideration needs to be given to where procedures related to RPH signing associated with 9-1-1 and callback calls should be documented.  ATIS-1000074 does not currently address RPH signing.  The draft specification related to RPH signing documented in IPNNI-2019-00125R001 currently focuses specifically on the application of RPH signing to NS/EP NGN-PS calls. 
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