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Abstract
The SHAKEN standard specifies operation within the domain of a single national or regional regulatory authority - in most cases this means within a single country. This was a conscious decision by the IP-NNI TF in order to more quickly develop a solution that explicitly addressed U.S. requirements.  However, SHAKEN does not assume unique U.S. attributes, and therefore should be equally applicable to other countries.  However, calls that originate in one country and terminate in another country, are not explicitly addressed in the existing SHAKEN standard. This document provides a mechanism to extend the SHAKEN trust environment to include more than one country.
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Scope, Purpose, & Application
Scope
This document provides telephone service providers with a framework and guidance on how to utilize Secure Telephone Identity (STI) technologies on IP-based service provider voice networks (also to be referred to as Voice over Internet Protocol [VoIP] networks) in scenarios where a call originates in one country and terminates in a different country. The primary focus of this document is to specify how the trust environment created by SHAKEN in a single country can be extended to include other countries. This document does not require any changes to the existing SHAKEN specifications, but does identify new interfaces and functions to exchange information between countries.


Purpose
The purpose of this document is to extend the SHAKEN trust environment to encompass more than one country.  This will specify how calls authenticated in one country can be successfully verified in a second country.

Application
The mechanism specified in this standard will allow countries with similar interests and regulatory environments to federate their SHAKEN infrastructure and extend the trust environment to include both countries. This specification only considers the case of two countries, but it could be extended through additional “pairwise agreements” where the countries have similar interests and regulatory environments. However, this mechanism may not be appropriate for the more general case where SHAKEN is extended globally.  This more general problem is for further study. 

Normative References
The following standards contain provisions which, through reference in this text, constitute provisions of this Standard. At the time of publication, the editions indicated were valid. All standards are subject to revision, and parties to agreements based on this Standard are encouraged to investigate the possibility of applying the most recent editions of the standards indicated below.

IETF RFC 8225, Personal Assertion Token.[footnoteRef:1] [1:  Available from the Internet Engineering Task Force (IETF) at: < https://www.ietf.org/ >.] 

IETF RFC 8224, Authenticated Identity Management in the Session Initiation Protocol.1
IETF RFC 8226, Secure Telephone Identity Credentials: Certificates.1
draft-ietf-stir-passport-shaken, PASSporT SHAKEN Extension.1
IETF RFC 3325, Private Extensions to SIP for Asserted Identity within Trusted Networks.1
IETF RFC 3261, SIP: Session Initiation Protocol.1
IETF RFC 5280, Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile.1
IETF RFC 3326, The Reason Header Field for the Session Initiation Protocol (SIP).1
[bookmark: _Ref403216830]ATIS-1000080, SHAKEN: Governance Model and Certificate Management[footnoteRef:2] [2:  This document is available from the Alliance for Telecommunications Industry Solutions (ATIS) at < www.atis.org >.] 

ATIS-1000084, Technical Report on Operational and Management Considerations for SHAKEN STI Certification Authorities and Policy Administrators2
3GPP TS 24.229, IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP).[footnoteRef:3] [3:  Available from 3rd Generation Partnership Project (3GPP) at: < https://www.3gpp.org >] 


ATIS-0x0000x, Technical Report.
ATIS-0x0000x.201x, American National Standard.
Editor’s note: at a minimum add ATIS-1000074, ATIS-1000080, and ATIS-1000084.

Definitions, Acronyms, & Abbreviations
For a list of common communications terms and definitions, please visit the ATIS Telecom Glossary, which is located at < http://www.atis.org/glossary >.

Definitions
Caller ID: The originating or calling party telephone number used to identify the caller carried either in the P-Asserted Identity or From header.

Acronyms & Abbreviations

	3GPP
	3rd Generation Partnership Project

	ATIS
	Alliance for Telecommunications Industry Solutions

	B2BUA
	Back-to-Back User Agent

	CRL
	Certificate Revocation List

	CSCF
	Call Session Control Function

	CVT
	Call Validation Treatment

	HTTPS
	Hypertext Transfer Protocol Secure

	IBCF
	Interconnection Border Control Function

	IETF
	Internet Engineering Task Force

	IMS
	IP Multimedia Subsystem

	IP
	Internet Protocol

	JSON
	JavaScript Object Notation

	JWS
	JSON Web Signature

	NNI
	Network-to-Network Interface

	OCSP
	Online Certificate Status Protocol

	PASSporT
	Personal Assertion Token

	PBX
	Private Branch Exchange

	PKI
	Public Key Infrastructure

	SHAKEN
	Signature-based Handling of Asserted information using toKENs

	SIP
	Session Initiation Protocol

	SKS
	Secure Key Store

	SP 
	Service Provider

	SPID
	Service Provider Identifier

	STI
	Secure Telephone Identity

	STI-AS
	Secure Telephone Identity Authentication Service

	STI-CA
	Secure Telephone Identity Certification Authority

	STI-CR
	Secure Telephone Identity Certificate Repository

	STI-VS
	Secure Telephone Identity Verification Service

	STIR
	Secure Telephone Identity Revisited

	TLS
	Transport Layer Security

	TN
	Telephone Number

	TrGW
	Transition Gateway

	UA
	User Agent

	URI
	Uniform Resource Identifier

	UUID
	Universally Unique Identifier

	VoIP
	Voice over Internet Protocol	

	
	



Overview
SHAKEN specifications state that the STI-PA approves STI-CAs using criteria established by the Policy Management Authority and then distributes the list of “Trusted STI-CAs” to all service providers in the SHAKEN ecosystem. The SHAKEN governance model only considers a single country, but nothing in the existing technical specification precludes two STI-GAs agreeing they will recognize each other’s STI-CAs and instructing their respective STI-PAs to merge their “Trusted STI-CA” lists. The merged trusted STI-CA list could then be distributed to all service providers in both of the participating countries, using existing interfaces and procedures. Calls authenticated in one country would then be successfully verified in the other country. This document specifies the architecture and interfaces for two countries to merge trusted STI-CA lists.
Initial deployment of cross-border SHAKEN using this model is likely to be based on direct bilateral agreement between two STI-GAs. This could be extended through additional bilateral agreements, but as deployment increases, other mechanisms could also be introduced. For example, several countries could appoint an entity to act on their behalf, with a single agreement covering all the countries.  Alternatively, an industry association could act as a central clearing house, allowing new participants to sign a single agreement with the association to gain access to all other members of the association. All these arrangements (i.e., bilateral agreements, regional organization, and industry association) could coexist using the mechanism defined in this standard, depending on the circumstances of the participating countries.

Cross-Border Architecture
At a high level, the SHAKEN trust model is illustrated below:
[image: ]
Figure xxx: SHAKEN Trust Model

The List of Trusted CAs shown in this diagram is specified in ATIS-1000084 as:
[image: ]
Figure xxx: List of Trusted CAs. 

The list of trusted CAs in the above figure is assumed to be for a single country.  Therefore, if two countries implement SHAKEN independently, they will end up with separate “Trusted CA” lists, as shown below.
[image: ]
Figure xxx: Independent lists of Trusted CAs

In the context of separate networks, this would lead to the following scenario with distinct network deployments and distinct lists of trusted CAs as shown below.
[image: ]

Figure xxx: Independent Deployments of SHAKEN

In scenario shown above, cross-border calls would not be successfully verified because they would not have the same Trusted CA lists.
On the other hand, if the two STI-GAs agreed to trust each other, and instructed their respective STI-PAs to merge their Trusted CA lists, this would result in the following lists of trusted CAs:
[image: ]
Figure xxx: Merged Trusted CA Lists

In the network context, this would lead to the following.
[image: ]
Figure xxx: Merged Trusted CA Lists

In this case, calls authenticated in one network would be successfully verified in the other network because they have the same trusted STI-CA lists.  The interfaces and procedures for distributing the merged list of trusted CAs are identical to the procedures for distributing the original list of trusted CAs, as specified in ATIS-1000084. No changes to the existing SHAKEN specifications would be required. However, an additional interface and function will be required to facilitate secure sharing of trusted CA lists.  The additional functionality is discussed in the next section. 

Merging Trusted CA Lists

[image: ]
Figure xxx

Secure Server
Mary: Text for format of data on secure server


[bookmark: _GoBack]Interface to Secure Server
 Mary: Text for interface to secure server.


Subclause Heading 4
Mary: Text for procedures to update secure server and retrieve data from it?
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