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 Joint PTSC/ATIS SIP Forum IP-NNI Task Force
Face-to-Face Meeting – April 30 – May 1, 2019
Meeting Notes
1. WELCOME & CALL TO ORDER
Martin Dolly (AT&T), PTSC Chair and IP-NNI Task Force Co-Chair, called the meeting to order and welcomed participants at 9:01 a.m. PT on April 30, 2019.

2. INTRODUCTIONS & SIGN IN

The meeting participants are listed below:
	Name
	Company
	Email

	1. Martin Dolly (IP-NNI TF Co-Chair, PTSC Chair)
	AT&T
	md3135@att.com

	2. Chris Wendt (IP-NNI TF Co-Chair)
	Comcast
	chris_wendt@comcast.com

	3. Viqar Shaikh (PTSC Vice Chair)
	Perspecta Labs
	vshaikh@perspectalabs.com

	4. Andy Jurczak*
	AT&T
	ajurczak@att.com

	5. Nalini Humphrey*
	AT&T
	nh7408@att.com

	6. Teresa Patton
	AT&T
	tp193@att.com

	7. George Guerra
	AT&T
	gg2395@att.com

	8. David Preo
	Bandwidth
	dpreo@bandwidth.com

	9. Philip Linse
	CenturyLink
	philip.linse@centurylink.com

	10. Steve Showell*
	CenturyLink
	Steve.Showell@CenturyLink.com

	11. Robert Dianda*
	Charter Communications
	robert.dianda@charter.com

	12. Carol-lyn Taylor*
	CISA ECD
	carol-lyn.taylor@dhs.gov

	13. Arye Ephrath*
	CISA ECD
	arye@mythologyinc.com

	14. Frank Suraci
	CISA ECD
	frank.suraci@hq.dhs.gov

	15. An Nguyen
	CISA ECD
	an.p.nguyen@hq.dhs.gov

	16. David Hancock
	Comcast
	david_hancock@comcast.com

	17. Michael Khalilian
	Comcast
	Michael_Khalilian@comcast.com

	18. Clark Whitten
	Cox Communications
	clark.whitten@cox.com

	19. Scott Upton
	Cox Communications
	scott.upton@cox.com

	20. Marian Hearn*
	CST GA (Canada)
	manager@cstga.ca

	21. Harold Salters
	CTIA
	hms5516@gmail.com

	22. Arleen Elliott
	Ericsson
	arleen.elliott@ericsson.com

	23. George Foti
	Ericsson
	george.foti@ericsson.com

	24. Hala Mowafy
	Ericsson
	hala.mowafy@ericsson.com

	25. Terry Reese*
	Ericsson
	theresa.reese@ericsson.com

	26. Eric Burger*
	FCC
	eric.burger@fcc.gov

	27. Julie Fowler
	First Orion
	jfowler@firstorion.com

	28. Edward Brown
	GCI
	ebrown@gci.com

	29. Jonathan Nelson
	Hiya
	jnelson@hiya.com

	30. Mary Barnes
	iconectiv
	mary.sip.barnes@gmail.com

	31. Chris Drake
	iconectiv
	cdrake@iconectiv.com

	32. Gary Richenaker
	iconectiv
	grichenaker@iconectiv.com

	33. Andrew Gallant*
	InCharge Systems
	abgallant@inchargesys.com

	34. Mike Hamilton*
	InCharge Systems
	mikehamilton@inchargesys.com

	35. Doug Bellows*
	Inteliquent
	doug.bellows@intelliquent.com

	36. Sharon Warren
	Inteserra Consulting Group
	swarren@inteserra.com

	37. Ryan Harding 
	Leidos
	ryan.harding@leidos.com

	38. Peter Brown
	Metaswitch
	peter.brown@metaswitch.com

	39. Russ Penar
	Microsoft
	russp@microsoft.com

	40. Douglas Ranalli
	NetNumber
	dranalli@netnumber.com

	41. Shreyas Saitawdekar*
	Neustar
	shreyas.saitawdekar@team.neustar

	42. Jon Peterson
	Neustar
	jon.peterson@neustar.com

	43. Mohammad Khaled
	Nokia
	mohammad.khaled@nokia.com

	44. Anis Jaffer
	Numeracle
	anis@numeracle.com

	45. Rebekah Johnson
	Numeracle
	rebekah@numeracle.com

	46. Jeff Gray
	OTD (Tridea Works)
	jeff.gray@trideanetworks.com

	47. Steve Pastorkovich*
	Pastorkovich Associates
	steve.pastorkovich@outlook.com

	48. Tom Moresco
	Perspecta Labs
	tmoresco@perspectalabs.com

	49. John Wullert*
	Perspecta Labs
	jwullert@perspectalabs.com

	50. Ray Singh 
	Perspecta Labs
	rsingh@perspectalabs.com

	51. Zarko Roganovic (guest)
	Purple & ZVRS
	zarko.roganovic@purple.us

	52. John Martin (guest)
	Purple VRS & ZVRS
	john.martin@purple.us

	53. Tolga Asveren*
	Ribbon Communications
	tasveren@rbbn.com

	54. Julio Armenta
	Somos
	jarmenta@somos.com

	55. Mary Retka
	Somos
	mretka@somos.com

	56. Eugene Christensen (guest)
	Sorenson Communications, Inc.
	echristensen@sorenson.com

	57. Pierce Gorman
	Sprint
	pierce.gorman@sprint.com

	58. Greg Schumacher
	Sprint
	gregory.schumacher@sprint.com

	59. Don Beller*
	TDR Technology
	don.beeler@tdrtechnologysolutions.com

	60. Sarah Halko
	Telnyx
	sarah@telnyx.com

	61. Anne Marie Medina
	TNS
	amedina@tnsi.com

	62. Joe Dechant
	TNS
	jdechant@tnsi.com

	63. Paul Gaumond
	TNS
	pgaumond@tnsi.com

	64. Lavinia Kennedy
	TNS
	lkennedy@tnsi.com

	65. Inwoo Kim
	TNS
	ikim@tnsi.com

	66. Mario Miranda
	TNS
	mmiranda@tnsi.com

	67. Jim Dalton*
	TransNexus
	jim.dalton@transnexus.com

	68. Lonnie Mitchell
	Tridea Works
	lonnie.mitchell@trideaworks.com

	69. Tim Beyers
	Twilio
	tbeyers@twilio.com

	70. Jose de Castro
	Twilio
	jdecastro@twilio.com

	71. Christer Fahlgren
	Twilio
	christer@twilio.com

	72. Timothy Dwight*
	Verizon
	timothy.dwight@verizon.com

	73. Mark Desterdick
	Verizon
	desterdick@verizon.com

	74. Kevin Shannon 
	West Corporation
	kmshannon@west.com

	75. Sarah Chittick
	ATIS
	schittick@atis.org

	76. Brent Struthers
	ATIS
	bstruthers@atis.org

	77. Steve Barclay
	ATIS
	sbarclay@atis.org

	78. Jim McEachern
	ATIS
	jmceachern@atis.org


3. REVIEW & APPROVAL OF AGENDA

It was noted that the agenda was made available to participants via ATIS Workspace as PTSC-2019-00063R003 / IPNNI-2019-00039R004. The agenda was approved. During the course of the meeting, the agenda was modified to PTSC-2019-00063R006 / IPNNI-2019-00039R007.
4. ATIS INTELLECTUAL PROPERTY RIGHTS (IPR) & ANTITRUST POLICIES 
ATIS Procedure Notice:  ATIS Forum and Committee activities must adhere to the ATIS Operating Procedures (including basic principles such as fairness, due process, respect for minority opinions, and common sense).

IPR Notice:  In connection with the development of an American National Standard, or other deliverable that requires use of patented inventions, the use of patented inventions shall be governed by the ANSI Patent Policy as adopted by ATIS and as set forth in Section 10 of the "Operating Procedures for ATIS Forums and Committees."  Under this policy:

· Disclosure of relevant patented inventions at the earliest possible time in the development process is encouraged. An opportunity will be provided for the members to identify or disclose patents that any member believes may be essential for the use of a standard under development. 

· Neither the Committee, nor its leaders, can ensure the accuracy or completeness of any disclosure, investigate the validity or existence of a patent, or determine whether a patent is essential to the use of an ATIS deliverable. 

· ATIS prohibits any discussion of licensing terms in its Forums and Committees.

Antitrust Risk Notice:  The leaders further remind attendees that participation in industry fora involves the potential for antitrust concerns or risks. To avoid such concerns and risks, participants should carefully observe the "Operating Procedures for ATIS Forums and Committees". In addition, sensitive discussion topics such as price, territories, specific contractual terms, etc., should be avoided. 

Questions:  Participants having questions, comments, or concerns regarding any of these topics should consult with their company's legal counsel, the Committee leadership, ATIS staff, or ATIS legal counsel.
It was asked if there were any patents to identify or disclose at this time.  There were no patent disclosures made by the attendees. 

5. APPROVAL OF PREVIOUS MEETING NOTES

The following previous meeting notes were available on ATIS Workspace (AWS) for participant comment:

· PTSC-2019-00058R000 / IPNNI-2019-00036R000, Meeting notes from the April 15, 2019 joint PTSC/ATIS SIP Forum IP-NNI TF virtual meeting

The meeting notes were not reviewed. There were no questions or comments regarding these meeting notes and they were accepted, without objection, as published.
6. ANNOUNCEMENTS
Mr. Dolly noted the schedule for AMOC, highlighting the joint meeting regarding SHAKEN and 911 that took place earlier in the morning. The meeting notes from the joint meeting will be available via a separate set of meeting notes.
7. ANTI-SPOOFING CALLER VALIDATION MITIGATION TECHNIQUES
7.1. Discussion: How to update and publish changes to future SHAKEN documents (i.e. errata)
Steve Barclay (ATIS) noted that ATIS-1000074, ATIS-1000080, and ATIS-1000084 were recently updated as errata (ATIS-1000074-E, ATIS-1000080-E, and ATIS-1000084-E respectively). Given forthcoming changes to the errata, Mr. Barclay recommended that the IP-NNI TF not continue to track changes in the errata (errata on top of errata). He proposed that ATIS staff accept all changes in the current published versions of the errata and post the “clean” versions of the documents as the initial baselines upon which future changes may be made. Upon completion of any required updates to the publications, they would be published as new versions (e.g., ATIS-1000074.v2). 

Participants noted the importance of maintaining the base document numbers (ATIS-1000074, ATIS-1000080, and ATIS-1000084), and ATIS indicated that the base document number would not change; only the version number would change. 

Agreement Reached: It was agreed that subsequent updates to SHAKEN specifications will be made on top of a clean version of the document, and the final documents will be published without track changes, but with version numbers (e.g., v2, v3). 
7.2. Verification Token Use Cases 

7.2.1. IPNNI-2017-00020R000, Verification Token Use Cases Baseline
There were no contributions submitted for this Issue. 
7.3. SHAKEN Attestation and Origination Identifier

7.3.1. IPNNI-2019-00003R003, Best Practice on Attestation & Orig Id Baseline

There were no contributions submitted for this Issue. 
7.4. Signature-based Handling of SIP RPH Assertion using Tokens
7.4.1. IPNNI-2018-00084R001, Baseline text for the draft ATIS Standard on Signature-based Handling of SIP RPH Assertion using Tokens
There were no contributions submitted for this Issue.
7.5. Proof-of-Possession of Telephone Numbers (TN-PoP)
7.5.1. IPNNI-2018-00018R008, Baseline for TN-PoP 
There were no contributions submitted for this Issue. It was noted that this baseline will be superseded by new contributions. It was stressed that PTSC/IP-NNI TF will no longer pursue TN PoP.
7.6. Robo-Metrics

7.6.1. IPNNI-2018-00083R001, Robo-Metrics Baseline
There were no contributions submitted for this Issue. It was noted Robo-Metrics should be given a priority in future meetings.
7.7. SHAKEN Roadmap

7.7.1. IPNNI-2018-00038R003, SHAKEN Roadmap Baseline
There were no contributions submitted for this Issue. It was noted that this document will need to be updated in the future.
7.8. SHAKEN data exchange between service providers and enterprises

7.8.1. IPNNI-2018-00065R001, SHAKEN data exchange between service providers and enterprises Baseline
There were no contributions submitted for this Issue. It was noted that contributions related to certificate delegation could be added to this baseline.
7.9. SHAKEN Governance Model & Certificate Management

7.9.1. IPNNI-2019-00051R000, Proposed changes to baseline ATIS-1000080.v002 as currently reflected in IPNNI-2019-00035R002. Includes content to address comments that were introduced at the 4/15/2019 virtual meetings.
This contribution, submitted by Mary Barnes (iconectiv), was not reviewed due to time constraints. This contribution will be reviewed during the next virtual meeting.
7.10. Other Contributions

7.10.1. IPNNI-2019-00046R000, Purple discussion of how STIR/SHAKEN affects VRS services for the deaf and hard of hearing
Video Relay Service (VRS) representative, John Martin (Purple), joined the PTSC/IP-NNI TF meeting to discuss the impacts of SHAKEN on VRS for the deaf and hard of hearing, as contained in IPNNI-2019-00046R000. 
It was noted that VRS allows American Sign Language users who are deaf and hard of hearing to make and receive telephone calls; all users of VRS receive a 10-digit telephone number. There are five VRS providers that handle 10 million video calls a month. VRS is an FCC regulated service with 24/7 requirements. VRS also provides video 911 services. 
Three call flows, and potential impacts from SHAKEN were presented: 
1. Simple VRS (deaf person calling a hearing person)

a. VRS providers assume that attestation will be obtained through the voice provider.

2. Simple VRS call-flow with different TN and voice service providers (the voice provider utilized by VRS does not own the telephone number of the VRS user)

a. Will VRS providers need their own certificates? 

b. Will delegated certificates be given to VRS? 

3. Dial around VRS (user from VRS provider A is calling a hearing user through VRS provider B’s service. VRS provider B does not have authority to spoof the call using the deaf users TN. Currently managed through white-listed IP addresses)
a. Dial around VRS is the main concern for VRS providers. 
Participants discussed the presentation, noting that the concerns of VRS providers are another example to consider in relation to certificate delegation. It was noted that VRS providers should work with their voice providers to ensure that they receive the level of attestation they require (likely attestation A). 

In closing, Mr. Martin and other VRS providers were invited to continue to participate in the IP-NNI Task Force. It was noted that their perspective could benefit discussions regarding attestation.  This presentation was noted for information.
7.10.2. IPNNI-2019-00038R001, Discussion on SHAKEN for Emergency Services
This presentation was given during the joint PTSC/ESIF/IP-NNI TF/WTSC meeting on SHAKEN/911. The notes from this meeting are provided separately. 
7.10.3. IPNNI-2019-00040R000, STIR/SHAKEN Display Initial Implementation

David Hancock (Comcast) gave this presentation on STIR/SHAKEN display implementation. 
It was noted that a green checkmark (or V for legacy) would only be displayed if attestation A is received. This presentation was noted for information.
7.10.4. IPNNI-2019-00052R000, STIR/SHAKEN UX Recommendations

Mr. Dolly gave this presentation on STIR/SHAKEN UX Recommendations, based on an AT&T study conducted with outside users. Based on the study, recommended guidelines for display were presented.

One participant inquired if any testing had been conducted on non-English speakers and non-college educated individuals. It was noted that additional testing information is forthcoming, hopefully during a future virtual meeting. 
Key conclusions from the study were that the checkmark/validation should only be shown for Attestation A, and that the checkmark should be associated with the number. Third party analytics were utilized for the testing and should be used to make changes in the future. A negative indicator will never be given on a Veristat value; analytics will determine a negative display. 

It was noted that consumer education related to display should be developed alongside deployment of a technical solution.  This presentation was noted for information.
7.10.5. IPNNI-2019-00042R000, Considerations for International SHAKEN
Jim McEachern (ATIS) presented this contribution, which outlined the implications of SHAKEN with calls originating in one country and terminating in another country. In the presentation, it was recommended that a hybrid approach which combines 1) merged trusted STI-CA list and 2) central registry be adopted for the internationalization of SHAKEN.
It was noted that a separate specification should be developed regarding the internationalization of SHAKEN. This cross boarder SHAKEN specification should outline the hybrid approach as well as consider different dialing plans. 

Related to this work item, participants agreed that a formal liaison between Canada and the U.S. should be opened. It was recommended that Mr. McEachern engage the Canadian STI-GA (CST GA).
Action Item: Jim McEachern (ATIS) will communicate with the CRTC to determine the best method of obtaining Canadian input into a separate cross border SHAKEN specification.  

Agreement Reached: Jim McEachern (ATIS) will provide an update to the Canadian STI-GA (CST GA), inviting them to participate in IP-NNI TF meetings to develop a cross border SHAKEN specification. 
7.10.6. IPNNI-2019-00043R000, SHAKEN TN Certificate Framework
Chris Wendt (Comcast) gave this presentation on the SHAKEN TN Certificate Framework, providing updates on developments since the last face-to-face meeting. 

It was noted that the term TN PoP does not apply to the concept being presented. Furthermore, TN PoP will no longer be pursued by the IP-NNI TF/PTSC.  The current presentation is an expansion of RFC 8226’s concept of certificate delegation. 

There was significant discussion regarding this proposal. It was noted that trust is a key concept for delegated certificates. It was noted that additional details regarding the use case slides presented are provided within the associated paper related to the presentation. 
One participant noted that the certificate delegation could be a long chain. However, service providers will want to limit the chain. Another participant noted a concern with verification interoperability functionality.

One participant representing VoIP providers noted a concern that the enterprise would have to implement a certificate management system to link keys to specific TNs. However, a single certificate could be issued to the enterprise to validate the numbers that they use. Technically, certificate delegation does not prevent this from happening. It was noted that a contribution should be submitted regarding this proposal. 

In closing, it was noted that use cases for different call situations should be presented during the next IP-NNI TF meeting. Participants were urged to submit additional contributions. This presentation was noted for information.
7.10.7. IPNNI-2019-00024R001, SHAKEN Calling Name and Rich Call Data Handling Procedures

David Hancock (Comcast) presented these proposed updates to the SHAKEN CNAM & Rich-Call-Data baseline in order to specify the RCD authentication and verification procedures in more detail, and to show how the RCD framework can be applied to different deployment models. 

Agreement Reached: Participants accepted this contribution as the baseline against which future contributions will be brought. 

7.10.8. IPNNI-2019-00021R001, SHAKEN Delegate Certificates
Mr. Hancock presented this document, a contribution against the working document accepted at the last joint PTSC/IPNNI TF face-to-face meeting in February. This contribution contains proposed updates to the SHAKEN delegate certificate framework to describe the delegate certificate management procedures. 
Agreement Reached: Participants accepted this contribution as the working document against which future contributions will be brought against.

It was noted that the use cases will likely need to be pared down to reduce confusion.
7.10.9. IPNNI-2019-00045R000, Impacts of TN Validation on User Display
Lavinia Kennedy (TNS) presented this presentation on the impacts of TN validation on user display. This user study surveyed about 1000 users on the impact of call validation on user trust and behavior. No education was provided prior to engaging in the study. 
It was noted that consumers will need to receive education on SHAKEN display. The key finding of the study was that display of the name and intent of the call were the most important to consumers. 
One participant noted that this presentation confirms a previous presentation from Ericsson last year. 

After the presentations on display, there was discussion regarding next steps. It was noted that there will be a unique display for each provider. However, the criteria for a positive recognition should be established, based on the following key points: 
· A level attestation should result in a positive display. 
· Industry should agree on guidelines for display. 
· Negative display should come from analytics; it cannot be derived directly from STIR/SHAKEN. 

It was noted that during the next meeting, some high-level common rules/guidance will be presented. Then the group can decide to agree on the display. 

Action Item: Martin Dolly (AT&T) will provide a contribution regarding common themes/guidelines for SHAKEN display. 

7.10.10. IPNNI-2019-00050R000, Enterprise Use Case flows for consideration to assist with framing the various options to identify and apply full attestation to a TN
Rebecca Johnson (Numeracle) presented this slide deck which provides use case flows to show the different options to identify and apply full attestation to a TN. It was noted that companies have many layers of complexity when an enterprise calls a user. This contribution was provided to assist PTSC/IP-NNI TF members in conceptualizing different call flows. This presentation was noted for information.
8. FUTURE WORK/ASSIGNMENTS/MEETINGS

The following upcoming virtual meetings were scheduled:
8.1. Virtual Meetings
· May 21, 2019, 10:00am -2:00pm ET
· June 14, 2019, 10:00am-2:00pm ET
8.2. Face-to-Face Meetings

· Week of August 4th, 2019 – Denver, CO
· Week of November 3rd, 2019 – location TBD
9. ANY OTHER BUSINESS


Discussing key work items for the next year, it was noted that the timing for work on display is appropriate. Concerns regarding attestation and certificate delegation will also need to be addressed. 

Robo-metrics will also be an important topic for the future. In future meetings, a baseline for cross border SHAKEN will need to be developed. 

It was also noted that work related to 911 and SHAKEN should continue. Work on this item should be addressed in the IP-NNI TF as opposed to other groups. A list of open questions will be provided to the IP-NNI TF based on the notes from the WTSC/ESIF/PTSC/IP-NNI TF joint meeting on 911/SHAKEN which occurred on May 1, 2019. 

10. ADJOURNMENT

Mr. Dolly thanked participants for attending and adjourned the meeting at 4:38 p.m. PT.
Notes submitted by:

Sarah Chittick, ATIS Coordinator
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