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 ATIS/SIP Forum IP-NNI Task Force Meeting
Meeting Notes
Denver, CO – August 7-9, 2018

1. WELCOME & CALL TO ORDER

Martin Dolly (AT&T), ATIS/SIP Forum IP-NNI Task Force Co-Chair, called the meeting to order and welcomed participants at 1:00 p.m. MT on August 7, 2018.

2. INTRODUCTIONS & SIGN IN

The meeting participants are listed below:
 
	Name
	Company
	Email

	1. Martin Dolly (TF Co-Chair)
	AT&T
	mdolly@att.com

	2. Chris Wendt (TF Co-Chair)
	Comcast
	chris_wendt@comcast.com

	3. Philip Saccio*
	Altice
	Philip.Saccio@AlticeUSA.com

	4. Andy Jurczak*
	AT&T
	ajurczak@att.com

	5. David Preo
	Bandwidth
	dpreo@bandwidth.com

	6. Philip Linse
	CenturyLink
	philip.linse@centurylink.com

	7. Steve Showell
	CenturyLink
	Steve.showell@centurylink.com

	8. Robert Dianda
	Charter
	robert.dianda@charter.com

	9. David Hancock
	Comcast
	david-hancock@comcast.com

	10. Michael Khalilian
	Comcast
	Michael_Khalilian@comcast.com

	11. Chia Li
	Comcast
	chia_chang_li@cable.comcast.com

	12. Clark Whitten*
	Cox
	Clark.Whitten@cox.com

	13. Harold Salters
	CTIA
	hms5516@gmail.com

	14. Arleen Elliott*
	Ericsson
	arleen.elliott@ericsson.com

	15. George Foti
	Ericsson
	george.foti@ericsson.com

	16. Hala Mowafy
	Ericsson
	hala.mowafy@ericsson.com

	17. Terry Reese*
	Ericsson
	theresa.reese@ericsson.com

	18. Eric Burger*
	FCC
	Eric.Burger@fcc.gov

	19. Richard Kaczmarek
	GDIT
	richard.kaczmarek@gdit.com

	20. Joanne Luger
	GDIT
	joanne.luger@gdit.com

	21. Mary Barnes
	iconectiv
	mary.sip.barnes@gmail.com

	22. Chris Drake
	iconectiv
	cdrake@iconectiv.com

	23. Gary Richenaker
	iconectiv
	grichenaker@iconectiv.com

	24. Andrew Gallant*
	InCharge Systems
	andrewgallant@inchargesys.com

	25. Mike Hamilton*
	InCharge Systems
	mikehamilton@inchargesys.com

	26. Doug Bellows*
	Inteliquent
	dbellows@inteliquent.com

	27. David Quan*
	Leidos
	david.quan@leidos.com

	28. Russ Penar
	Microsoft
	russp@microsoft.com

	29. Ken Politz
	Neustar
	ken.politz@neustar.biz

	30. Andy Hsu
	NobelBiz
	ahsu@nobelbiz.com

	31. Mohammad Khaled
	Nokia
	mohammad.khaled@nokia.com

	32. Rebekah Johnson 
	Numeracle
	rebekah@numeracle.com

	33. An Nguyen
	OEC
	an.p.nguyen@hq.dhs.gov

	34. Carol-Lyn Taylor*
	OEC
	carol-lyn.taylor@dhs.gov

	35. Arye Ephrath*
	OEC Support
	arye@mythologyinc.com

	36. Dean Garfinkel*
	PACE
	dean@qvdminc.com

	37. Michele Shuster
	PACE
	mshuster@mslawgroup.com

	38. Tolga Asveren*
	Ribbon
	tasveren@rbbn.com

	39. Graham Legeyt*
	Shaw
	graham.legety@sjrb.ca

	40. Richard Shockey
	SIP Forum
	richard@shockey.us

	41. Julio Armenta*
	Somos
	jarmenta@somos.com

	42. Mary Retka
	Somos
	mretka@somos.com

	43. Pierce Gorman*
	Sprint
	pierce.gorman@sprint.com

	44. David Holmes*
	Sprint
	david.holmes@sprint.com

	45. Joe Dechant
	TNS
	jdechant@tnsi.com

	46. Paul Gaumond
	TNS
	pgaumond@tnsi.com

	47. Inwoo Kim
	TNS
	ikim@tnsi.com

	48. Mario Miranda
	TNS
	mmiranda@tnsi.com

	49. Jim Dalton
	TransNexus
	jim.dalton@transnexus.com

	50. Shreyas Saitawdekar
	TRUSTID
	shreyas@trustid.com

	51. Noah Rafalko
	TSG
	noah.rafalko@tsgglobal.com

	52. Ray Singh
	Vencore Labs
	rsingh@vencorelabs.com

	53. John Wullert*
	Vencore Labs
	jwullert@vencorelabs.com

	54. Mark Desterdick
	Verizon
	desterdick@verizon.com

	55. Ambreen Habib*
	Verizon
	Ambreen.Habib@VerizonWireless.com

	56. Drew Greco
	ATIS
	dgreco@atis.org

	57. Jim McEachern
	ATIS
	jmceachern@atis.org

	58. Jackie Wohlgemuth
	ATIS
	jwohlgemuth@atis.org


*Virtual participation

3. REVIEW & APPROVAL OF AGENDA
It was noted that the agenda was made available to participants via ATIS Workspace as IPNNI-2018-00081R000. The agenda was modified and approved as -00081R001.

4. ATIS INTELLECTUAL PROPERTY RIGHTS (IPR) & ANTITRUST POLICIES 
ATIS Procedure Notice:  ATIS Forum and Committee activities must adhere to the ATIS Operating Procedures (including basic principles such as fairness, due process, respect for minority opinions, and common sense).
IPR Notice:  In connection with the development of an American National Standard, or other deliverable that requires use of patented inventions, the use of patented inventions shall be governed by the ANSI Patent Policy as adopted by ATIS and as set forth in Section 10 of the "Operating Procedures for ATIS Forums and Committees."  Under this policy:
· Disclosure of relevant patented inventions at the earliest possible time in the development process is encouraged. An opportunity will be provided for the members to identify or disclose patents that any member believes may be essential for the use of a standard under development. 
· Neither the Committee, nor its leaders, can ensure the accuracy or completeness of any disclosure, investigate the validity or existence of a patent, or determine whether a patent is essential to the use of an ATIS deliverable. 
· ATIS prohibits any discussion of licensing terms in its Forums and Committees.
Antitrust Risk Notice:  The leaders further remind attendees that participation in industry fora involves the potential for antitrust concerns or risks. To avoid such concerns and risks, participants should carefully observe the "Operating Procedures for ATIS Forums and Committees". In addition, sensitive discussion topics such as price, territories, specific contractual terms, etc., should be avoided. 
Questions:  Participants having questions, comments, or concerns regarding any of these topics should consult with their company's legal counsel, the Committee leadership, ATIS staff, or ATIS legal counsel.
It was asked if there were any patents to identify or disclose at this time.  There were no patent disclosures made by the attendees.

5. APPROVAL OF PREVIOUS MEETING NOTES

There were no previous meeting notes available for review.

6. ANTI-SPOOFING CALLER MITIGATION TECHNIQUES
6.1 Verified Token Use Cases
6.1.1 IPNNI-2017-00020R000, Verification Token Use Cases Clean Baseline
This contribution was noted as the current Verification Token Use Cases baseline document. It was noted that this document is being held open as a living document. The sections that are progressing in other documents will not be updated in this document.

6.2 SHAKEN Attestation and Origination Identifier
6.2.1 [bookmark: _Hlk521923521]IPNNI-2017-00030R000, ATIS Technical Report on a Framework for SHAKEN Attestation and Origination Identifier
This contribution was noted as the previous SHAKEN Attestation and Origination Identifier baseline document. A new baseline was subsequently posted as IPNNI-2018-00082R000.

6.2.2 IPNNI-2018-00082R001, Best Practice on Attestation & Orig Id (marked)
This contribution was approved as the current baseline document with changes from the April 30-May 1, 2018, meeting in Kansas City, MO.

6.2.3 IPNNI-2018-00082R002, Best Practice on Attestation & Orig Id (clean)
This contribution was approved as the clean existing baseline document to this meeting to which contributions will be made.

6.3  Signature-based Handling of SIP RPH Assertion using Tokens
6.3.1 IPNNI-2017-00084R001, Baseline text for the draft ATIS Standard on Signature-based Handling of SIP RPH Assertion using Tokens
This contribution noted as the current baseline document for the ATIS Standard on Signature-based Handling of SIP RPH Assertion using Tokens.

6.3.2 IPNNI-2018-00085R000, Status update of draft-ietf-stir-rph-06
Ray Singh (Vencore Labs) presented this contribution, which presents a status update of draft-ietf-stir-rph-06.

This contribution was noted for information.

6.3.3 IPNNI-2018-00086R000, Reference architecture for RPH signing and an example call flow
Mr. Singh presented this contribution, which presents a reference architecture for RPH signing and an example call flow.

It was suggested to remove the direct SIP line from the RPH-AS to the SBC – I (IBCF/TrGW).

This contribution was noted for information.

6.3.4 IPNNI-2018-00087R000, Proposed Text for Section 4.3 Reference Architecture for SIP RPH Signing
Mr. Singh presented this contribution, which presents a reference architecture for RPH signing and an example call flow.

It was noted that the revised figure to remove the direct SIP line from the RPH-AS to the SBC – I (IBCF/TrGW) in contribution -00086R000 will be incorporated into a new revision of this contribution.

This contribution was noted for information.

6.4 Proof-of-Possession of Telephone Numbers (TN-PoP)

6.4.1 IPNNI-2018-00018R006, Baseline for TN-PoP
This contribution was noted as the current baseline document for TN-PoP.

6.4.2 IPNNI-2018-00080R000, TN-PoP Scenarios
Jim McEachern (ATIS) presented this contribution, which contains TN-PoP scenarios and illustrates alternate ways to implement the TN-PoP mechanism.

The following points were noted:

· This contribution only applies to TN-PoP. 
· It was suggested for a discussion of the architecture in general, to do a feasibility study and break down the topic areas for examination.
· SHAKEN has a narrow scope by design. TN-PoP is more complicated.
· STIR/SHAKEN does not work if any leg of the call touches the PSTN.
· It was suggested that if a partial solution is to be documented, then it should also be documented to include what it does not cover.

This contribution was noted for information.

6.4.3 IPNNI-2018-00096R000, Enterprise Scenarios
Rebekah Johnson (Numeracle) presented this contribution, which provides enterprise scenarios.

The following points were noted:

· URLs are available if they have credentials that can be displayed.
· TN-PoP is only sent to the originating service provider. It will be converted to SHAKEN at that point.
· Calling patterns can raise analytics score.
· The following were noted as potential customer requirements:
· Customers are looking to have control over their identity and not have to depend on their vendors to vet their identity.
· The customer signs to attest that the identity header originates from the customer.
· There is a trusted relationship between the customer and the carrier.
· The carrier can sign with the SHAKEN identity header and portray that as information provided by the network.
· SHAKEN is the lowest level of identity management that carriers are managing on an end-to-end call.
· The foundation established is that the identity header facilitates automated traceback.
· Reputation can be quickly changed depending on behavior.
· There needs to be some way for the CVT to verify information on the terminating end.
· The following questions were noted for future discussion:
· Who obtains the TN?
· Who generates the PASSporT token and determines the level of attestation?
· How do we ensure that all the other elements (third party and outsourced) do not contaminate the attestation?

This contribution was noted for information.

It was asked if participants agreed to continue work on TN-PoP.

Agreement Reached: Participants agreed to proceed with TN-PoP as an optional process with the knowledge that there are issues with implementation and that SHAKEN can be implemented independently of TN-PoP.

6.5 SHAKEN Support of "div" PASSporT Token
6.5.1 IPNNI-2018-00036R004, SHAKEN Support of "div" PASSporT Token Baseline Document (marked)
This contribution was approved as the current baseline document with changes from the July 24, 2018, virtual meeting.

6.5.2 IPNNI-2018-00036R005, SHAKEN Support of "div" PASSporT Token Baseline Document (clean)
This contribution was approved as the clean existing baseline document to this meeting to which contributions will be made.

6.5.3 IPNNI-2018-00091R000, Informative examples of e2e SHAKEN for PBX use cases
David Hancock (Comcast) presented this contribution, which proposes examples of e2e SHAKEN for PBX retargeting use cases.

The following points were noted:

· The current specification defines the characteristics used to identify that a call has been retargeted from the perspective of the authentication service.
· The authentication service determines whether to apply the baseline SHAKEN ID header or divert identity header.
· Each service provider or vendor figures out where the call is coming from and adapts to how to handle those scenarios.
· It was suggested to keep the specification simple to define verification and authentication.
· The fact that a call has been diverted may not be useful for the caller but is useful for the validation service. It is required for call forwarding, otherwise the verification will fail.
· The called party is only concerned that the calling number party that is displayed is authenticated, not that the call was diverted.
· If it is not clear whether a call was diverted, a diversion header should not be used.
· SimRing and Call-Forward TO client and Call-Forward TO client use cases would be specified per RFC history info, not authenticated with “div”.
· Another general approach would be if the authentication service determines that a call has been retargeted, then leave it up to the use to determine based on local policy.

This contribution was noted for information.

6.5.4 IPNNI-2018-00089R000, Proposed changes to SHAKEN Support of "div" PASSporT Token Baseline Document
Mr. Hancock presented this contribution, which proposes revisions to the SHAKEN Support of "div" PASSporT Token baseline document.

Agreement Reached: This modified contribution was accepted as -00089R001 as input to the baseline document.

Action Item: David Hancock (Comcast) to provide slides on the rules for invoking processing for the next meeting.

6.5.5 IPNNI-2018-00098R000, Generic STI-AS authentication procedures for retargeting
Mr. Hancock presented this contribution, which proposes generic STI-AS authentication procedures for retargeting.

This contribution was noted for information.

6.5.6 IPNNI-2018-00101R000, Proposed changes to SHAKEN Support of "div" PASSporT Token Baseline Document
Mr. Hancock presented this contribution, which proposes revisions to the SHAKEN Support of "div" PASSporT Token baseline document.

Editor’s notes and editorial changes were added to the contribution.

Agreement Reached: This modified contribution was accepted as -00101R001 as input to the baseline document.

6.5.7 IPNNI-2018-00102R000, Proposed changes to SHAKEN Support of "div" PASSporT Token Baseline Document
Mr. Hancock presented this contribution, which proposes revisions to the SHAKEN Support of "div" PASSporT Token baseline document.
	
Agreement Reached: This contribution was accepted as input to the baseline document.

6.6 User-to-Network-Interface (UNI) Identity, Authentication, and Authorization
6.6.1 IPNNI-2018-00041R000, Whitepaper on the Relationship of User-to-Network-Interface (UNI) Identity, Authentication, and Authorization to the STIR/SHAKEN Environment
It was noted that this contribution will be included in the ATIS Technical Report on a Framework for SHAKEN Attestation and Origination Identifier in order to make consistent use of terminology.

6.7 Robo-Metrics
6.7.1 IPNNI-2018-00048R000, Robo-Metrics Baseline
This contribution was noted as the current baseline document for Robo-Metrics.

6.7.2 IPNNI-2017-00083R000, Proposed changes to the Robo-Metrics Baseline
Mr. Dolly presented this contribution, which proposed changes to the Robo-Metrics baseline document.

The following suggestions were added as editor’s notes for future revision:

· Take into account analog access to an IP soft switch.
· Add metrics on verification.
· Change the terminology from “signing” to “authenticated”.

Agreement Reached: This modified contribution was accepted as -00083R001 as input to the baseline document. 

6.8 SHAKEN Roadmap
6.8.1 IPNNI-2018-00038R002, SHAKEN Roadmap Baseline (marked)
This contribution was approved as the current baseline document with changes from the April 30-May 1, 2018, meeting in Kansas City, MO.

6.8.2 IPNNI-2018-00038R003, SHAKEN Roadmap Baseline (clean)
This contribution was approved as the clean existing baseline document to this meeting to which contributions will be made.

6.9 SHAKEN Errata
6.9.1 IPNNI-2018-00027R004, Proposed revisions to SHAKEN Errata
This contribution was noted as the previous SHAKEN Errata baseline document. A new baseline was subsequently accepted as IPNNI-2018-00088R000.

6.9.2 IPNNI-2018-00088R000, Proposed revisions to SHAKEN Errata
Mr. Dolly presented this contribution, which proposes revisions to the SHAKEN Errata. 

Agreement Reached: The revisions in this contribution were accepted and this contribution was accepted as the new SHAKEN Errata baseline document.

6.9.3 IPNNI-2018-00090R000, Proposed revisions to SHAKEN Errata
Mr. Hancock presented this contribution, which proposes revisions to the SHAKEN Errata.

Editor’s notes and editorial changes were added to the contribution.

Agreement Reached: This modified contribution was accepted as -00090R001 as input to the baseline document.

6.9.4 IPNNI-2018-00095R000, Discussion on if verification fails using PAID TN, then try From
Mr. Hancock presented this contribution, which provides a discussion on if verification fails using PAID TN, then to try From.

It was noted when the SHAKEN Errata moves to letter ballot and is approved, it will supersede the previous SHAKEN document.

This contribution was noted for information.

6.9.5 IPNNI-2018-00097R000, Proposed revisions to SHAKEN Errata
Mr. Hancock presented this contribution, which proposes revisions to the SHAKEN Errata.

Agreement Reached: This contribution was accepted as input to the baseline document.

6.10 Other Contributions
6.10.1 IPNNI-2018-00054R000, Proposal for future best practice documents
Mark Desterdick (Verizon) presented this contribution, which contains a proposal for future best practice documents.

The following points were noted:

· It would be worthwhile documenting the following on verstat in a single best practice:
· The format of the URI.
· Adding additional verstats (i.e., RPH passed verstat).
· Work the process in 3GPP to incorporate in 24.229 and also IANA registered.
· Convergence on display.
· Attestation level.
· Extensions to verstat.
· Suggested title of the verstat best practice document: Verstat and Various SIP Methods.

This contribution was noted for information.

6.10.2 IPNNI-2018-00065R000, SHAKEN data exchange between service providers and enterprises
Russ Penar (Microsoft) presented this contribution, which contains a proposed initial baseline document for SHAKEN data exchange between service providers and enterprises.

The following points were noted:

· CFR 64.1601, Delivery requirements and privacy restrictions, legally protects data from inadvertent modification.
· [bookmark: _GoBack]If creating new headers, it was suggested to create an umbrella around them so malicious attackers could not modify them.
· Participants were encouraged to submit contributions for use cases.
· It was suggested to modify the scope to include originating and terminating enterprise use cases.
· This document does not impact SHAKEN.

Editor’s notes were added to the contribution to reflect the discussion.

Agreement Reached: This modified contribution was accepted as -00065R001 as the initial baseline document for SHAKEN data exchange between service providers and enterprises.

6.10.3 IPNNI-2018-00079R000, Call for Joint Effort for STI Display Implementation and Evolution
Chia Li (Comcast) presented this contribution, which contains a proposal for STI Display Implementation and Evolution.

There was discussion on using the previously discussed symbology of green check (Identity Verified), yellow triangle (Possible Scam) and red octagon (Identity Invalid). It was noted that the goal is for a consistent user experience and that the use of symbols may be confusing. It was suggested that the overuse of the green check mark may dilute its value.

Mr. Li noted that input is welcome to share information and accelerate the adaptation of STIR/SHAKEN.

This contribution was noted for information.

6.10.4 IPNNI-2018-00092R001, Discussion item to clarify the opinion on privacy verification
Chris Wendt (Comcast) presented this contribution, which contains a discussion item to clarify the opinion on privacy verification.

It was suggested that verstat and verified status should be included as part of the SHAKEN Errata.

This contribution was noted for information.

6.10.5 IPNNI-2018-00093R001, Discussion item on explicitly defining the format of the certificate file pointed by x5u URL
Chris Wendt (Comcast) presented this contribution, which contains a discussion item on explicitly defining the format of the certificate file pointed by x5u URL.

It was suggested to add this contribution to the SHAKEN Errata.

This contribution was noted for information.

6.10.6 IPNNI-2018-00094R000, Proposal to enable verstat for anonymous calls
Mr. Hancock presented this contribution, which contains a proposal to enable verstat for anonymous calls.

It was noted it needs to be resolved when there is no Tel URI parameter in an anonymous case and the verstat is the Tel URI.

This contribution was noted for information.

Summary of Contribution Status

	Contribution Number
	Status

	IPNNI-2017-00020R000
	Current baseline

	IPNNI-2017-00030R000
	Noted

	IPNNI-2018-00082R001
	Accepted

	IPNNI-2018-00082R002
	Current baseline

	IPNNI-2017-00084R001
	Current baseline

	IPNNI-2018-00085R000
	Noted

	IPNNI-2018-00086R000
	Noted

	IPNNI-2018-00087R000
	Noted

	IPNNI-2018-00018R006
	Current baseline

	IPNNI-2018-00080R000
	Noted

	IPNNI-2018-00096R000
	Noted

	IPNNI-2017-00036R004
	Accepted

	IPNNI-2017-00036R005
	Current baseline

	IPNNI-2018-00091R000
	Noted

	IPNNI-2018-00089R000
	Revised and accepted as -00089R001

	IPNNI-2018-00098R000
	Noted

	IPNNI-2018-00101R000
	Revised and accepted as -00101R001

	IPNNI-2018-00102R000
	Accepted

	IPNNI-2018-00041R000
	Noted

	IPNNI-2018-00048R000
	Current baseline

	IPNNI-2018-00083R000
	Revised and accepted as -00083R001

	IPNNI-2017-00038R002
	Accepted

	IPNNI-2017-00038R003
	Current baseline

	IPNNI-2018-00027R004
	Noted

	IPNNI-2018-00088R000
	Current baseline

	IPNNI-2018-00090R000
	Revised and accepted as -00090R001

	IPNNI-2018-00095R000
	Noted

	IPNNI-2018-00097R000
	Accepted

	IPNNI-2018-00054R000
	Noted	

	IPNNI-2018-00065R000
	Revised and accepted as -00065R001 (current baseline)

	IPNNI-2018-00079R000
	Noted

	IPNNI-2018-00092R001
	Noted

	IPNNI-2018-00093R001
	Noted

	IPNNI-2018-00094R000
	Noted

	IPNNI-2018-00011R003
	Noted



7. FUTURE WORK/ASSIGNMENTS/MEETINGS

The following upcoming meetings were noted:

7.1 [bookmark: _Hlk483484219]Virtual Meetings
· [bookmark: _Hlk521581604][bookmark: _Hlk490482925][bookmark: _Hlk521581662]September 14, 2018, 1pm-4pm ET (joint PTSC/IP-NNI TF)
· October 8, 2018, 1pm-4pm ET (joint PTSC/IP-NNI TF)

It was noted that items for discussion for these meetings will include Best Practices, fast track of “div”, and discussion of passing Identity header to enterprise.

8.1 Face-to-Face Meetings
· [bookmark: _Hlk521581746][bookmark: _Hlk490483081]October 23 – 25, 2018 (Tampa, FL – Host: TNS)
· Tuesday, October 23, 2018, 1pm – 3pm (PTSC)
· Tuesday, October 23, 2018, 3pm – 5pm (PTSC/IP-NNI TF)
· Wednesday, October 24, 2018, 9am – 5pm (IP-NNI TF)
· Thursday, October 25, 2018, 9am – 1pm (IP-NNI TF)

8. ANY OTHER BUSINESS
8.1. IP-NNI Document Tracker
8.1.1. IPNNI-2018-00011R003, IP-NNI Document Tracker
This contribution was noted for information.

There was discussion on “redress”. It was noted that a legitimate user can get out of a blocking action if incorrectly put on a black list. Someone with prior permission can contact the consumer under certain circumstances. It was suggested to add this as a future topic of discussion.

9. ADJOURNMENT
Mr. Dolly thanked participants for attending and adjourned the meeting at 10:50 a.m. MT on August 9, 2018. 

Notes submitted by:
Drew Greco, ATIS Coordinator
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