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Abstract 
This annex includes an illustrative application of the Architectural Risk Analysis (ARA) Process to a hypothetical fitness service 
delivered as a managed service provided by an ICT Service Provider. The example is based on the WearFit example created 
by the IEEE Center for Secure Design.  
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1 ARA Process Example 
This annex includes an illustrative application of the Architectural Risk Analysis (ARA) Process to a hypothetical 
fitness service delivered as a managed service provided by an ICT Service Provider. The example is based on the 
WearFit example created by the IEEE Center for Secure Design. The original WearFit solution description is used 
here, unmodified, to consider its delivery in a Software as a Service (SaaS) format. 

 

1.1 IEEE Center for Secure Design – WearFit: Security Design 
This clause provides a high-level example of the ARA Process, thus enabling the reader to see key steps of the 
process applied to an actual solution.  The solution selected is called the WearFit solution, a fictional product and 
system that is documented by IEEE as part of a threat modeling exercise. 

 

1.2 WearFit Overview 
 

 
Figure 1.1: IEEE Resources and WearFit 

 

The IEEE Center for Secure Design is an initiative in Cyber Security of the IEEE Computer Society.  Information is 
available online at < http://cybersecurity.ieee.org/center-for-secure-design/ >. Two documents published on the 
website proved useful in the development and review of the ARA Process.  The documents are “Avoiding the Top 
10 Software Security Design Flaws” and “WearFit: Security Design Analysis of a Wearable Fitness Tracker.”  These 
documents are distributed by IEEE under a Creative Commons BY-SA license. 

http://cybersecurity.ieee.org/center-for-secure-design/
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The ten common software security flaws are summarized here.  The “Avoiding the Top 10 Software Security Design 
Flaws” paper describes each in detail and offers guidance to avoid flaws in design and implementation: 

1. Earn or give, but never assume, trust. 
2. Use an authentication mechanism that cannot be bypassed or tampered with. 
3. Authorize after you authenticate. 
4. Strictly separate data and control instructions, and never process control instructions received from 

untrusted sources. 
5. Define an approach that ensures all data are explicitly validated. 
6. Use cryptography correctly. 
7. Identify sensitive data and how it should be handled. 
8. Always consider the users. 
9. Understand how integrating external components changes your attack surface. 
10. Be flexible when considering future changes to objects and actors. 

 

 
Figure 1.2: WearFit Design Example 

 

The WearFit solution is a wearable fitness tracker similar to many fitness devices available on the market today.  
The solution consists of the wearable device, a mobile application resident on a smart phone or tablet, an associated 
web-site in a cloud that interacts with the mobile application over an Internet connection, and various partner 
applications connected over the Internet to the WearFit website.  The wearable device connects to the mobile device 
over a Bluetooth LE interface. 
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Figure 1.3: WearFit Attack Categories, Part 1 

 

Six categories of attacks are presented in “WearFit: Security Design Analysis of a Wearable Fitness Tracker.” Denial 
of service, compromising device integrity, and falsifying the user’s own health data are presented here with 
additional details of each.  The detailed sub-bullets are similar to abuse cases an attacker may use in attempting to 
compromise the WearFit solution. 
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Figure 1.4: WearFit Attack Categories, Part 2 

 

Falsifying another user’s health data and abusing heath data that are intentionally shared are two additional attack 
categories presented here. 
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Figure 1.5: WearFit Attack Categories, Part 3 

 

The final attack category, stealing a user’s health data, is presented here.  The Security Design Analyses presented 
in the paper use similar approaches as defined in the ARA Process with the major exception that it lacks detailed 
diagrams that clarify the solution architecture and data flows. 
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1.3 WearFit Security Objectives 
 

 
Figure 1.6: WearFit Security Objectives 

 

The user’s perspective of the WearFit solution is superimposed on the solution architecture diagram to help identify 
the importance of security to the consumer.  Users want the solution to be available whenever they desire to track 
fitness activities which could be anytime day or night.  Users also view the data generated, collected and stored by 
the WearFit solution as private health data that should be access restricted to the user and his/her doctor.  
Interaction with other partners should be restricted with full control being given to the user through opt-in choices. 
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Figure 1.7: WearFit Security Objectives Details 

 

Using the high-level user perspectives, three security objectives with underlying details are identified.  These 
constitute the primary objectives that developers of the WearFit solution should address in order to satisfy the 
expectations of prospective customers.  However, they do not represent all objectives that should be considered.  
From this starting point, however, other security requirements may be derived.  
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1.4 WearFit Use Cases 
 

 
Figure 1.8: Service Provider Managed WearFit Starting Point Assets 

 

The Use Cases associated with the WearFit hypothetical solution are documented as part of the IEEE WearFit 
material and will not be repeated here. As indicated previously, the sample application of the ARA process focuses 
on WearFit delivered as a service provider managed services in a SaaS context. This step begins with the selection 
of the IoT/M2M application use case in the service provider-delivered SaaS category as a basis for identifying the 
Primary and Priority Secondary assets. The items marked with a P in the figure above are the Primary Assets. 
The template set of Priority Secondary Assets has been reduced to a subset which are relevant for service 
provider managed WearFit. Two of the Primary Assets – End User Data and Endpoint Devices will be further 
developed in the threat analysis examples which follow. 

 

1.5 WearFit Architectural Diagrams 
The WearFit Architectural Diagram depicts the assets deployed for the delivery of network services utilizing 3rd party 
or service provider SaaS for the WearFit hypothetical solution. Within this architectural framework, assets can be 
identified in both a physical and virtual context. The diagrams will attempt to visually show operational, physical or 
virtual areas where the Primary and Priority Secondary assets can be exposed. Figure 1.9 shows the WearFit 
device and its interconnection to the service provider network and SaaS hosted facilities. 
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Figure 1.9: Architectural Diagram for WearFit Example 

 

The use case demonstrating the threat analysis for the primary assets of end user data and end device(s) is 
reflected in the network diagram below. End user data is reflected as residing in the WearFit device, end device, 
and application software service function in the hosted facilities. The diagram reflects a representative 
implementation of WearFit and provides a reference for the primary assets that are described in the use cases 
selected. These assets, USD (End User Data) and EPD (End Point Device), are highlighted below. 
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Figure 1.10: WearFit Use Case Asset Representation 
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1.6 WearFit Threat Model 
 

 
Figure 1.11: Service Provider Managed WearFit Threat Model Scope 

 

The two assets for threat modeling are the data and the device worn by the WearFit user. This study addresses the 
device first, discussing the threats and the threat model built on those threats, including the metrics and inferences 
gleaned from them. 

The threat model for the WearFit data is treated in identical manner later. The assessed threats are based on the 
data threat discussion in the original WearFit paper. 

 



ARA Process Example 

12 

 
Figure 1.12: WearFit Device Threat Landscape 

 

The threat overview for the WearFit device itself centers on denial of service and compromise of the device via 
faulty or malicious software downloads; and by attacks that take advantage of coding flaws, such as those that 
expose buffer overflow conditions. The threats listed here are those given in the WearFit paper, to maintain 
consistency with the paper’s authors’ discussions. 
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Figure 1.13: WearFit Device Target Tree 

 

The WearFit device itself is at risk from attacks on its availability, the integrity of its software, the authenticity of its 
software and hardware components, and its resilience; i.e., its resistance to physical attack. 

Figure 1.14 illustrates the attack tree for the device. The yellow nodes indicate the risks to each of the four attributes 
(the green nodes). The orange nodes list the attack classes associated with each risk; the red nodes are some of 
the attacks that could be waged against the device. The concepts of attack classes and attacks are described in 
Clause 3.2.1 of the Cybersecurity Architectural Risk Analysis Process white paper 
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Figure 1.14: WearFit Device Weight and Path Metrics 

 

The weight and path metrics are shown in Figure 1.15. They are computed as described in Clause 3.2.1 of the 
Cybersecurity Architectural Risk Analysis Process white paper. The weight metrics are based on a ranking of the 
WearFit device’s attribute rankings, which rank device authenticity highest at 4, integrity 3, resilience 2, and 
availability 1. These rankings are based on foregoing discussion of the device. 

The path and weight metrics allow us to make certain inferences about the protective measures the device needs. 
They are summarized in Figure 1.15. 
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Figure 1.15: WearFit Device Target Tree Inferences 
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Figure 1.16: WearFit Data Threat Landscape 

 

The WearFit data can be threatened in the ways shown in Figure 1.16 and Figure 1.17. As before, these threats 
are taken from the text of the original WearFit article. Item 3 in Figure 1.17 is highlighted in gray because the items 
listed do not appear to represent threats, so much as consequences—a departure from the other items in the threat 
list. The gray items do not contribute to the threat model, and hence the highlighting. However, they do suggest that 
intentional exposure of data is a serious danger; and so, represent, at a high level, risks to data confidentiality and 
possibly data integrity. For that reason, confidentiality and integrity are included as attributes of the WearFit data in 
this portion of the threat model, as part of the target tree. 
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Figure 1.17: WearFit Data Threat Landscape (cont.) 
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Figure 1.18: WearFit Data Target Tree 

 

The target tree for the WearFit data is formulated in terms of the data’s authenticity, integrity, confidentiality, and 
availability. The normally included fifth attribute of data, non-repudiation, is omitted from this assessment because 
there is no evidence from the WearFit description that situations could arise in which a party would deny having 
provided the data. 
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Figure 1.19: WearFit Data Weight and Path Metrics 

 

The target tree metrics for the data are arrived at in the same fashion as those of the device target tree. The data’s 
attributes are ranked as follows: Confidentiality is the highest at 4, with authenticity, integrity, and availability 
following in descending order of importance. The ranking is based on foregoing discussion of the WearFit data and 
the threats to it. 

A number of inferences can be made from these metrics, as listed in Figure 1.20. 
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Figure 1.20: WearFit Data Target Tree Inferences 
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1.7 WearFit Abuse Cases 
 

 
Figure 1.21: WearFit Abuse Case Example 

 

Figure 1.21 shows a sample example outline for a possible WearFit solution abuse case. In addition to identifying 
how the example threat is manifested, the abuse case documents the use case functionality covered/used, as well 
as the possible attack points within the solutions’ architecture. 
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Figure 1.22: WearFit Abuse Case Traceability Matrix Example 

 

Figure 1.22 illustrates the abuse case traceability matrix for the WearFit solution. The figure shows how example 
abuse cases cover a sub-set of the specific attacks identified as part of the threat analysis step, what use case 
functionality is exercised to mount the attack, and the attack point(s) in the solution’s network diagrams where the 
attack can be applied. The attack weight metrics associated with the attack in the threat model is summed up and 
included to indicate the relative importance/risk that the example abuse case represents. 
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1.8 WearFit Risk Analysis and Mitigation 
 

 
Figure 1.23: WearFit Risk Mitigation, Summary of Analysis 

 

Figure 1.23 represents a summary of the architectural risk analysis exercise for the WearFit solution.  The table 
serves as an example of how analysis results can be summarized.  Three entries are presented with a threat name, 
threat description, applied security control, assessment of control, and action for improving or ensuring effectiveness 
of control.  Threats are also annotated with attack point references and abuse case references for convenience.  

 

 

 

 


	ARA Process Example
	An Annex of the Cybersecurity Architectural Risk Analysis Process White Paper
	Alliance for Telecommunications Industry Solutions
	Abstract
	1 ARA Process Example
	1.1 IEEE Center for Secure Design – WearFit: Security Design
	1.2 WearFit Overview
	1.3 WearFit Security Objectives
	1.4 WearFit Use Cases
	1.5 WearFit Architectural Diagrams
	1.6 WearFit Threat Model
	1.7 WearFit Abuse Cases
	1.8 WearFit Risk Analysis and Mitigation


