ATIS-0x0000x

ATIS-0x0000x
ATIS Standard on
Technical Report on TN-level Authorization of 

SHAKEN STI Certificates
Alliance for Telecommunications Industry Solutions

Approved Month DD, YYYY
Abstract

This technical report extends SHAKEN to enable the scope of authority of an STI certificate to be specified in terms of the actual list of TNs that are owned by the certificate holder. This extension provides two benefits. First, it strengthens STI verification by enabling the verification service to explicitly validate that the calling TN belongs to the originating Service Provider. Second, it enables a Service Provider to delegate STI certificate authority for a subset of its TNs to another entity. This delegation capability is needed to support STI for cases such as freephone service and multi-homed IP-PBXs, where the authorized owner of a TN does not provide originating call services for that TN.
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1 Scope, Purpose, & Application
1.1 Scope

The base version of the SHAKEN Governance Certificate Management [ref] supports SP-level STI certificates, meaning that the scope of authority of the certificate identifies the Service Provider that holds the certificate. This Technical Report extends the base SHAKEN procedures to support TN-level STI certificates, where the certificate scope of authority identifies a telephone number or a list of telephone numbers belonging to the certificate holder. This increase in the granularity of STI certificate authorization provides two benefits. First, it strengthens STI verification by enabling the verification service to explicitly validate that the calling TN belongs to the originating Service Provider. Second, it enables a Service Provider to delegate STI certificate authority for a subset of its TNs to another entity. This delegation capability is needed to support STI for cases such as freephone service and multi-homes IP-PBXs, where the designated owner of a TN does not provide originating call services for that TN. 

This Technical Report addresses all aspects of extending SHAKEN to support TN-level certificates, including:

· The extensions to the base SHAKEN certificate management procedures to issue TN-level certificates

· The extensions to the SHAKEN architecture and the certificate management procedures to support delegation of STI certificate authority

· The impacts to the SHAKEN SIP procedures to support TN-level certificates, and delegation (e.g., updates to the STI verification service).

1.2 Purpose

Add text that describes why TN-level certs are needed:
· Actually, SPC-level certs provide pretty-good security, and it’s not clear we need the additional security provided by TN-level certs. With SPC-level certs, the verification service knows that the owner of the cert that signed a received PASSporT token is an STI-authorized SP in good standing. It seems reasonable that the verification service could trust the certificate holder to only sign calling TNs that it in fact owns. If an STI SP were to break that trust, it would soon be found out and taken off the STI-authorized-SP list. Maybe real-world deployment experience will reveal the need to TN-level certs; say, as STI is adopted globally, and as more non-traditional providers start using SHAKEN. 
· The main reason (right now) that we need TN-level certs is to support delegation, where the delegating SP delegates authority for a subset of its TNs to another entity. You could theoretically support delegation with SPC-level certs, but only if the delegating SP is willing to delegate all of its TNs to another entity, which is usually not the case. An STI SP should be able to obtain SPC-level certs for its own use, and provide TN-level certs only to its delegate entities.
1.3 Application

xxx

2 Normative References

The following standards contain provisions which, through reference in this text, constitute provisions of this Standard. At the time of publication, the editions indicated were valid. All standards are subject to revision, and parties to agreements based on this Standard are encouraged to investigate the possibility of applying the most recent editions of the standards indicated below.

ATIS-0x0000x, Technical Report.

ATIS-0x0000x.201x, American National Standard.

3 Definitions, Acronyms, & Abbreviations

For a list of common communications terms and definitions, please visit the ATIS Telecom Glossary, which is located at < http://www.atis.org/glossary >.
3.1 Definitions

AAA: xxxx.

Bbbb: xxxx.

3.2 Acronyms & Abbreviations

	ATIS
	Alliance for Telecommunications Industry Solutions


4 Overview
Draft-ietf-stir-certificates-14 defines an X.509 certificate extension that specifies the scope of authority of the certificate in terms of the telephone numbers that the certificate holder has authority over. This extension enables an STI verification service to verify that the calling TN identified in a PASSporT token does in fact belong to the owner of the private key that signed the PASSporT token. The set of TNs authorized by a certificate is identified by a new certificate attribute called “TN Authorization List”. This attribute conveys three different data types: 

1) ServiceProviderCode: identifies a Service Provider

2) TelephoneNumberRange: specifies a contiguous range of telephone numbers

3) TelephoneNumber: specifies a specific telephone number

ServiceProviderCode has the semantics of “this certificate is authoritative for all the telephone numbers owned by this service provider”. The assumption in this case is that a terminating network performing STI verification either has a trust relationship with the service provider identified by the ServiceProviderCode (I trust that you’ll sign PASSporT tokens only for TNs that belong to you), or supports an out-of-band mechanism to verify that the calling TN is within the set of TNs owned by the identified service provider. The TelephoneNumber and TelephoneNumberRange data types are used to explicitly list the telephone numbers that are within the certificate’s scope of authority.

The SHAKEN Governance Model and Certificate Management document [add ref] mandates support for the TN Authorization List attribute, but only for the ServiceProviderCode data type. This Technical Report describes the SHAKEN protocol extensions that are required to add support for the other two data types – TelephoneNumber and TelephoneNumberRange. 

Should we list functional requirements somewhere in this document? For example…
· Whether an SP uses SPC-level or TN-level certs to sign its calling TNs is a policy decision of the SP. There’s no plan to mandate the use of TN-level certs.

· TN-level certs must be backward compatible with SPC-level certs; i.e., a base SHAKEN verification service shouldn’t break when verifying a PASSporT token signed by a TN-level cert.
· A TN-level cert must always identify the authoritative SP. This requirement has to do with the fact that a TN-level cert could contain a TNAuthList that omits the ServiceProviderCode, and lists only the TNs. An SP could use this cert for privacy reasons --  to hide the fact that it owns the list of TNs. But do we want to support this privacy feature, or should we mandate that the SPC of the TN owner is always identified in the cert?
· The verification service should always be able to identify the originating entity that signed the signed the PASporT token. I think there is an open issue in how to support this when a certificate is delegated, because (as defined in this Tech Report anyway) a delegated cert contains the SPC of the “delegating” SP, and not the “delegated” entity. In other words, the holder of a delegated cert isn’t identified in the cert. (In fact, the delegated entity may be a PBX or mobile phone that doesn’t have an SPC.) 
· There should be no upper limit on the number of number of TNs covered by a TN-level cert. (This requirement can be met by the TNAuthlist “pass by reference” cert extension. 

· An SP should be able to request both SPC-level certs and TN-level certs; e.g., I want SPC-level certs for my own use, and TN-level certs for my delegates. This isn’t supported (yet) by the procedures described in this document.
5 Extending SHAKEN to Support TN-level Authorization

Draft-ietf-stir-certificates describes two enrollment models for determining the set of TNs assigned to each Service Provider; a top-down model where the CA receives number assignment information from a national number authority, and a bottom-up model where the CA asks the SP to prove it owns the TN
. SHAKEN support of TN-level certificates will adopt the to-down enrollment model, as shown in Figure 1.  A national number authority such as NANPA assigns telephone numbers to service providers in the public telephone network via existing interface (1) in Figure 1.  To support TN-level certificates, the national number authority provides this same number assignment information to the STI-PA via new interface (2). Armed with this new information, the STI-PA can issue TN-level SPC tokens to the SP via interface (3); tokens that identify the TNs assigned to that SP. The SP can then use these TN-level SPC tokens to obtain TN-level certificates from the STI-CA via interface (4). 

Note: in the future, the number assignment process could be simplified by eliminating interface (1) and assigning numbers to service providers via interfaces (2) and (3).  

This Technical Report defines the protocol extensions to SHAKEN interfaces (3) and (4) to support TN-level STI certificates. Interface (2) will be specified in a subsequent document. 
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Figure 1. Applying top-down enrollment to SHAKEN Architecture
5.1 STI Delegation Architecture
5.2 STI Certificate Management Message Flow for TN-level Certificates
The modifications to the SHAKEN certificate management procedures to support TN-level STI certificates are minimal. Figure 2 provides a high-level overview of the procedures defined by SHAKEN to assign an SP-level STI certificate to a Service Provider. The diagram also highlights the additional data items (blue font) required to support TN-level certificates. 
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Figure 2. Assigning STI Certificates with TN-level Authority
Figure 1 message sequence: 
This diagram assumes that SP-1 has already generated a CA account key pair, and established an account with STI-CA-1. 
1) SP-1 sends a request for an SPC Token to the STI-PA, as defined by SHAKEN. 
2) The STI-PA constructs an SPC token containing the SPC assigned to SP-1, as defined by SHAKEN. In addition, the STI-PA populates the token with the TN list assigned to SP-1.
3) SP-1 performs the ACME procedures defined by SHAKEN to obtain an STI certificate from the STI-CA, with the addition that it includes its list of TNs in the CSR sent to STI-CA-1. (Note: the diagram shows the general information flow for certificate assignment, and not the individual ACME protocol messages.)
4) STI-CA-1 obtains the PA certificate from the STI-PA to validate the received SPC Token. In addition to the SHAKEN token verification procedures, the STI-CA must verify that the TN list in the CSR matches the TN list in the token. (Question – for base SHAKEN support of SPC-level certs, does the STI-CA verify that the SPC in the SPC token matches the SPC in the CSR?)
5) Once STI-CA-1 has validated the SPC token, it constructs an STI certificate as defined by SHAKEN. In addition, it increases the granularity of the scope of authority of the certificate to identify the telephone numbers assigned to SP-1, using the TelephoneNumber and TelephoneNumberRange data types of the TNAuthorizationList certificate extension defined in draft-ietf-stir-certificates. 
Note: draft-ietf-stir-certificates supports two options for TN list authorization; a “pass by value” option where the STI certificate contains the list of TNs, and a “pass by reference” option where the certificate contains a URL to the TN list. The procedure described here supports only the “pass by value” option; the “pass by reference” option is FFS.

5.3 STI Certificate Management Protocol Impacts for TN-level Certificates
Describe delta’s to SHAKEN-defined cert-management procedures to support TN-level certs.
5.3.1 STI-PA Account Registration and Service Provider Authorization

5.3.2 STI-CA Account Creation

5.3.3 Service Provider Code Token Acquisition

5.3.4 Application for a Certificate

5.3.5 STI Certificate Acquisition

6 Delegating STI Certificate Authorization
Draft-ietf-stir-certificates supports a delegation enrollment model, where the holder of an STI certificate can delegate a portion of the certificate’s scope of authority to another entity. This delegation capability is required to support cases where TN ownership and originating call functions are split between two entities; one service provider owns the TN while a different service provider handles originating calls from that TN. Example real-world cases where this occurs include: 

· Multi-homed SIP-PBXs, where the PBX can initiate a call via a host SP from a calling TN that is owned by a different host SP,

· Freephone service, where the RespOrg that provides the 800 number and the carrier that provides voice service for that number are not the same entities.

This delegation capability also enables an STI Service Provider to reduce its processing load by delegating STI authentication responsibilities to a trusted entity. For example, a Service Provider could delegate the ownership of a user’s TN to the user’s phone, so that the phone could provide STI authentication services for calls originating from that TN.

Figure 3 shows the general flow of delegation from delegating to delegated entity. A national number authority such as NANPA assigns telephone numbers to service providers in the public telephone network. Today, this number assignment flow bypasses the STI framework (via interface (1)), but in the future, number assignment could be integrated with the STI-PA (via interfaces (2) and (3)). There can be multiple levels of delegation. In the example shown in Figure 3, a delegating STI Service Provider assigns a subset of its TNs to a PBX via (5), and the PBX in turn delegates a single TN to a user’s endpoint device via (6). 
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Figure 3. Assigning STI Certificates with TN-level Authority
6.1 STI Delegation Architecture
The general architectural approach to support STI delegation is shown in Figure 4, where an STI Service Provider (SP-1) delegates a subset of its TNs, along with the authorization to perform STI authentication services for those TNs, to a subordinate entity (in this case PBX-1). The strategy is to maximize reuse of the already-defined SHAKEN architecture and interfaces, where the delegate PBX-1 implements the SHAKEN SP STI functions – KMS, SKS, STI-AS, and STI-CR – and uses the SHAKEN Authorization Token and ACME interfaces to obtain STI certificates from its host Service Provider.  This architecture introduces a new element to the STI certificate management architecture; the STI Delegation Function.  This new element is supported by the delegating entity (SP-1 in the Figure 4 example), where it provides interworking between the delegated PBX and the STI-PA/CA. The STI Delegation Function also polices the issuance of STI certificates to the PBX, to ensure that the certificates have the appropriate scope of authorization, and to control other certificate attributes such as certificate lifetime. 
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Figure 4. STI Delegation Architecture
The STI-DF plays a proxy role, where it relays Authorization Token and ACME messages between the northbound interfaces to the STI-PA/CA, and the southbound STI interfaces to the PBX. 

STI-DF as PA/CA Proxy
6.2 SP-PA/CA Proxy Architecture
A more detailed view of the SP-PA/CA Proxy solution is shown in Figure 8, where the STI-DF element is comprised of an SP-PA-Proxy and an SP-CA-Proxy. Since PBX is not a recognized STI service provider, these SP proxies must perform interworking functions so that the PBX can obtain an authorization token from the STI-PA, and ultimately, an STI certificate from the STI-CA. This enables the PBX to obtain an STI end user certificate that is a direct child of the STI CA’s root certificate, and that has a scope of authority for the TNs assigned to the PBX. 
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Figure 8. Service Provider as PA/CA Proxy
6.3 SP-PA/CA Proxy Call Flow

This section describes the STI certificate management procedures to support delegation when the Service Provider’s STI-DF acts as an SP-PA/CA-Proxy. 

The SP-PA-Proxy must always be inserted in the signaling chain between the PBX and STI-PA to ensure that the PBX doesn’t ask for more authorization than the Service Provider is willing to delegate. The level of interworking of the SP-CA-Proxy is more implementation dependent. The SP-CA must be inserted between the PBX and STI-CA for CA account creation so it can select an STI-CA, and for the certificate application request so it can verify that the CSR contents are correct. However, for authentication challenge responses and certificate acquisition, the SP-CA-Proxy can choose whether it wants to remain in the signaling chain, or drop out and let the PBX talk directly to the STI-CA. The call flows in this section show the case where the SP-CA-Proxy drops out of the signaling chain after the certificate application request has been completed. 

 

Figure 9 shows the call flow that the PBX uses to obtain a TN-List Token via the SP-PA-Proxy. 

Figure 9 pre-assigned/configured data:

STI-PA

· SPC and TNs assigned to SP-1
· PA’s STI certificate and private key

SP-PA-Proxy:

· The list of TNs delegated to the PBX

· The proxy also has access to the SP-KMS data required to access the STI-PA portal

PBX KMS data:

· Identity, credentials, and address to establish a security association with the SP-PA-Proxy 

· Public/private key pair to identify the SP-CA account
· Public/private key pair for STI end user certificate obtained later on this process
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Figure 9. Obtaining TN-List Token via SP PA-Proxy
Figure 9 Message Sequence:

1) The PBX KMS sends a request for a TN List Token to the SP-PA-Proxy. 

2) The SP-PA-Proxy adds the list of PBX TNs to the request, and forwards the request on to the STI-PA. This request extends the base SHAKEN procedures by adding the list of TNs delegated by SP-1 to PBX-1. Note that SP-1 is identified as the requesting entity, and not  PBX-1.

3) The STI-PA verifies that the list of requested TNs is authorized for SP-1, and returns an SPC Token containing the list of TNs assigned to the PBX to the SP-PA-Proxy. 
4) The SP-PA-Proxy returns the token to the PBX.

Figure 10 shows the call flow that the PBX uses to open an STI-CA account and request a certificate via the SP-CA-Proxy. 

Figure 10 pre-assigned/configured data: 

SP-CA-Proxy:

· The list of TNs delegated to the PBX

STI-CA:

· STI CA certificate to serve as root to end-user STI certificates provided to ACME CA account holders
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https://s-c

a

.com/acme/acct/1

	

•

 

CSR:	TNAuthList:	[SP1-SPC]	[PBX1-TNs],		

														pbx-s-public-key	

10)	POST	acme/new-order	

11)	201	Created	

    12)	201	Created	

   

•

 

Authorizaons:			

									h ps:s-ca.com/acme.authz/1234	

•

 

Authoriza ons:			

							h ps:s-ca.com.acme/authz/1234	

   

Host:	sp1-ca.com	

jwk:	<PBX	public-key>	

signature:		<signed	w	pbx	CA	acct	private	key>	

5)	POST	/acme/new-account	

   

7)	201	Created	

    8)	201	Created	

   

Host:	s-ca.com	

jwk:	<PBX	public-key>	

signature:		<signed	w	CA	pbx	acct	private	key>	

	

6)	POST	/acme/new-account	

Locaon:	h ps://s-ca.com/acme/acct/1			

Locaon:	h ps://s-ca.com/acme/acct/1			

STI	root	cerficate	

List	of	TNs	delegated	to	PBX1	


Figure 10. STI Certificate Acquisition via SP-CA-Proxy (part 1 of 2)
Figure 10 Message Sequence:

5) The PBX KMS sends a request for a new account to the SP-CA-Proxy

6) The SP-CA-Proxy verifies that the PBX is allowed to obtain an STI certificate, selects an STI-CA, and forwards the request to the selected STI-CA using the account key provided by the PBX (since the account key is an ES256-generted public key, it will be globally unique).

7) The STI-CA returns a “created” response containing the new account location. 

8) The SP-CA-Proxy relays the “created” response to the PBX. 

9) The PBX sends a certificate application request to the SP-CA-Proxy. The CSR contains the SP1 SPC, the TN-list that has been delegated to the PBX, and the public key assigned by the PBX for the STI certificate.

10) The SP-CA-Proxy validates the CSR data (e.g., validates that the TN list is correct), and forwards the request on to the STI-CA. 

11) The STI-CA returns a “created” response containing a reference to the authorization challenges.

12) The SP-CA relays the “created” response unchanged to the PBX, thus giving the PBX direct access to the STI-CA. 

Figure 11 shows the call flow that the PBX uses to open an STI-CA account and request a certificate via the SP-CA-Proxy. 
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Host: sti-ca.com >
14) 200 OK
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15) POST /acme/authz/1234/0 .

Host: sti-ca.com
* Kid: https://sti-ca-proxy.com/acme/acct/1
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SPC Token
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KMS	

	

 

   

PBX-1	

13)	GET	acme.authz/1234	

14)	200	OK	

   

STI-CA	

	

 

   

16)	200	OK	

   

•

 

Idenfier:	type:TNAuthList,	value:	[SP1-SPC]		[PBX1-TNs],	

•

 

Challenges:		type:token,	url:	s-ca.com/acme/authz/1234/0	

Host:	s-ca.com	

15)	POST	/acme/authz/1234/0		

							Host:	s-ca.com	

•

 

Kid:	

https://

s

-ca

-proxy

.com/acme/acct/

1	

•

 

url:	h ps://s-ca.com/acme/authz/1234/0	

17)	ACME	polling	of	challenge	results	and	cerficate	

acquision	as	specified	in	SHAKEN		

SPC	Token	

•

 

SP1-PA-Cert-URL	

•

 

SPC	&	TN-List:	[SP-1	SPC],	[PBX1	TNs]	

•

 

Fingerprint	

•

 

Signature:	<signed	w	PA	STI	private	key>	

STI	end	user	cerficate	


Figure 11. STI Certificate Acquisition via SP-CA-Proxy (part 2 of 2)
Figure 11 Message Sequence:

13) The PBX obtains the authorization challenges from the STI-CA, using the path information from the Authorization field in received in response 12). 

14) The STI-CA responds with a 200 OK containing the identifier and challenges; in this case a challenge of type “token” for the “TNAuthList” identifier with a value identifying SP1 SPC and the list of PBX1 TNs. 

15) The PBX responds to the challenge by sending the SPC Token to the STI-CA.

16) The STI-CA validates the received token and returns a 200OK response to the PBX.

17) The remainder of the process is as defined by SHAKEN. 
Open Issues and To-Do List
1) Can PBX support of delegation be simplified to take advantage of existing security associations between PBX and its host SP? E.g., could we add an option that extends an existing PBX-SP interface to convey STI cert to PBX? Something simple like “please give me an STI cert / here’s your cert”.
2) Resolve issue where the holder of a delegated cert is not identified by the cert (e.g., as shown in message 15 in Figure 11). Could/should another cert field liks altSubject be used to identify the PBX? Or, should the originating SP add a 2nd Identity header that contains an “origid” that identifies the PBX? Does (or should) draft-ietf-stir-certificates address this in some manner? 
3) Add support for the stir cert draft mechanism that specifies the TNAuthList by reference; i.e., where the STI cert contains a URL pointer to list of TNs. According to the cert draft, the HTTPS URL reference is used to fetch the TN list of the certificate holder. This seems less secure than the pass-by value case; i.e., the pass-by-value TN list carried in the cert is included in the cert’s signature, and so is guranteed to match the list of TNs owned by the cert holder. There is no such guaranee for the pass-by referece case, since the TN list is not covered by the cert signature. 
4) Add the capability that enables an SP to request either SPC-level or TN-level certs (assuming we want this capability). 

5) Document changes to support SHAKEN SIP procedures; e.g., behavoir of originating SP when it receives Identity header from a PBX, and aditional verification checks for TN-level certs.
6) Document delegation use cases for freephone Show how delegation works for freephone case.

7) Document functional requirements (if we think they’re needed). 

8) Document the actual protocol-level impacts to support TN-level certs.
(normative/informative)

A
Annex Title

Xxx

� Draft-ietf-stir-certificates defines a third “delegate” enrollment model, which can be used to delegate STI certificate authority to another entity as described in section � REF _Ref361028586 \r \h ��6�.
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