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Abstract
This document provides a Technical Report on Originating Party Spoofing in IP Communication Networks.  It describes problems associated with originating party spoofing in IP communication networks, identifies potential mitigation options, analyze pros and cons of mitigation options.
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Scope, Purpose, & Application
Scope
This technical report provides a framework for signaling verified Caller ID information from the network to a User Equipment (UE), and displaying the information on the UE in a uniform manner, independent of technology.

Purpose
 

Application
.

Normative References
The following standards contain provisions which, through reference in this text, constitute provisions of this Standard. At the time of publication, the editions indicated were valid. All standards are subject to revision, and parties to agreements based on this Standard are encouraged to investigate the possibility of applying the most recent editions of the standards indicated below.

Definitions, Acronyms, & Abbreviations
For a list of common communications terms and definitions, please visit the ATIS Telecom Glossary, which is located at < http://www.atis.org/glossary >.

Definitions
Caller identity: The originating phone number included in call signalling used to identify the caller for call screening purposes.In some cases this may be the Calling Line Identification or Public User Identity. For the purposes of this study, the caller identity may be set to an identity other than the caller’s Calling Line Identification or Public User Identity.

Acronyms & Abbreviations

	ATIS
	Alliance for Telecommunications Industry Solutions



Architecture 
Editor’s note: add figure illustrating various access technologies and a variety of device types (UEs).
Signaling of Verified Caller ID

Display Requirements

Related SDOs and Fora
3GPP
GSMA
Cable Labs
Consumer Electronics

Conclusions


Annex A
(normative/informative)

A	Illustrative Examples
This annex will document supportive material
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Display to the User –

for illustration only

•

IP-NNI TF is developing a 

Technical Report that provides a framework for 

signaling verified Caller ID information from the network to a User Equipment (UE), 

and displaying the information on the UE in a uniform manner, independent of 

technology.

•

Enhanced Validation User Display Options from 

the network. [Good Call] 

– Existing User Display is limited to 15 Character ASCII for 

CNAM. 

•

Now we can do anything

– Caller ID can display an extended name (up to 35 characters), 

a picture or the type of business based on eCNAM developed 

under ATIS PTSC. 

– Calling party can display alternative numbers to protect 

Doctors’ privacy when returning patient calls

– Protect GETS users or Emergency Personnel from revealing 

their true Calling Party Number. 

M3AAWG 37th General Meeting | Philadelphia, June 2016
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IP-NNI TF is developing a Technical Report that provides a framework for signaling verified Caller ID information from the network to a User Equipment (UE), and displaying the information on the UE in a uniform manner, independent of technology.



 Enhanced Validation User Display Options from the network. [Good Call] 

Existing User Display is limited to 15 Character ASCII for CNAM. 

Now we can do anything

Caller ID can display an extended name (up to 35 characters), a picture or the type of business based on eCNAM developed under ATIS PTSC. 

Calling party can display alternative numbers to protect Doctors’ privacy when returning patient calls

Protect GETS users or Emergency Personnel from revealing their true Calling Party Number. 
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Display to the User –
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Enhanced User Display Other Considerations

•

Useful indication of the 

caller’s Authentication 

Assurance

•

Indicator provided by the 

authentication service to 

provide the information it 

knows about how the call 

was originated

M3AAWG 37th General Meeting | Philadelphia, June 2016
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Enhanced User Display

Other Considerations

Useful indication of the caller’s Authentication Assurance

Indicator provided by the authentication service to provide the information it knows about how the call was originated
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