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Abstract
This contribution discusses consideration of NS/EP Priority Services in the Verified Token Framework.
_____________________________

1
Introduction

The Signature-based Handling of Asserted information using Tokens (SHAKEN) framework documented in IPNNI-2016-00003R004 provides guidance for the deployment and use of Secure Telephone Identity (STI) technologies in the public telephone network infrastructure.  Since the public telephone network is used to support NS/EP Priority Services it is important that NS/EP Priority Services aspects be taken into consideration as part of the SHAKEN framework.
This contribution identifies some areas regarding NS/EP Priority Services considerations for the purpose of discussion.  The objective is to obtain feedback leading to formulation of specific proposals as appropriate.
2
Discussion

2.1
Support for Priority Treatment of NS/EP Priority Services in the SHAKEN Infrastructure 
Requirements to provide priority treatment to authorized NS/EP Priority Services (GETS, WPS and NGN Priority Services) communications are specified in ATIS standards.  This includes providing priority to all aspects of a NS/EP Priority Services communication (e.g., signaling and bearer) including any associated databases queries/responses.  The requirements for priority treatment are specified based on the reference architectures for IP-based NGN (i.e., LTE access (RAN and EPC) and IMS core networks).  According to the Reference Call Flow in clause 4.3 of the SHAKEN document extracted below, the STIR-AS, SKS, STIR-VS, TN-CR appear to be the SHAKEN specific network elements with associated call flow interactions (4-5 and 10-11) that may not be explicitly covered by the NS/EP Priority Services requirements on the LTE/IMS network elements.  Therefore, there is need to consider explicit requirements on these SHAKEN specific network elements to provide priority treatment to transactions associated with NS/EP Priority Services.  The following requirements need to be considered for the SHAKEN infrastructure:

(a) The STIR-AS, STIR-VS, SKS and TN-CR network elements shall be capable of recognizing transactions associated with NS/EP Priority Services;
(b) The STIR-AS, STIR-VS, SKS and TN-CR network elements shall shed traffic associated with NS/EP Priority Services last relative to other traffic during congestion (i.e., all non-NS/EP Priority traffic is shed before NS/EP Priority Services traffic);
(c) For recognized NS/EP Priority sessions, queries and responses to/from the SKS shall be provided priority treatment; and
(d) For recognized NS/EP Priority sessions, queries and responses to/from the TN-CR shall be provided priority treatment.
SHAKEN call flow [Clause 4.3 of IPNNI-2016-00003R004]
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Figure 2: SHAKEN reference call flow

1. The originating SIP UA first REGISTERs and is authenticated to the CSCF, then creates a SIP INVITE with an E.164 calling number.

2. The originating CSCF, P-CSCF function specifically, adds a P-Asserted-Identity header asserting the Caller ID of the originating SIP UA.  The CSCF then has an originating trigger to the STIR-AS for the INVITE.

3. The originating SP A’s STIR-AS retrieves its private key from the SKS.

4. The SKS provides private key, and the STIR-AS signs the INVITE and adds an Identity header per RFC 4474bis using the Caller-ID in the P-Asserted-Identity header.

5. The STIR-AS passes the INVITE back to the SP A CSCF.

6. The originating CSCF, through standard resolution, routes the call to the egress IBCF.

7. The INVITE is routed over NNI through standard inter-domain routing configuration.

8. The SP B ingress IBCF receives INVITE from NNI.

9. The terminating CSCF has a terminating trigger to the STIR-VS for the INVITE.

10. The terminating SP STIR-VS looks at the “info” parameter in the Identity header per RFC 4474bis to determine the TN-CR URI and the originating TN.  

11. The STIR-VS validates the certificate, which can include these steps:  check the validity dates, check the certificate’s signature, check chain of trust, and check certificate validity via CRLs and/or OCSP.  It then extracts the public key.  It constructs the RFC 4474bis format to validate the signature in the Identity header, which validates the Caller ID used when signing the INVITE on the originating service provider STIR-AS.

12. Depending on the result of the STI validation, the STIR-VS determines that the call is to be terminated with the appropriate RFC 4474bis defined response code and the INVITE is passed back to the terminating CSCF and continues to set up the call with the terminating SIP UA.

13. The SIP UA receives the INVITE and normal SIP processing of the call continues returning “200 OK”, or optionally setting up media end-to-end.
2.2
Handling of Congestion and Failure Scenarios

In planning for the implementation of the SHAKEN framework in the public telephone network infrastructure, one has to consider the possibility for congestion and failures of the SHAKEN specific network elements (i.e., STIR-AS, STIR-VS, SKS and TN-CR) resulting in either (a) the inability of the originating service provider to include tokens asserting the calling party or (b) the inability of the receiving/terminating service provider to validate the received token.  
It is important to specify how NS/EP Priority Services will be treated in such congestion and failure scenarios to avoid situations where the called party may decide to not answer a NS/EP call because the calling party was not verified.  Specifically, there is need to discuss the following:

· What is displayed to the called party in cases where the SHAKEN system itself is unable to validate the calling party information?

· Should a failsafe option be specified for the SHAKEN system?
3
Proposal

It is proposed that the items highlighted in this contribution be discussed with the intention to formulate specific proposals for addressing these items.
_____________________________
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