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Abstract
Signature-based Handling of Asserted information using Tokens (SHAKEN) is an industry framework for managing the deployment of Secure Telephone Identity (STI) technologies with the purpose of providing end-to-end cryptographic authentication and validation of the telephone identity and other information in a VoIP-based service provider network.  This specification defines the framework for telephone service providers to create signatures in SIP and will define the Network-to-Network Interface (NNI) requirements, Network Elements, the X.509 certificate framework to validate the initiator of the signature, and the various classes of signers and how the validation of a signature can be used on the PSTN toward the mitigation of illegitimate use of the PSTN and protecting users of the PSTN.  
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Scope & Purpose
Scope
This document is intended to provide telephone services providers with a framework and guidance on how to utilize Secure Telephone Identity (STI) technologies toward the validation of legitimate calls on the Public Switched Telephone Network (PSTN) and the mitigation of illegitimate spoofing of telephone identities on the PSTN.

Purpose
Using the protocols defined in draft-ietf-stir-rfc4474bis and draft-ietf-stir-passport, this document will define the signature-based handling of asserted information using tokens (SHAKEN) framework.  This framework is targeted at telephone service providers and those associated with delivering telephone calls over VoIP addressing the implementation and usage of STIR and the architecture and management of STIR related certificates on VoIP networks.  This will include definition of what the STIR certificate represents as well as how they should be managed and distributed.  It will also discuss the general architecture of a service provider deployment of an authentication service and verification service and any NNI and peering impacts and dependencies.  Finally, it will also provide guidance on how the positive or negative verification of the signature at the terminating service provider may be used to help mitigate illegitimate telephone identity, in general, and also in the context of different call origination and destination scenarios.
Because illegitimate caller-id spoofing is large concern for North American telephone service providers and their customers and the complexity of integrating new technologies into established VoIP networks with many interoperability and interworking challenges, this document tries to specifically focus on a short term path for implementing STIR in a progressive, practical, and realistic approach.  An approach that can evolve over time to incorporate more comprehensive functionality and more scope in a compatible and forward looking manner.
[bookmark: _GoBack]Editor’s Note: add level 2 heading section describing the relationship of this document to the documents in IETF
Normative References
The following standards contain provisions which, through reference in this text, constitute provisions of this Standard. At the time of publication, the editions indicated were valid. All standards are subject to revision, and parties to agreements based on this Standard are encouraged to investigate the possibility of applying the most recent editions of the standards indicated below.

ATIS-0x0000x, Technical Report.
ATIS-0x0000x.201x, American National Standard.

Definitions, Acronyms, & Abbreviations
For a list of common communications terms and definitions, please visit the ATIS Telecom Glossary, which is located at < http://www.atis.org/glossary >.

Definitions
AAA: xxxx.
Bbbb: xxxx.

Acronyms & Abbreviations

	ATIS
	Alliance for Telecommunications Industry Solutions

	NNI
	Network-to-Network Interface

	PSTN
	Public Switched Telephone Network

	STI
	Secure Telephone Identity

	VoIP
	Voice over Internet Protocol



Overview

This document presents the SHAKEN framework.  SHAKEN is defined as a framework that utilizes protocols defined in IETF STIR that work together to define and end-to-end architecture for the authentication and assertion of a telephone identity on origination and the validation of the telephone identity as well as strategies for mitigation of illegitimate spoofing of telephone identities.

Today, assertion of telephone identity in VoIP networks between peering service providers particularly in a 3GPP IMS environment has typically used the P-Asserted-ID.  This usage assumes a inherent trust model between peering providers.  However, in many telephone calling scenarios where there are many indirect relationships between the originating and terminating providers, these trust relationships are often simply not possible or may not allow for true identification of the origination of the call.  Secure Telephone Identity (STI) as defined in STIR and the usage of cryptographic digital signatures to verify the originator of a signed identity can allow for a verifiable mechanism to "trust" the originator of the call.  This level of trust can depend on different call scenarios and who the originating provider is or represents.  This document will explore some of those scenarios to provide an additional framework for confidence in the verification of the telephone identity and further aid the mitigation techniques and tools that may be available to provide telephone customers confidence in who is calling them.
	
STIR Overview

The documents draft-ietf-stir-rfc4474bis and draft-ietf-stir-passport define a set of protocol level tools that can be used in SIP for applying digital signatures to the caller-id or telephone number of the calling party.

PASSporT Token

The document draft-ietf-stir-passport defines a token based signature that combines the use of JSON Web Tokens, JSON Web Signatures, and X.509 certificate key pairs or PKI to create a trusted signature tied to a certificate that can be validated to be owned by the authorized party.  The PASSporT token includes a number of "claims" the signer of the token is passing with non-repudiation. The digital signature and associated certificate is used to validate who signed the token, and furthermore can also be used to verify authorized signing of the token based on a trust anchor who signed the certificate.

RFC4474bis

The document draft-ietf-stir-rfc4474bis defines a SIP based framework for an authentication service and verification service for using the PASSporT signature in a SIP INVITE.  It defines a new "identity" header that delivers the PASSporT signature and other associated parameters. The authentication service adds the identity header and signature to the INVITE on the originating provider.  The INVITE is delivered to the destination provider which uses the verification service to validate the signature using the asserted identity in P-Asserted-ID header or FROM field.

SHAKEN Architecture

There are a number of required architectural components required for an end-to-end framework for STI.

The figure below shows the SHAKEN reference architecture.

[image: ]
Figure 1: SHAKEN reference architecture

The SHAKEN reference architecture includes the following elements:

· SIP UA - SIP User Agent that is authenticated into the service provider network, is considered secure and under direct management by the telephone service provider.  It initiates the SIP INVITE as the calling party.
· IMS/CSCF - This component represents the SIP registrar and routing function.  It also has a SIP application server interface.
· IBCF/TrGW - This function is at the edge of the service provider network and represents the NNI or peering interconnection point between telephone service providers and is the ingress and egress point for SIP calls between providers.
· Authentication Service (STIR-AS) - The SIP application server that performs the function of the authentication service defined in 4474bis.  It is associated with the Secure Private Key Store (SKS) which stores the secret private key certificate used to create the PASSporT signature.
· Verification Service (STIR-VS) - The SIP application server that performs the function of the verification service defined in 4474bis.  It has an HTTP interface to the Certificate Repository that is referenced in the identity header to retrieve the provider public key certificate.
· Call ValidationTreatment (CVT) - This is a logical function that likely is an application server function for applying anti-spoofing mitigation techniques once the signature is positively or negatively verified.
· TN Certificate Repository – This represents the publically accessible store for HTTPS access to public key certificates.

SHAKEN call flow

[image: ]
Figure 2: SHAKEN reference call flow

1. The originating SIP UA first REGISTERs and is authenticated to the CSCF, then creates a SIP INVITE with an E.164 calling number.
2. The originating CSCF, P-CSCF function specifically, adds a P-Asserted-Identity header asserting the Caller ID of the originating SIP UA.  The CSCF then has an originating trigger to the STIR-AS for the INVITE.
3. The originating SP A’s STIR-AS retrieves its private key from the SKS.
4. The SKS provides private key, and the STIR-AS signs the INVITE and adds an Identity header per RFC 4474bis using the Caller-ID in the P-Asserted-Identity header.
5. The STIR-AS passes the INVITE back to the SP A CSCF.
6. The originating CSCF, through standard resolution, routes the call to the egress IBCF.
7. The INVITE is routed over NNI through standard inter-domain routing configuration.
8. The SP B ingress IBCF receives INVITE from NNI.
9. The terminating CSCF has a terminating trigger to the STIR-VS for the INVITE.
10. The terminating SP STIR-VS looks at the “info” parameter in the Identity header per RFC 4474bis to determine the TN-CR URI and the originating TN.  
11. The STIR-VS validates the certificate, which can include these steps:  check the validity dates, check the certificate’s signature, check chain of trust, and check certificate validity via CRLs and/or OCSP.  It then extracts the public key.  It constructs the RFC 4474bis format to validate the signature in the Identity header, which validates the Caller ID used when signing the INVITE on the originating service provider STIR-AS.
12. Depending on the result of the STI validation, the STIR-VS determines that the call is to be terminated with the appropriate RFC 4474bis defined response code and the INVITE is passed back to the terminating CSCF and continues to set up the call with the terminating SIP UA.
13. The SIP UA receives the INVITE and normal SIP processing of the call continues returning “200 OK”, or optionally setting up media end-to-end.


STI Certificates

PASSporT defines the usage of X.509 based digital signatures using the RSA-256 cryptographic algorithm.  Management of certificates for TLS and HTTPS based transactions on the internet is well defined and common practice for website and internet applications.  Generally, there are recognized certificate authorities that can "vouch" for the authenticity of a domain owner based on some out-of-band verification techniques like e-mail and unique codes in DNS.
For STI, certificates at a minimum must represent an authorized telephone service provider and their authorization to assert telephone number on a VoIP network.  

Telephone Authority (TA)

In X.509, there is the concept of Certificate Authorities (CA).  There are two flavors of CAs a root CA and intermediate CA.  The root CA represents the Trust Anchor in a X.509 certificate.  When constructing a public key certificate, a certificate chain is created that represents a chain from the domain owner to the trust anchor.  This generally can include the domain owner, multiple intermediate CAs and the root CA.

As a parallel concept to Certificate Authorities, SHAKEN defines the concept of a Telephone Authority.  The Telephone Authority acts as a root certificate provider to validate authorized signatures for telephone numbers on a VoIP network.

In the North American telephone network, it is anticipated that the number of entities that should act as an authority is a relatively limited number.  In order to promote simplicity in the management of STI certificates, the SHAKEN framework has no need for the concept of intermediate telephone authorities.

This implies that service providers and the certificate signing requests (CSR) will be directly validated and processed by root TAs and there will only be service providers and root TAs as the trust anchor represented in the certificate chain.

Certificate Management Architecture

The following figure represents the certificate management architecture for SHAKEN.
[image: ]
Figure 3: SHAKEN Certificate Management Architecture

The SHAKEN certificate management architecture defines the following elements:
· Telephone Authority Management Server (TAMS) - The telephone authority server that processes the Certificate Signing Request (CSR) following a service provider verification process.
· Service Provider Key Management Server (SP-KMS) - The service provider server that generates private/public key pair for signing, submits to Telephone Authority Management Server, and receives the TA signed keys.
· Secure Key Store (SKS) - The store for private keys used by Authentication Service Application Server.
· Certificate Repository (TN-CR) - The HTTPS server that hosts the public key certificates used by destination service provider Verification Service to validate signatures.


Certificate Management Process
Manual CSR Flow

Initially, it is anticipated that first deployments of SHAKEN will use current manual certificate management techniques similar to how the current interaction with Certificate Authorities works in the DNS/web world.

The flow for acquiring a signed certificate key pair from telephone authority would be as follows:
· Generate a PKCS#10 [RFC2314] Certificate Signing Request (CSR).
· Cut-and-paste the CSR into Telephone Authority (TA) web page.
· Prove ownership of the domain by one of the following methods:
· Put a TA-provided challenge at a specific place on the Authentication service server.
· Put a TA-provided challenge at a DNS location corresponding to the target domain.
· Receive TA challenge at a (hopefully) administrator-controlled e-mail address corresponding to the domain and then respond to it on the TA’s web page.
· Telephony Authority signs certificate as root
· Provider downloads the issued certificate and stores private key certificate in Secure Key Store associated with Authentication Service and the public key certificate is stored and made publicly available via HTTPS in their Certificate Repository.

ACME based Certificate Management Flow
ACME (draft-ietf-acme-acme) provides a more automated framework and set of protocols for acquiring a telephone authority signed certificate key pair.

The ACME flow for a telephone authority is as follows:
· The ACME client on the Service Provider Key Management Server prompts the operator for the service provider domain the Authentication Service is to represent.
· The ACME client presents the operator with a list of TAs from which it could get a certificate.
· The operator selects a TA.
· In the background, the ACME client contacts the TA and requests that a certificate be issued for the intended domain.
· Once the TA is satisfied, the certificate is issued and the ACME client automatically downloads and installs it, potentially notifying the operator via e-mail, SMS, etc.
· The ACME client periodically contacts the TA to get updated certificates, CRLs, or whatever else would be required to keep the server functional and its credentials up-to-date.

Service Provider verification

A defined process that allows the telephone authority to validate the service provider requesting a signed certificate is required.

Certificate updates/rotation best practices

Consideration of impact of switching certificates and other certificate management impacts while there is in flight calls should be considered.  CRL or OSCP techniques should be considered.

Evolution of STI certificates

SHAKEN proposes starting with service provider level certificates.  There are important use cases that may require telephone number level certificates including School District, Police and government agencies, where calls should be validated in order to guarantee delivery through the potential use of anti-spoofing mitigation techniques.

Call Validation Treatment

There are a number of call origination scenarios that must be considered for how call validation can be used successfully with the SHAKEN framework.

A proposed PASSporT extension claim will be considered to relay one of four call origination scenarios asserted by the Authentication Service.

1. Originator Signed and Authenticated Calling Party Telephone Number
· This represents the case the the Originating provider owns the telephone number and has explicitly authenticated the origination of the telephone call from the device.  This covers most subscriber line customers.
· Validation Confidence: Very High
2. Originator Signed and Indirectly Authenticated Calling Party Telephone Number
· This represents the case where the Originating provider owns the telephone number and provides this telephone number to a third party customer, e.g. SIP trunks.
· Validation Confidence: High based on reputation of originator
3. Originator Signed and No Authentication of Calling Party Telephone Number
· This represents the case where the service provider is originating and signing the call but does not have any ownership of the telephone number.  Examples include visited network or roaming scenarios, E911 for visited network.
· Validation Confidence: Low
4. Originator Signed from untrusted network
· This represents call scenarios where calls are originated from Pre-IMS, legacy circuit-switched networks, or other calls originating from gateways that opt to not sign a call.
· Validation Confidence: No confidence
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