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ATIS/SIP Forum IP-NNI Task Force Meeting
Meeting Notes
Austin, TX – February 24-25, 2016
1. WELCOME & CALL TO ORDER
Martin Dolly (AT&T), ATIS/SIP Forum IP-NNI Task Force Co-Chair, called the meeting to order and welcomed participants at 2:00 p.m. CT on February 24, 2016,
2. INTRODUCTIONS & SIGN IN

The meeting participants are listed below:

	Name
	Company
	Email

	1. Martin Dolly (TF Co-Chair)
	AT&T
	mdolly@att.com

	2. Chris Wendt (TF Co-Chair)
	Comcast
	chris_wendt@cable.comcast.com

	3. John Barnhill (TF Co-Chair)
	Genband
	john.barnhill@genband.com

	4. Ray Singh
	Applied Communication Sciences
	rsingh@appcomsci.com

	5. John Wullert*
	Applied Communication Sciences
	jwullert@appcomsci.com

	6. Penn Pfautz
	AT&T
	pp3129@att.com

	7. Phil Linse*
	CenturyLink
	Philip.linse@centurylink.com

	8. Mary Retka*
	CenturyLink
	Mary.Retka@centurylink.com

	9. Steve Showell
	CenturyLink
	Steve.showell@centurylink.com

	10. Mary Barnes
	Comcast (consultant)
	mary.sip.barnes@gmail.com

	11. Jose Jimenez
	Cox
	jose.jimenez@cox.com

	12. Clark Whitten
	Cox
	clark.whitten@cox.com

	13. Ben Longwood
	Department of Justice, OTD
	ben.longwood@trideaworks.com

	14. Arleen Elliott
	Ericsson
	arleen.elliott@ericsson.com

	15. George Foti
	Ericsson
	george.foti@ericsson.com

	16. Hala Mowafy
	Ericsson
	hala.mowafy@ericsson.com

	17. Eric Burger*
	Georgetown University
	eburger@cs.georgetown.edu

	18. John Curreri*
	iconectiv
	jcurreri@iconeciv.com

	19. Joe Mullin
	iconectiv
	jmullin@iconectiv.com

	20. Gary Richenaker
	iconectiv
	grichenaker@iconectiv.com

	21. Mike Usry
	iconectiv
	musry@iconectiv.com

	22. Andy Gallant*
	InCharge Systems
	abgallant@inchargesys.com

	23. Doug Bellows*
	Inteliquent
	dbellows@inteliquent.com

	24. Ken Politz*
	Neustar
	ken.politz@neustar.biz

	25. Mubeen Saifullah*
	Neustar
	syed.mubeen@neustar.biz

	26. Jim Calme
	Nokia
	jim.calme.ext@nokia.com

	27. Mohammad Khaled
	Nokia
	mohammad.khaled@nokia.com

	28. Carol-Lyn Taylor
	OEC
	carol-lyn.taylor@dhs.gov

	29. Arye Ephrath*
	OEC Support
	arye@mythologyinc.com

	30. Richard Shockey
	Shockey Consulting
	richard@shockey.us

	31. Shaunna Forshee*
	Sprint
	shaunna.l.forshee@sprint.com

	32. Pierce Gorman*
	Sprint
	pierce.gorman@sprint.com

	33. David Holmes*
	Sprint
	david.holmes@sprint.com

	34. Karen Riepenkroger*
	Sprint
	karen.s.riepenkroger@sprint.com

	35. Greg Schumacher*
	Sprint
	gregory.schumacher@sprint.com

	36. Cathie Capita*
	T-Mobile
	cathie.capita@t-mobile.com

	37. Mark Desterdick
	Verizon
	desterdick@verizon.com

	38. Amy Hindman*
	Verizon Wireless
	amy.hindman@verizonwireless.com

	39. Drew Greco
	ATIS
	dgreco@atis.org

	40. Jim McEachern
	ATIS
	jmceachern@atis.org


*Virtual participation
3. REVIEW & APPROVAL OF AGENDA

It was noted that the agenda was made available to participants via the ATIS Workspace as IPNNI-2016-000007R000. The agenda was updated and approved as modified.
4. ATIS INTELLECTUAL PROPERTY RIGHTS (IPR) & ANTITRUST POLICIES 
ATIS Procedure Notice:  ATIS Forum and Committee activities must adhere to the ATIS Operating Procedures (including basic principles such as fairness, due process, respect for minority opinions, and common sense).

IPR Notice:  In connection with the development of an American National Standard, or other deliverable that requires use of patented inventions, the use of patented inventions shall be governed by the ANSI Patent Policy as adopted by ATIS and as set forth in Section 10 of the "Operating Procedures for ATIS Forums and Committees."  Under this policy:

· Disclosure of relevant patented inventions at the earliest possible time in the development process is encouraged. An opportunity will be provided for the members to identify or disclose patents that any member believes may be essential for the use of a standard under development. 

· Neither the Committee, nor its leaders, can ensure the accuracy or completeness of any disclosure, investigate the validity or existence of a patent, or determine whether a patent is essential to the use of an ATIS deliverable. 

· ATIS prohibits any discussion of licensing terms in its Forums and Committees.

Antitrust Risk Notice:  The leaders further remind attendees that participation in industry fora involves the potential for antitrust concerns or risks. To avoid such concerns and risks, participants should carefully observe the "Operating Procedures for ATIS Forums and Committees". In addition, sensitive discussion topics such as price, territories, specific contractual terms, etc., should be avoided. 

Questions:  Participants having questions, comments, or concerns regarding any of these topics should consult with their company's legal counsel, the Committee leadership, ATIS staff, or ATIS legal counsel.

It was asked if there were any patents to identify or disclose at this time.  There were no patent disclosures made by the attendees.

5. APPROVAL OF PREVIOUS MEETING NOTES

The following previous meeting notes were available on the ATIS Workspace (AWS) for participant comment:

· IPNNI-2016-00005R000, January 19, 2016, virtual meeting

It was noted that there were no questions or comments regarding these meeting notes and they were accepted, without objection, as published.
6. IP-NNI PHASE 2
VoIP Transition Security Whitepaper

This agenda item was not discussed.
Update on the point-to-point video calling


This agenda item was not discussed.

7. ANTI-SPOOFING CALLER MITIGATION TECHNIQUES
7.1 Verified Token Proposal
7.1.1 IPNNI-2016-00003R001, Baseline document

7.1.2 IPNNI-2016-00009R000, Verification Token Use Cases Clean Baseline
Mr. Dolly presented this contribution, which contains a clean version of the Verification Token Use Cases baseline document.


Agreement Reached: This contribution was accepted as the current Verification Token Use Cases baseline document.

7.1.3 IPNNI-2016-00010R000, Proposed changes to Verified Token Use cases document
Mr. Dolly presented this contribution, which proposes changes to the Verified Token Use cases document.


Agreement Reached: This contribution was accepted as input to the baseline document.

7.1.4 IPNNI-2016-00011R000, Proposed new text for the Verified Token baseline document on verification of Calling and Called Numbers
Hala Mowafy (Ericsson) presented this contribution, which proposes new text for the Verification Token Use Cases baseline document on verification of calling and called numbers.

It was noted that interconnected VoIP providers are not necessarily covered alongside the traditional service providers, non-facilities based service providers with access to NANP numbers, and third party CLEC service providers with access to NANP numbers through CLEC partnerships.”

A number of scenarios were discussed where the service provider signing the Verified Token would not be the service provider the number had been assigned to. Examples include:

· An enterprise VoIP service could allow a backup IP provider to be used if the primary service provider’s network fails. The primary path would use the public key associated with the owner of the phone number. If the secondary service provider routes a call for the primary service provider, under failure conditions, the phone number would be associated with the secondary service provider.
· A doctor might want her office number displayed when making calls from her mobile phone. If the mobile phone service provider is not the same as the service provider for the office, then the mobile service provider would be signing for another service provider’s number.

It was asked whether validation is done by the owner of the number or if the owner of the number delegates validation to someone else. It was further asked if another service provider could validate the number even without delegation. It was suggested that a new use case be created for delegation.

It was noted that the owner of the telephone number does not necessarily need to be determined in order to verify the token.


It was noted that 4474bis defines the Identity header that can be stripped.

It was asked if there were any objections to including the originating and terminating service providers in the baseline document. There were no objections.
There was discussion on Section 4.1.2, Verification of Called Party Number. Participants noted a preference for the 18x response to the INVITE option to assist in verifying the called party. The title of the section was modified to Verification of Call Delivery.

It was suggested to add a call forwarding scenario.

There was discussion on Section 4.1.3, Verification of Originating Service Provider. It was noted that the information on the originating service provider can be derived from the certificate referenced by the info parameter of the identity header.
Action Item: Martin Dolly to submit a contribution with a distinction between use cases for next meeting and to clarify the diagram.

Agreement Reached: This contribution was accepted as modified.

7.1.5 IPNNI-2016-00013R000, Verified Token Use Cases
Jim McEachern (ATIS) presented this contribution, which outlines some use cases for consideration in the Verified Token Use Cases baseline document.

There was discussion on the relationship between companies through the certificate authority. Does there need to be a business relationship with the owner of the number? Can this subscriber use this number? These relationships need to be understood. It was noted that this is discussion on process (i.e., how service providers will use the token), not part of the token document which outlines the tool to get across the NNI.

There was discussion on certificates. It was noted that how the certificates are managed is dictated by the federation and who is authorized to sign should also be dictated by federation. It was noted that this is not a technical issue. The purpose of this discussion is to outline potential use cases.

It was noted that the source of the Calling Name is outside the scope of these discussions. Some service providers have a name validation process in their database. The Persona Assertion Token (PASSporT) token framework can be used for either a query model to a database associated with the owner of the number or with a query using a name inserted into the SIP setup message and signed.

It was suggested to make it clear from a liability perspective that there are no guarantees that the origin of the user will be found using this process.

It was suggested that a framework document needs to be created to set up requirements that allow for differentiation for as long as they meet the framework for display.
Action Item: Martin Dolly to provide an outline for a framework document to set up requirements to allow for differentiation for as long as they meet the framework for display.

Action Item: Jim McEachern to write something that captures what is being verified, noting that there are no guarantees on determining the origin of the user, designing mechanisms that provide traceability and noting that we are defining the tool, not the policy.


This contribution was noted for information. 

7.2 IPNNI-2016-00008R001, Edits to section 5 of CPAS-LT white paper
7.3 Discussion on Persona Assertion Token (PASSporT)

Chris Wendt (Comcast) presented an overview on the Persona Assertion Token (PASSporT) document: http://tools.ietf.org/html/draft-ietf-stir-passport-00
It was noted that PASSport differs from SHAKEN in that SHAKEN is how to pass digital certificates through SIP.

It was suggested to add an assumption to make it clear that there may be more than one token in the Invite for different purposes.  It was further suggested to create a use case to send a token back to validate a validation and add an example on how to guide placement of the header.
It was noted that PASSporT is defined as a MIME type in 4474bis. Identity is identified as a header.

7.4 IPNNI-2016-00012R000, ATIS Technical Report on Originating Party Spoofing in IP Communication Networks

Mr. Dolly noted this contribution for information. It was further noted that ATIS NGIIF has a document on Caller ID and Caller ID spoofing with impacts on the operational side. The PTSC document focuses on the technical side. NGIIF has reviewed the PTSC document and has submitted a contribution on potential operational impacts. These potential impacts have been captured in the PTSC document. ATIS NGIIF will continue to monitor the PTSC document.
7.5 IPNNI-2016-00014R000, SHAKEN overview

Mr. Wendt provided an overview on SHAKEN.

It was noted that the routing database will route independent of certificates. They are not linked in this process.
The following Use Cases/questions were suggested for consideration:
· Do Not Originate

· The international gateway provides a token for purposes of traceability.

· Is a short term semi-automated process needed (DNS)?

· Should HASH or a token based mechanism be defined for future certificate requests?

· When certificates get updated, what happens to calls in progress?

· Can CRL be used or is OCSP stapling needed?

8. MODERN
Richard Shockey (Shockey Consulting) provided an update on MODERN. He noted that MODERN has had discussions on Single TN allocation and non-geographic NP. The next MODERN interim meeting was scheduled for Tuesday, March 1, 2016. 
9. FUTURE WORK/ASSIGNMENTS/MEETINGS

The following interim meetings were noted:
· March 24, 2016 11:00 am – 1:00 pm (virtual)
· April 21, 2016 11:00 am – 1:00 pm (virtual)
· May 18 – 19, 2016 (Baltimore, MD – AMOC)
· Wednesday, May 18 2:00 pm – 5:00 pm 

· Thursday, May 19 9:00 am – 12:00 pm 
· August 24 – 25, 2016 (Denver, CO) 

· October 26 – 27, 2016 (Miami, FL)

10. ANY OTHER BUSINESS

Greg Schumacher (Sprint) provided an overview on work in 3GPP SA1 on service and requirements and SA3 on security. He noted that SA1 completed their study on service interaction on Caller ID spoofing, which describes aspects of end user service and considerations that might be needed for user control when a call is reported as spoofed. It is a temporary study with the intention to do normative work when spoof detection is added to the standard.

Mr. Schumacher noted that SA3 is working on a study looking at spoofing detection capabilities based on STIR and related aspects. The study also relates to work being done in PTSC and this Task Force. Once the work in the U.S. is stable, it will be brought into the study and the normative work would begin. 
Depending on the results of the normative work being done based on the SA1 and SA3 studies, additional work may be done by SA2 on system architecture and CT1 and CT3 on new headers and other defined capabilities. If there is a desire to define how certificates are obtained, CT4 could be involved as well. Given the current schedule, the target for completion of Release 15 is late 2017/early 2018.

11. ADJOURNMENT

Mr. Dolly thanked participants for attending and adjourned the meeting at 11:40 p.m. CT on February 25, 2016. 

Notes submitted by:

Drew Greco, ATIS Coordinator - Global Standards Development
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