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ABSTRACT 
Signature-based Handling of Asserted information using Tokens (SHAKEN) is an industry framework for managing the deployment of Secure Telelphone Identity (STI) technologies with the purpose of providing end-to-end cryptographic authentication and validation of the telephone identity and other information in a VoIP based PSTN network.  This specification define the framework for telephone service providers to creating signatures in SIP and will define the Network to Network Interface (NNI) requirements, Network Elements, the X.509 certificate framework to validate the initiator of the signature and the various classes of signers and how the validation of a signature can be used on the PSTN toward the mitigation of illegitimate use of the PSTN and protecting users of the PSTN.


NOTICE

This is a draft document and thus, is dynamic in nature. It does not reflect a consensus of the ATIS-SIP Forum IP-NNI Task Force and it may be changed or modified. Neither ATIS nor the SIP Forum makes any representation or warranty, express or implied, with respect to the sufficiency, accuracy or utility of the information or opinion contained or reflected in the material utilized. ATIS and the SIP Forum further expressly advise that any use of or reliance upon the material in question is at your risk and neither ATIS nor the SIP Forum shall be liable for any damage or injury, of whatever nature, incurred by any person arising out of any utilization of the material. It is possible that this material will at some future date be included in a copyrighted work by ATIS or the SIP Forum.  

* CONTACT: Chris Wendt; email: chris_wendt@cable.comcast.com; Tel: +1-215-286-7093
1. Introduction
This document is intended to provide telephone services providers with a framework and guidance on how to utilize Secure Telephone Identity (STI) technologies toward the validation of legitimate calls on the PSTN and the mitigation of illegitimate spoofing of telephone identities on the PSTN.
Using the protocols defined in draft-ietf-stir-rfc4474bis-06 and draft-wendt-verified-token, this document will define the service provider framework around usage of the identity header and JWT tokens in SIP.  This will include definition of a framework for managing service provider certificates for signing the relevant SIP header information defined in 4474bis and/or verified token.  It will also define how the signed information should be carried across the telephone service provider NNI to other peering service providers.  It will also specify how the positive or negative verification of the signature at the terminating service provider may be used to help mitigate illegitimate telephone identity
1.1. Conventions used in this document
2. Secure Telephone Identity Overview
Assertion of telephone identity on the PSTN between peering service providers particularly in a 3GPP IMS environment has typically used the P-Asserted-ID.  This usage assumes trust between peering providers to believe the asserted caller-id in the P-Asserted-ID header.  However in many call scenarios where there are indirect relationships between the originating telephone service provider and the terminating provider, these trust relationships may not be able to be maintained.  Secure Telephone Identity and the usage of cryptographic signatures to prove with non-repudiation the origination of a signed identity can be a tool used in the mitigation of  fraudulent usage of caller-id to trick consumers.
The documents draft-ietf-stir-rfc4474bis-06 and draft-wendt-verified-token define a set of tools that can be used in the SIP protocol for applying these cryptographic signatures.  This can provide many purposes depending on whom the originator of the call is and what the relationship is to the authenticating provider is whom signed the call.

The following shows a simple call flow between two peering providers.
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More to follow…

3. Management of Service Provider Certificates
Text
3.1. Telephone Number Authority Trust Anchor
Text

3.2. Certificate Signing
Text

3.2.1 Traditional CSR
Text
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3.2.2 ACME based Certificate Management
Proposal to use the draft-ietf-acme-acme defined protocol for automated certificate signing

4. End-to-End Call and NNI Considerations for STI
Text
4.1. Call Scenario Use Cases
Text
4.1.1 Verification of Calling Party Telephone Identity
Text

4.1.2. Verification of Originating Service Provider
Text

4.1.3. Verification of Transit Service Provider
Text

4.1.4. Verification of ETS Provider
Text

4.1.5. Verification of SMS Messaging Identity
Text

4.1.6. Verification of Identity for other SIP Methods
Text

4.2. Legitimate Spoofing Use Cases
Text

4.3. Verification of Transit Service Provider
Text
5. Call Validation Treatment
Text

5.1. Signature Verified Scenarios 
The following 4 scenarios copied from Pierce Gorman in a message to STIR mailing list:
5.1.1. Carrier signed, authenticated CgPN
Use case example(s): Bread-and-butter 95%+ of calls from subscriber lines (IMS-based and otherwise).

Trust Estimate:  Carrier_orig trustworthy, CgPN most trustworthy

5.1.2. Carrier signed, semi-authenticated CgPN
Use case example(s): Number block delegated from OCN, but no per-TN screen (SIP trunks).

Trust Estimate:  Carrier_orig trustworthy, CgPN less than most trustworthy but not entirely untrustworthy.

5.1.3. Carrier signed, no authentication of CgPN
Use case example(s): E911 on visited network w/o roaming agreement, manual roaming.

Trust Estimate:  Carrier_orig trustworthy, CgPN entirely untrustworthy

5.1.4. Untrusted Originator
Use case example(s): Pre-IMS, legacy circuit-switched networks that don't natively support SIP or which don't choose to sign calls.  E.g., international carriers.

Trust Estimate:  Good luck.  Carrier_orig and CgPN entirely untrustworthy.

5.2. Signature Not Verified Scenarios 
Text

5.3. Multiple Signature Scenarios 
Text

6. References
Text
