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ATIS-0700020
The ability to send adequate warning before shaking arrives depends on:
e A network of sensors that are densely spaced and close to faults.
e Quick and robust telecommunication from sensors.

e Computer algorithms to quickly estimate an earthquake’s location, magnitude, and fault rupture length,
and to map resulting intensity.

¢ Quick and reliable mass notifications.

e End users educated about what specific actions to take upon receipt of the alerts.

5 Survey of Global Earthquake Warning Solutions
5.1 EEW Systems in other Regions

This clause examines existing Earthquake Early Warning systems deployed in other countries which have
integrated mass EEW notification distribution through cellular networks. The EEW service provides a simple
procedure and low action cost application — Warning broadcast — as defined in Figure 2.2 in [Ref 100].

Figure 5.1 — Earthquake Early Warning Around the World [Ref 117]

As of 2009 [Ref 102], Mexico, Romania, Turkey, Japan, and Taiwan were providing warnings at some level and
Switzerland, Italy, and China were undergoing real-time testing. At the time of this feasibility study, only Japan's
EEW (known as ETWS) has an integrated capability to broadcast EEW notifications by cellular networks. For
further information on other EEW systems which currently do not have any integrated capabilities to broadcast
EEW notifications by cellular networks, see [Ref 101], [Ref 103] for Mexico's SASMEX, [Ref 105] for China's EEW
in the Wenchuan area, [Ref 106] for the national EEW system being developed for Taiwan, and [Ref 104] for
Turkey's IERREWS.
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5.2 Japan ETWS

Of all the EEW systems currently deployed and operational around the world, Japan's Earthquake and Tsunami
Warning Service (ETWS) [Ref 3] or BREHhE#ESR is the only EEW service which integrates mass EEW
notification distribution through commercial ceIIuIar networks. The Japan Meteorological Agency (JMA) is
responsible for the EEW system and issues two different types of alerts [Ref 102]. These two alerts are known as
the primary notification and the secondary notification. The primary notification automatically issues alerts via
television and cell phones shortly after the first, less harmful, earthquake shock wave is detected, providing time
for many people to prepare for the more powerful shock wave that follows. The public warning intended for
distribution to the general public is issued for earthquakes and tsunamis of an intensity defined by the JMA. The
public alerts are broadcast by commercial television and radio stations, cellular networks and to municipalities —
some who use public loudspeaker systems to announce EEW messages.

Upon detection of a P-wave from any two or more seismometers installed throughout Japan (total of 4,235 as of 1
April 2010), the JMA automatically analyzes and predicts the rough area of the earthquake's epicenter. These
rough predictions allow JMA to warn people in affected prefectures if strong shaking is expected. After receiving a
warning, a person may have a few seconds or in some cases, a minute or more to take action. However, areas
near the epicenter may experience strong tremors before any warning.

There is an official connection between Japan's EEW system and the current Japanese cellular operators. When
an earthquake is detected with an intensity that the JMA decides a public warning is needed, the JMA will issue
an EEW natification which is sent by the cellular network as a primary ETWS notification [Ref 3]. This primary
notification is broadcast via the cellular infrastructure in the affected area within 4-10 seconds of being received
by the cellular network. It has very limited contents, merely indicating the imminent arrival of earthquake tremors,
tsunami waves or both. This primary notification is intended to inform the user to take actions appropriate to their
immediate situation and is based on public training, exercises, and education on earthquake and tsunami
preparedness. The secondary notification can convey larger amounts of information or data for such purposes as
what to do, where to get help, maps of evacuation routes, food distribution schedules, etc. [Ref 3]. The secondary
notification does not have as strict delivery latency requirement as for the primary.

The JMA has two Earthquake Early Warning schemes. One is for the National Meteorological and Hydrological
Services and the other is for the general public.

RC Solution Co. has developed an iPhone application for Japan named "Yurekuru Call for iPhone" to receive
EEW, which is distributed on the Apple App Store for free; the application is now also available for Android.
Notification of an EEW using this application might be delayed or blocked if communication lines are congested
[Ref 115].

The following diagram from [Ref 108] shows the flow of an earthquake early warning in the Japanese system:

- ’ m@ D)
Earthquake! Seismometer JMA TV,radlo.etc
Detection of primary Issuance of EEW Provision to the public
seismic wave by JMA through
by a seismometer broadcast media

Figure 5.2 — Japanese Earthquake Warning Flow
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The following figure from [Ref 109] shows how the Japanese Earthquake Early Warning system provides advance
announcement of the estimated seismic intensities and expected arrival time of principal motion.
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Figure 5.3 — Japanese Earthquake Early Warning System Advance Announcement

A selected bibliography on Japan ETWS is provided in Annex B.

6 ATIS Understanding & Assumptions of EEWS

6.1 Basic EEW System Service Model

There are four essential system components that are identified in EEW systems in use or planned around the
world and apply equally to potential ANSS.

The Sensor Network — A network of sensors that are strategically placed near or around earth fault lines
to measure and report any earth movement or tremors. These sensors feed their measurements to a
central location for monitoring and evaluation.

The Automated Decision Making Framework — As explained in [Ref 100] and [Ref 111], this automated
decision framework monitors the sensor network and based on various models will decide whether an
earthquake of sufficient magnitude or intensity is occurring that should be reported through one or more
dissemination channels. Telecommunications systems reliably transmit real-time intensity data from the
sensor network to the Automated Decision Making Framework locations with minimal latency (delay).
Computer algorithms analyze seismic and geodetic data to rapidly detect earthquakes, reject non-
earthquake signals, determine earthquake characteristics, and estimate resulting ground motions.
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Decision algorithms evaluate and manage these results. This intensity level may be used to select the
dissemination means for which the EEW natification should be sent. The automated decision making
framework will also predict the extent and range of the earthquake forces and may indicate this area to
the dissemination means. For the purpose of this feasibility study, only public warning through cellular
systems is considered.

e The Dissemination Channel — The mechanism used to distribute the EEW notification received from the
Automated Decision Making Framework to the geographic target area. The information sent is
appropriate for cellular network distribution. Earthquake early warning is possible only when EEW
notifications can be sent through communication systems ahead of the seismic waves.

e The Recipient — The recipient of the EEW notification, and is expected to take appropriate action based
on the local situation. This recipient is a cellular subscriber in this feasibility study.

The California EEWS standards are identified in Annex C.

6.2 Assumptions

The following assumptions provide the basis for the remaining clauses of this feasibility study; namely the
recommended architecture and the determination of notification dissemination technologies not feasible for an
EEW system. The parking lot of open issues is contained in Annex D.

[A100] It is assumed that the cellular network EEW notification dissemination considered in this feasibility
study will only focus on warning broadcasts — one of the simple procedure and low action cost
application defined in [Ref 100]. An EEW Notification is the notification broadcast by the CMSP
network to cell phones in a specified geographic area following receipt of an indication from the
Automated Decision Making Framework that an EEW Notification should be broadcast. An EEW
Notification contains limited information (indication of imminent danger using a standard display of a
short earthquake warning message which is pre-configured in the cell phone, equivalent to the
Primary Notification in the ETWS standards).

[A200] This feasibility study only applies to the dissemination of EEW notifications through the cellular
network. The following elements are outside the scope of this feasibility study (and are assumed to
be in scope of the EEWS):

e Completion of the sensor network used to detect earthquake activity in the target areas (see
also [A1600] below].

e The automated decision making framework [Ref 100] which analyzes the sensor input and
decides whether an earthquake is occurring and predicts the affected areas. Itis assumed
that the definition of the geographic area within which EEW notifications are to be distributed
is determined by the automated decision making framework.

e The automated or manual decision to disseminate any additional or supplemental EEW or
other related public safety notifications.

[A300] Itis assumed that there will be a distinctive alert tone and cadence used by the cellular phone when
it receives an EEW notification that will apply to all ANSS deployments.

NOTE: [Ref 112] states EEWS alert tones will be standardized to ensure consistent messaging and to
help establish these warnings as a valuable public resource. CalOES and other governmental
stakeholders will seek input to ensure that CEEWS alert tones are consistent with other hazards
warnings. EEWS alert tones shall be used only to accompany timely and specific information about
impending ground motions from an earthquake. Information that is not timely (i.e., reasonably assured
to arrive after the onset of shaking) or specific to the recipient of the warning (i.e., general earthquake
information or information reasonably expected to be inaccurate at the user’s location) shall not be
announced using EEWS alert tones.

[A400] It is expected that the recommended approach described in this study, while applying initially to
EEWS, will apply without modification to any other time-sensitive earthquake early warning service
that may be deployed in the United States and its territories and uses a cellular network for
notification dissemination. ATIS needs to be involved in the development of a strategy and roadmap
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to extend EEW to the other regions of the United States [Ref 111]. This should cover both new and
existing ANSS.

In order to maximize the likelihood of cell phones receiving the EEW notification, it is expected that
an EEW notification will be periodically re-broadcast at a specified re-transmission period for a
specified duration per CMSP policies. Such retransmission durations are expected to be short as
the arrival of the S-wave will occur within seconds to minutes.

It is expected that EEW notification dissemination will only take place over LTE networks. Legacy
2G and 3G networks as well as non-cellular (e.g., Wi-Fi) networks are out of scope.

It is assumed that the delivery of the EEW notification to the wireless operators will be standardized
by ATIS.

It is assumed the broadcast of the notification of earthquake events will occur in a timely manner,
typically within 20 seconds after the EEW notification (sent by the Earthquake Alert Center) is
received by the CMSP.

It is assumed that only one EEW notification will be broadcast to the alert area associated with a
single earthquake occurrence meeting the criteria for sending an EEW.

It is assumed that at any given time for any given area, there will be only one EEW notification being
broadcast by the CMSP network irrespective of the number of notifications from the Earthquake
Alert Center for a given area.

It is assumed that the specified alert area will be a circle specified by the estimated surface location
of the epicenter and an associated radius where the EEW notification should be broadcast.

It is assumed that the EEW natification described in this feasibility study is only provided for cell
phones with a valid cellular subscription.

It is assumed that cellular phones which receive multiple EEW notifications within a time period set
by operator policy will only indicate the first EEW notification received and processed to the user
and ignore subsequent EEW notifications within this time period.

It is assumed that existing security principles within the cellular network are applicable to EEW.

It is assumed that the EEW notifications will not be received and presented on the EEW-enabled
cell phone when that cell phone is being used for a voice call.

NOTE: WEA alerts have the same behavior.

It is assumed that there will be a dense network of sensors to ensure that there are enough of them
near all possible earthquake sources. Such a dense network can reduce the area near the epicenter
for which reliable warning is not possible because the earthquake source is too close for an EEW
notification to outpace the seismic waves.

NOTE: The sensors, currently operated by the West Coast ANSS seismic networks, are not sufficiently
dense in all areas to accomplish EEW without unacceptable delays; therefore, new stations must be
added and existing stations must be upgraded to achieve station density needed for EEW [Ref 111].

It is assumed that existing cell phones will not be capable of receiving EEW notifications.

It is assumed that the large-scale architecture of a West Coast system calls for Earthquake Alert
Centers at the three existing Advanced National Seismic System (ANSS) “Tier 1" regional network
centers in northern California, southern California, and Seattle [Ref 111].

It is assumed that data and message formats will be standardized throughout the system, especially
the interface and protocol between the Earthquake Alert Center(s) and the CMSP infrastructure.

It is assumed ATIS will collaborate in the development of standards for the maximum allowable
telemetry latency and minimum quality of service for data sources so an end-to-end latency budget
can be determined, as well as defining the end-user perspective for an EEWS.

It is assumed that EEW information is highly uncertain and provides only a limited amount of
warning time [Ref 100]. The lead time before seismic waves arrive at a site may range from a few
seconds to a minute or so, corresponding to the time at which the strong shaking arrives at a site
t(arr) and current time t, i.e., T(lead) = t(arr) —t.
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7 ATIS Recommended Overall End-to-End Architecture

This clause provides a high level architecture view of a new Earthquake Early Warning System (EEWS) for
earthquake warning notifications. This clause also provides, as background information, an overview of the
existing system that handles the Wireless Emergency Alerts (WEA) that is used for less time-sensitive alerts.

7.1 Proposed Architecture for Earthquake Early Warning System (EEWS)

ATIS proposes a new Earthquake Early Warning System (EEWS) for the distribution of earthquake notifications
as shown in Figure 7.1. This architecture uses broadcast capabilities in the cellular network. Broadcast has the
potential to reach millions of users in seconds to minutes in an inherently geo-targeted fashion, whereas trying to
reach the same number of users via traditional SMS would swamp the network, slowing the delivery of messages
to a crawl.

(%

2 X
\

Earthquake Mert
Center

Cellular Mobile
Service Provider (CMSP)
Network

between 5 and 30 seconds J

Figure 7.1 —Earthquake Early Warning System (EEWS)

This system enables the notification of earthquake events in a timely manner, typically within 20 seconds after
receipt of the EEW notification by the CMSP.

Characteristics of this system will be detailed in clause 8.

7.2 Wireless Emergency Alert (WEA)

WEA system is an existing and deployed system that allows authorities to send Wireless Emergency Alerts
(WEA) using Commercial Mobile Service Providers (CMSP) networks. An architecture view of a WEA system is
shown in Figure 7.2.
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Figure 7.2 — Wireless Emergency Alerts (WEA) System

While WEA is designed to provide imminent threat alerts, this system is not designed for nor can be modified to
handle time-sensitive alerts. For example, an EEWS must support a delivery requirement within 20 seconds from
receipt of the EEW notification, which is beyond the ability of WEA. WEA is appropriate for less time-sensitive
alerts providing authorized alerting authorities a means to provide information to citizens. For more information
about sending WEA alert messages, see the FEMA Alert Origination Service Providers web page located at
https://www.fema.gov/alert-origination-service-providers.

WEA supports three types of alerts:
e Presidential Alerts during a national emergency.
e Extreme weather and other threatening emergencies in your area.
e AMBER Alerts.

In addition, a recent FCC Communications Security, Reliability, and Interoperability Committee (CSRIC) report
[Ref 2] recommended that WEA may be used to provide Emergency Government Information related to an
imminent threat alert, such as shelter locations, etc.

8 ATIS Recommended Solution

This clause describes a high level overview of the EEWS solution as used in California. Since ShakeAlert is a
distributed system with several interconnected components [Ref 111], the solution identified is expandable to
other ANSS (e.g., Oregon, Washington, Alaska, etc.) that may deploy an EEWS.

The ATIS-proposed EEWS solution enables the ability of the cellular network to disseminate Earthquake Early
Warning (EEW) notifications to EEW-enabled cell phones within the affected area within 20 seconds after the
EEW notification is received by the Commercial Mobile Service Provider (CMSP) from the authorized EEWS
Notification Entity (which is referred to as Earthquake Alert Center in this clause). In order to meet these time-
sensitive requirements, the proposed solution assumes the re-use of existing capabilities on the LTE broadcast
channel similar to the methods described in Annex A.
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Only one EEW notification will be broadcast within the alert area associated with a single earthquake occurrence
meeting the criteria for sending an EEW notification. At any given time for any given area, there will be only one
EEW notification broadcast by the CMSP network.

Because of the time-sensitive nature of these EEW notifications, the EEW-enabled cell phones will receive this
notification as quickly as technically feasible. However, given the nature of wireless networks and radio
propagation, there is no guarantee that a cell phone will receive the EEW notification in a timely manner, and in
some cases may not receive the EEW notification at all. Since all cell phones may not receive the initial broadcast
of the EEW notification'’, the EEW notification will be broadcast by the CMSP network in the alert area for a
maximum time limit with very small intervals between the repeated broadcasts; the maximum time limit for these
rebroadcasts is recommended to be short since the ground shaking will arrive very shortly after the EEW
notification. The CMSP infrastructure will broadcast the EEW notification to the EEW-enabled cell phones in the
alert area using broadcast techniques which are compatible with the LTE based network and cell phones.

The figure below illustrates these points at a conceptual level:

Cell Phone
=
Earthquake Alert Earthquake Early Waming
Center Notification CMSP Earthquake Early Warning Cell Phone
Notification
L
Cell Phone
Other Earthquake Early
Earthquake Early Warning Notification Warming Notification Systems

Figure 8.1 — Earthquake Early Warning Notification

For discussion purposes, the EEWS Notification Entity, including the seismograph network, is specified as the
“Earthquake Alert Center” in this diagram. When the “Earthquake Alert Center” detects an earthquake event and,
according to EEWS policy, decides to issue an earthquake early warning notification to wireless cell phones, the
“Earthquake Alert Center” sends participating CMSPs an EEW natification recuest which contains the associated
alert area. ShakeAlert assumes the notification between the Earthquake Alert Center and the CMSP are
distributed as XML messages that are updated at least once per second as the earthquake occurs [Ref 111].
However, the significance of this “updated at least once per second” and implications to the CMSP is for further
study during the standards process.

It is assumed that the specified alert area will be a circle specified by the estimated surface location of the
epicenter and an associated radius where the EEW notification should be broadcast. The CMSP infrastructure will
use the specified alert area provided by the “Earthquake Alert Center” to identify cell sites within the CMSP
network that will enable the broadcast of the EEW notification to the best approximation of the specified alert

7 Examples of when the cell phone may not receive the initial broadcast of the Earthquake Early Warning Notification could

be because the cell phone has entered the alert area after the initial broadcast, the cell phone was powered on only after the
initial broadcast, or the cell phone is temporarily out of cellular coverage (e.g., in an elevator, in a basement).
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area. Note that due to cell network topology, cell site geography, and RF characteristics, the EEW natification will
only approximate the specified alert area.

When determining the broadcast area of the EEW natification, the CMSP infrastructure will identify a set of cell
sites which, based on cell topology and other factors, deem to be the best approximation of the specified alert
area. The broadcast area is dependent on the location of the cell sites and the radio parameters and
characteristics of each cell site. Since cell site locations and radio parameters vary by CMSP, the best
approximation of the broadcast area for the EEW notification will vary by CMSP.

The CMSP infrastructure will broadcast the EEW notification from the cell sites in the broadcast area using a
broadcast capability compatible with LTE networks. Due to the time sensitive nature of the EEW notifications,
these EEW notifications will be broadcast on radio channels which are constantly monitored by the cell phones
(e.g., radio control channels), as opposed to using SMS or “Apps” which will have delays in delivery.

The EEW-capable cell phones will receive and present to the cell phone user the EEW notification. The
presentation of the EEW notification is recommended to include a standardized special alert tone, a special
vibration cadence, and a standard display of a short earthquake warning message which is pre-configured in the
cell phone.

Since the cell phone may not receive the initial broadcast of the EEW notification (see footnote #17), the CMSP
infrastructure repeatedly broadcasts the EEW notification for a CMSP configured time limit (seconds to perhaps a
minute or so) with CMSP configured small time interval between the repeated broadcasts.

9 Technologies Not Feasible for EEWS

Several technologies were evaluated for the ATIS recommended solution described in clause 8. This clause
identifies these other technologies and describes why they are not recommended as a solution for EEWS.

9.1 Short Message Service (SMS)

The wireless industry and the FCC Commercial Mobile Service Alert Advisory Committee (CMSAAC) have
evaluated the feasibility of using SMS for authority-to-citizen emergency alerting. The following are the main
reasons why SMS is not suitable for any type of emergency alerting including the California Earthquake Early
Warning System notifications:

a. SMS is not designed for critical real-time authority-to-citizen emergency alerting purposes.

b. SMS is a store-and-forward service which can delay the delivery of the SMS message by minutes or even
hours.

c. SMS is a point-to-point technology instead of a broadcast technology. Point-to-point technologies can
experience significant delivery delays when attempting to deliver messages to a large number of
recipients in a short period of time. Also, SMS based notifications could put a significant load on the
CMSP’s network when a large number of users are receiving notifications during an earthquake. This
load comes at a time when the CMSP network must be available to those in need.

d. SMS messages are addressed to phone numbers and not to users within a specific alert area.

e. SMS messages are not delivered to a particular location or are not based on a cell phone’s location. SMS
cannot determine which cell phones are within a specific alert area. The initiator of the SMS alert
message does not know which cell phones are within the alert area. The SMS alert initiation systems
could only know about telephone numbers that were provided at subscription time into the SMS alert
initiation system. Consequently, the following will occur:

i. Users who are subscribed to this SMS alert message system will receive the SMS alert
messages even when they are outside the alert area including being in other states and other
countries.

. Roamers from other parts of California, other states, or other countries would not be known by
the SMS alert initiation systems, and thus, such roamers would not receive the SMS alert.
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f. SMS does not have security protections and can be easily spoofed by individuals who wish to cause
public disruption due to false earthquake alert messages.

g. SMS has no prioritization mechanisms. The earthquake warning SMS alert messages would be queued
with all other types of SMS messages.

h. If the cell phone received an SMS based earthquake warning message, it would be stored in the cell
phone message queue with the other received SMS messages.

i. SMS messages can only be received by the users who have a subscription to a SMS message or text
messaging service from their wireless operator.

9.2 OTT Smartphone Apps

The Technical Implementation Plan for the ShakeAlert Production System—An Earthquake Early Warning
System for the West Coast of the United States [Ref 111] suggests development of a smartphone app to receive
EEW messages on multiple platforms. The use of over-the-top (OTT) smartphone apps is not considered to be
suitable for an Earthquake Early Warning System for the following reasons:

a. The server generating the alert message to the smartphone apps does not know which smartphones are
within the specified alert area. As a result, the server has to send the natification to every smartphone
registered with that specific app regardless of whether or not the smartphone is within the alert area.
Delivery of alert messages to smartphones within the alert area could be delayed while the alert message
is being delivered to smartphones which happen to be outside of the alert area.

b. The connection between the server generating the alert message and the smartphone is not a broadcast
technology. Point-to-point technologies can experience significant delivery delays.

c. If the smartphone apps use a “push” model for the retrieval of the alert information, the smartphone app
may need to first receive an SMS message to instruct the smartphone app to then retrieve the alert
message from the server. This method could have significant delays in delivery of the earthquake alert
message because (1) a two-step method is required and (2) the inherent delays from SMS messages
(see clause 9.1).

d. If the smartphone apps use a “pull” model for the retrieval of the alert information, the smartphone apps
would need to periodically connect with the server to see if there are any alerts. The reception of the
earthquake alerts would be delayed by the length of time between the periodic connections and by the
time required to establish the periodic connection with the server.

e. If the smartphone app does receive an earthquake alert message, the smartphone app would need to
determine whether or not the cell phone is within the specified alert area. If the cell phone user has
turned-off location services for privacy or battery saving purposes, the smartphone app may not be able
to determine its current location.

f.  If the smartphone app approach is used, only those smartphones which have previously installed the app
would be able to receive the alert messages. Roamers from other states or other countries probably
would not have a smartphone app for earthquake notifications.

g. The smartphone subscriber must have a data services subscription with their wireless operator in order
for the smartphone apps to receive alert notifications via the wireless operator’s cellular network.

h. The smartphone app approach has economic and technical complexity implications for consumers, which
will limit the consumer penetration of the smartphone app approach.

9.3 IPAWS/EAS/WEA

The Integrated Public Alert and Warning System (IPAWS) is an integration of the nation’s alert and warning
infrastructure. Emergency Alert System (EAS) and Wireless Emergency Alerts (WEA) are components of IPAWS.
EAS is used to send emergency alerts to radio and television broadcasters. WEA is used to send emergency
alerts to cell phones. IPAWS alert messages are processed in the FEMA Emergency Operations Center in Mount
Weather, Virginia and then distributed to the appropriate radio and television broadcasters for EAS messages and
the appropriate wireless operators for WEA alerts.
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The Technical Implementation Plan for the ShakeAlert Production System—An Earthquake Early Warning
System for the West Coast of the United States [Ref 111] suggests the USGS will become an “alert authority” for
the IPAWS system and EEW developers will participate in the IPAWS development process to ensure that
operators of these systems consider the low latency requirements of earthquake early warning notification in their
planning. However, the end-to-end latency in IPAWS over cellular networks includes delivery of the alert to the
CMSP and the latency within the cellular network. The USGS and ATIS must collaborate to understand the
limitations and latencies in the IPAWS/WEA system.

While the FCC rules do not specify a time for CMSPs to broadcast WEA alerts once received from the FEMA
IPAWS, WEA typically receives and broadcasts alerts within several (up to ten) minutes. FCC rules for EAS
specify that an alert other than a Presidential alert should be broadcast by primary stations within 15 minutes.

Given these delays, WEA is not suitable for the earthquake early warning notifications generated at the detection
of the p-waves. However, WEA is the best mechanism for the delivery of subsequent earthquake alert messages
(i.e., after the primary notification is sent via some other means). Subsequent earthquake messages could include
information pertaining to estimated ground shaking, expected warning time, and associated uncertainties [Ref
112] and may also include other information as recommended by the CEEWS Education Committee.

Further study and standardization is required to determine how other types of EEWS messages defined in [Ref
112] would be integrated into EEW or WEA; specifically, automated cancellation of an alert, weekly/monthly tests,
and manually generated operator update messages, as well as effective alert messages to meet the needs of
specialized audiences (non-English speakers or persons with specialized needs). Any use of WEA for EEWS
messages must conform to FCC rules.

9.4 Mass Notification Auto Dialer Systems

There are several commercial products on the market which are mass natification systems via auto dialers.
Some of these products have been deployed in various California counties for emergency alerting especially for
wildfire conditions. Such mass notification systems are not suitable for the California earthquake early warning
alerts messages for the following reasons:

a. The earthquake notifications are inherently delayed because of having to wait for the user to answer the
ringing cell phone and to listen to the audio message.

b. Regardless if the auto dialer is calling a landline or cell phone, the networks can only support a limited
number of simultaneous voice calls. When that limit is exceeded, any subsequent mass notification calls
will either be directed to voice mail or will receive a busy signal. In either case, the alert message is not
delivered to the user in a timely manner.

c. The mass notification systems do not know which cell phones are within the alert area. The mass
notification systems only know about telephone numbers that were provided at subscription time into the
system. Consequently, cell phone subscribers within the alert area may not receive the alert and roamers
from other parts of California, other states, or other countries would not be known by the mass natification
systems.

d. At subscriber time, the user may have provided a primary address for their cell phone but the user and
their cell phone may not be at that address when the mass notification alert is sent. For example, the user
may be at work or traveling.

Mass natification systems have the potential to severely impact both wireline and wireless telecommunications
services including blocking emergency calls to 9-1-1. The ATIS specification ATIS-0300105 [Ref 4] provides
additional information about auto dialer systems and how they can avoid adverse impacts to the
telecommunications network.

9.5 Legacy Cellular Networks

The second generation (2G) wireless networks and the third generation (3G) wireless networks are considered to
be legacy networks and will eventually be replaced by fourth generation (4G) or beyond wireless networks. The
design and capabilities of 2G and 3G wireless networks do not provide the functionality required to support the
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dissemination of earthquake early notification message within the required short time interval. Standardization,
development and deployment efforts would be required for the 2G and 3G networks. However, the wireless
industry standardization and development efforts are concentrated on the 4G and beyond wireless networks and
devices.

Specifically, the ATIS recommended solution requires standardization efforts and modifications to cell phones in
order to receive the earthquake early warning natification. While there are some 3G cell phones are still available
on the market, there are no efforts to develop new 3G cell phones with enhanced functionality.

If the existing legacy cell phones are WEA capable, such cell phones would be able to receive the subsequent
WEA based earthquake alert messages but would not receive the initial earthquake early warning notification.

10 Timelines

Deployed cellular networks and handsets (at the time of this study) do not support EEW capabilities. The
recommended architecture and solution must be standardized, planned, developed, tested, and deployed prior to
supporting EEW.

It is estimated that it will take about 3-4 years to fully deploy EEW capabilities in wireless networks and begin
introducing cell phones which support EEW alerting. This duration starts once the deployment plan and budget for
the sensor network and automated decision making framework of the EEW system has been approved. Using
the approach of normal market driven cell phone replacement cycles for providing the penetration of EEW
capable cell phones among consumers, it estimated that it will take an additional 2-3 years for EEW capable cell
phones to represent 80% or more of all cell phones in use.

Further approximate development and implementation phasing is as follows:
e Standards development.

o After the standards have been developed and an EEW plan and budget for a sensor network and the
automated decision making framework have been approved, network product development, cell phone
product development, and network deployment planning can begin:

0 Core network element and radio base station product development.

0 Cell phone chipset development.

0 Cell phone development (using developed chipsets).
¢ Near the end of development, increasing levels of testing can begin:

0 Lab testing.

0 System testing including test interfaces to an automated decision making framework.
e After testing, operating network deployment and cell phone rollout can begin:

0 System integration testing with the deployed automated decision making framework.

o Initial EEW capable cell phone rollout to marketplace.

0 Consumer adoption via normal market behavior.

11 Conclusions & Recommendations

As a conclusion to this study, ATIS determined that a cellular wireless broadcast EEW notification is a viable
concept designed within the constraints and limitations of the cellular wireless networks. This study describes a
proposed architecture for the EEW system for the distribution of time sensitive EEW notifications using
capabilities on the LTE broadcast channel. This architecture uses broadcast capabilities in the cellular network.
Broadcast has the potential to reach millions of users in seconds to minutes in an inherently geo-targeted fashion,
whereas trying to reach the same number of users via traditional SMS or push data services (“apps”) would
swamp the network, slowing the delivery of EEW notifications to a crawl.
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ATIS is confident that North American standards can be specified to enable LTE cellular network broadcast of
EEW notifications originated by an earthquake alert center. 3G networks have technology limitations and are
infeasible for supporting EEW notifications.

In the course of this study, ATIS also evaluated other technologies and determined they are not feasible to meet
EEW notification requirements. For example, Wireless Emergency Alerts (WEA) is designed to provide imminent
threat alerts, however the WEA system is not designed for or capable of distributing time-sensitive EEW
notifications. An EEW system must support a time-sensitive delivery requirement that is beyond the ability of
WEA, where delivery time may be measured in minutes. WEA is appropriate for less-time sensitive alerts
providing authorized alerting authorities a means to provide information to citizens, for example in the aftermath of
an earthquake. The U.S. Geological Survey (USGS) and ATIS must collaborate to understand the limitations and
latencies in the IPAWS/WEA system.

Upon agreement to proceed into the standardization phase by all stakeholders, the proposed ATIS standards will
specify all the relevant interfaces and protocols for an end-to-end system starting from the earthquake alert center
all the way to broadcast to the cell phone that will notify the users of an imminent earthquake. It is recommended
ATIS standardize cellular network aspects of system security and engineering, alert messages and distribution,
and overall system performance for the EEWS. The EEWS solution proposed by ATIS will take several years to
develop and deploy, starting with developing the new ATIS standards, updating cellular operators’ networks,
designing new cell phones that can receive EEW noatifications, educating the public on the new service, and
deploying the interfaces to the earthquake alert center. To that end, close collaboration between USGS, CISN,
ATIS, cellular network operators, and other relevant parties will be required to ensure a successful and timely
standardization, planning, development, testing, and deployment of an EEW system. ATIS should be involved in
the development of ANSS and CEEWS standards to identify impacts to the CMSP and EEWS. It is also assumed
ATIS will collaborate in the development of standards for the maximum allowable telemetry latency and minimum
quality of service for data sources so an end-to-end latency budget can be determined, as well as defining the
end-user perspective for an EEWS. There are public education and public outreach activities that must
accompany these efforts.

Based on the conclusions of this study, the following are recommendations for the Earthquake Early Warning
Notifications via cell phones:

1. Close collaboration is required between the USGS, CISN, ATIS, cellular network operators, and other
relevant parties to ensure a successful and timely standardization, planning, development, testing, and
deployment of an EEW system.

2. The West Coast ANSS seismic networks must be completed in coordination with the development and
deployment of the EEWS.

3. ATIS should standardize the cellular network aspects of system security and engineering, alert messages
and distribution, and overall system performance for the EEWS.

4. ATIS should be involved in the development of ANSS and CEEWS standards to identify impacts to the
CMSP and EEWS.

5. ATIS should provide CalOES and other governmental stakeholders input to ensure that EEWS alert tones
are consistent with other hazards warnings, and standardize the alert tones as part of the ATIS standards
process.

6. The USGS, CISN, and ATIS must collaborate to understand the limitations and latencies both in cellular
networks and in the IPAWS/WEA system.

Deployed cellular networks and cell phones (at the time of this study) do not support EEW capabilities. The
recommended architecture and solution must be standardized, developed, tested, and deployed prior to
supporting EEW. 1t is assumed ATIS will collaborate in the development of standards for the maximum allowable
telemetry latency and minimum quality of service for data sources so an end-to-end latency budget can be
determined, as well as defining the end-user perspective for an EEWS.

It is estimated that it will take a minimum of 3-4 years to complete standards and fully deploy EEW capabilities in
wireless networks, and begin introducing new cell phones which support EEW alerting. This duration starts once
the deployment plan and budget for the sensor network and automated decision making framework of the EEW
system has been approved.
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Accordingly, all stakeholders should understand that it will be approximately 5-7 years from the date of this report,
assuming its recommended actions are implemented immediately, before a substantial number of cellular network

users (e.g., > 25%) will have EEW capabilities in their devices. Consumer adoption of EEWS will be via normal
market behavior.

Using the approach of normal market driven cell phone replacement cycles for providing the penetration of EEW
capable cell phones among consumers, it is estimated it will take an additional 2-3 years for EEW capable cell
phones to represent 80% or more of all cell phones in use.
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Annex A: Overview of 3GPP ETWS Functionality

(informative)

General Background

3GPP TS 23.041 [Ref 1] has specified a warning message distribution platform based on the Cell Broadcast
Service (CBS) as Public Warning System (PWS). PWS Rel-8 included the Earthquake and Tsunami Warning
System (ETWS) for Japan; PWS Rel-9 added the U.S. Commercial Mobile Alert System (CMAS). EU-Alert for the
European Union started in PWS Rel-10. PWS Rel-11 includes both EU-ALERT and Korea Public Alerting System
(KPAS).

The following describes how PWS works taking ETWS as an example. The architecture of PWS is depicted in
Figure A.1.

MME H—
4 eNB

Figure A.1 — PWS Architecture

In the PWS architecture, the Cell Broadcast Center (CBC) is connected to Cell Broadcast Entity (CBE) and the
CBE receives the warning message from an external source.
3GPP PWS ETWS

Once the warning information is delivered to the CBC, the broadcast is activated using the CBS platform. As
illustrated in Figure A.2, there are two types of ETWS warning messages:

1. Primary Notification, which contains an indication of imminent danger.

2. Secondary Notification, which contains more detailed data in text format.

‘ Receive Beep, pop-up message
g ’ Warning \
S, ) In dsec , — \ Seconds later Earthquake
Detect e Primary — o
Earthquake Notification Detailed Data
~J “Authority A —

Figure A.2 — ETWS Architecture
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In ETWS, the Primary Notification contains only the ‘Warning Type’ such as ‘earthquake’ and ‘tsunami’. The
Primary Notification may be followed by the Secondary Notification with further information such as seismic
intensity, epicenter, etc.

In GSM/UMTS, the Primary Notification is contained in the RRC Paging Request message. The Secondary
Notification is sent as a CBS message. In LTE, the Paging Request triggers the cell phone to receive the Primary
Notification and Secondary Notification in the System Information Blocks (SIB10 for Primary and SIB11 for
Secondary).

Primary Noatification is sent for a short duration of time at a rapid frequency. For this reason, a CBS message
(which cannot be repeated within 2 seconds in GSM/UMTS) is not used for this purpose in GSM/UMTS. Instead,
the Primary Notification is sent in the Paging Request continuously for a period of time. Once the Paging is
completed, the DRX mode of operation is enabled for the cell phone to receive the Secondary Notification. In
LTE, the Primary Notification is sent using SIB10 for a short duration of time at a frequency (it can be as small as
80ms) and Secondary Notification is sent using SIB11 for a longer duration of time with a difference frequency (it
can be as long as 5.12 sec).

The message flow for ETWS distribution in UMTS is shown in Figure A.3.
Primary
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Emergency System Information Change _
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Notificatio
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Figure A.3 - UMTS ETWS Message Flow
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The message flow for ETWS distribution in LTE is shown in Figure A.4.
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Figure A.4 —LTE ETWS Message Flow

There has been some indication that the ETWS system deployed by NTT DoCoMo may have some unique
characteristics that could make it different, but possibly compatible, with that of 3GPP PWS. These changes may
be due to the fact that synchronization among the CBCs is very challenging in order to achieve 4 seconds
distribution of the Primary Notification. One potential approach could be for the CBCs to immediately blast the
warning message without checking or storing it. Figure A.5 shows NTT DoCoMo’s broadcast method [Ref 116].
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Figure A.5 - NTT DoCoMo Broadcast

PLMN: Public Land Mobile Network

27



ATIS-0700020

Annex B: Selected Bibliography on Japan ETWS

(informative)

This bibliography provides selected sources providing additional background information and detail on ETWS
(Japan's EEW system.)

3GPP TS 23.041, 3rd Generation Partnership Project; Technical Specification Group Terminals;
Technical realization of Cell Broadcast Service (CBS).

3GPP TS 22.268, 3rd Generation Partnership Project; Technical Specification Group Services and
System Aspects; Public Warning System (PWS) Requirements.

Allen, Gasparini, Kamigiachi, and Bose, "The Status of Earthquake Early Warning around the World: An
introductory overview", Seismological Research Letters 80:5, 682-963.

Ishiwatari, "Tsunami and Earthquake Warning Systems", 2012 World Bank Knowledge Note 2-5.

Yamasaki, "What We Can Learn from Japan's Earthquake Warning Service", 2011.
https://sites.sas.upenn.edu/sites/default/files/momentum/files/yamasaki.pdf.
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Annex C: California EEWS Standards

(informative)

The CEEWS Steering Committee Technical Standards Committee recommends standards to focus in six areas
[Ref 112]:

(1) Instrumentation and input data formats,
(2) System security and engineering,

(3) Earthquake early warning algorithms,
(4) Alert messages and distribution,

(5) Overall system performance, and

(6) Affiliated operator perspective.

The Technical Standards Committee recommends System Security and Engineering standards should address:

a) Federal Standards for computer and networking system security.

b) Software coding, testing, and certification.

¢) Testing of algorithms and maintenance of results in a database for future troubleshooting.

d) Components that will provide ongoing monitoring of performance.

e) Methods and tools needed to evaluate performance into the ANSS Quake Monitoring System (AQMS).

f) Use of datasets of historic waveforms to test newly developed code.

g) Use of synthetic waveforms to test newly developed code to test for very large events that are not
available in existing datasets.

h) Command and control of seismic sensors needed for robust operations.

The Technical Standards Committee also recommends CEEWS technical performance standards for alert
message and distribution should include:

a) Length, content, and means of delivering messages.

b) Minimum likelihood threshold for issuing a public alert.

¢) Maximum acceptable latency to distribute alert messages.

d) Message format standards for EAS or social media alert messages.

Applicability of the above to cellular EEW is for further study.

The Technical Standards Committee also recommends CEEWS technical performance standards for overall
system performance should include:

a) End-user perspective for public CEEWS.

b) Expected performance matrix.

c) Total system latency.

d) Expected total system uptime.

e) Communication of uncertainty in the predicted ground motion.

f)  Variability of end user locations (including distributed facilities and mobile users).

ANSS standards governing the design, operation, and performance of CEEWS are required to ensure a robust
system that is optimized to meet end user requirements. As part of the Advanced National Seismic System
(ANSS), CEEWS will need to conform to existing national standards for management, system performance, data
quality and completeness, sharing seismic data, and validation of methods for the creation and distribution of
public earthquake information.

It is recommended ATIS standardize cellular network aspects of the system security and engineering, alert
messages and distribution, and overall system performance standards development for the CEEWS.
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Annex D: Parking Lot of Open Issues

(informative)

The following is the parking lot of open issues that need further investigation and analysis and will be addressed
during the standards development phase:

[1100]

[i200]

[i300]

[1400]

[500]

[1600]

[i700]

Related to assumption [A300] — Will the tone and cadence for an EEW notification need to be
distinct from the WEA alert tone and cadence? It is assumed yes, however CalOES and other
governmental stakeholders will seek input to ensure that EEWS alert tones are consistent with other
hazards warnings. This will be determined during the standards development phase.

NOTE: [Ref 112] states EEWS alert tones will be standardized to ensure consistent messaging and to
help establish these warnings as a valuable public resource. CalOES and other governmental
stakeholders will seek input to ensure that CEEWS alert tones are consistent with other hazards
warnings. EEWS alert tones shall be used only to accompany timely and specific information about
impending ground motions from an earthquake. Information that is not timely (i.e., reasonably assured
to arrive after the onset of shaking) or specific to the recipient of the warning (i.e., general earthquake
information or information reasonably expected to be inaccurate at the user’s location) shall not be
announced using EEWS alert tones.

There is a need to develop an end-to-end latency budget along with a high level component model.
For example, a sensor detection and reporting phase, a decision making framework processing
phase, a cellular dissemination phase, and a receiving user processing phase. Technical Standards
Committee recommends CEEWS technical performance standards for overall system performance.

Will there need to be testing capabilities for public safety system readiness verification? If yes, what
are the scenarios for the public safety readiness verification and which elements are deemed critical
for verification? Further study and standardization is required to determine how other types of
EEWS messages defined in [Ref 112] integrate into WEA, specifically, automated cancellation of an
alert, weekly/monthly tests and manually generated operator update messages, as well as effective
alert messages to meet the needs of specialized audiences (non-English speakers; or persons with
specialized needs). Any use of WEA for EEWS messages must conform to FCC rules.

Will there be the need to have the capability of using EEW notifications as part of public safety and
public training exercises? Further study and standardization is required to determine how other
types of EEWS messages defined in [Ref 112] integrate into WEA,; specifically, automated
cancellation of an alert, weekly/monthly tests and manually generated operator update messages,
as well as effective alert messages to meet the needs of specialized audiences (non-English
speakers; or persons with specialized needs). Any use of WEA for EEWS messages must conform
to FCC rules. If yes, what are the scenarios of how public safety and public training exercises will
occur and how will the cell phone user receiving the notification know that the notification is part of
the exercise and not a real earthquake event?

Since the monitoring of the sensor network is continuous even through earthquakes, changes in the
sensor readings may occur after an initial EEW notification is disseminated. Will the automated
decision making framework revise its predictions or conclusions and will updated, revised, or
replacement EEW notifications be subsequently disseminated? ShakeAlert assumes the notification
between the Earthquake Alert Center and the CMSP are distributed as XML messages that are
updated at least once per second as the earthquake occurs [Ref 111]. Further study is required to
determine how this applies to cellular dissemination and broadcast.

Will the presentation of the EEW notification override any existing communication activities (e.g.,
voice call or data service) including emergency calls to 9-1-1? The current working assumption is
that the answer to this question is No.

Related to assumption [A1400] — [Ref 112] states EEWS will provide computer network security
standards for all EEWS participants that will be outlined in the Internet Security Agreement (ISA)
signed by EEWS participants. The ISA will be renewed annually. In addition, [Ref 111] states
system security standards will be developed that, at a minimum, conform to applicable government
standards, including Federal Information Security Management Act of 2002 (44 U.S.C. § 3541, et
seq.) Applicability of these to the cellular dissemination portion of the architecture needs to be
determined. It is further assumed that ATIS will be involved in the development of the Security
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Assessment Report to be completed prior to certification and implementation of the system [Ref
112].

Related to assumption [A1800] — Further study is required to determine how many centers a CMSP
would have to connect to and what the interaction between those centers would be.

Related to assumption [A1900] — Outgoing EEW notification XML formats exist and are documented
[Ref 111]. These XML messages contain information about an earthquake’s location, magnitude,
and likelihood. Additional optional information includes finite-fault parameters and stations that have
detected ground motion. Because the format is XML, it can be expanded to accommodate
additional information as new sensor types or data streams are developed. The current standard
data communication protocol is ActiveMQ, an open-source data communications protocol [Ref 111].
In addition, [Ref 111] states the Common Alert Protocol messages will be generated and submitted
to the Integrated Public Alert and Warning System (IPAWS) for public distribution, assuming the
EEW system decides the level of likelihood that public notifications will be sent. However, IPAWS
distribution is not recommended (see 9.3). Further study is required for the standardized data and
message formats, interface, and protocol between the Earthquake Alert Center(s) and the CMSP
infrastructure.

It is assumed the National Earthquake Prediction Evaluation Council (NEPEC) will review and
approve the EEW system before public notification can be issued. NEPEC is the official entity for
validation of prediction and related scientific research for USGS, in compliance with the Federal
Advisory Committee Act. The NEPEC may, at its discretion, delegate this task to the California
Earthquake Prediction Evaluation Council [Ref 111]. Further study is required to determine if this
dissemination applies to the CMSP network.

Further study is required to determine the process for activation of the proposed EEWS solution.
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