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Foreword
The Alliance for Telecommunication Industry Solutions (ATIS) serves the public through improved understanding between providers, customers, and manufacturers. 
The SIP Forum is an IP communications industry association that engages in numerous activities that promote and advance SIP-based technology, such as the development of industry recommendations, the SIPit, SIPconnect-IT and RTCWeb-it interoperability testing events, special workshops, educational seminars, and general promotion of SIP in the industry.  

Suggestions for improvement of this document are welcome. They should be sent to the Alliance for Telecommunications Industry Solutions, PTSC, 1200 G Street NW, Suite 500, Washington, DC 20005, and/or to the SIP Forum, 733 Turnpike Street, Suite 192, North Andover, MA, 01845.
The ATIS/SIP Forum IP-NNI Task Force under the ATIS Packet Technologies and Systems Committee (PTSC) and under the SIP Forum Technical Working Group (TWG) were responsible for the development of this document.
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1 Scope, Purpose, & Application
1.1 Scope

As the PSTN transitions from TDM to IP there is a need to assess security in Circuited Switched (CS) networks and Internet Protocol (IP) networks, and characterize the different levels of security between VoIP transported over the open Internet and VoIP over a managed IP service offered by the service provider to determine how each of these compare with the security of the TDM-based PSTN. In the context of this document resiliency is discussed with respect to survivability against security threats and maintaining secure connections.
Where issues are identified, the task force will discuss mitigation strategies that are being applied or evaluated.
1.2 Purpose


This document is intended to be used as an education guide for the legislative and regulatory community.
1.3 Application

xxx

2 Normative References

The following standards contain provisions which, through reference in this text, constitute provisions of this Standard. At the time of publication, the editions indicated were valid. All standards are subject to revision, and parties to agreements based on this Standard are encouraged to investigate the possibility of applying the most recent editions of the standards indicated below.

ATIS-0x0000x, Technical Report.

ATIS-0x0000x.201x, American National Standard.
Post-PSTN Public Communications Resiliency: Technological Advisory Council: Communications Resiliency Working Group - December 2013
3 Definitions, Acronyms, & Abbreviations

For a list of common communications terms and definitions, please visit the ATIS Telecom Glossary, which is located at < http://www.atis.org/glossary >.
3.1 Definitions

AAA: xxxx.

Bbbb: xxxx.

3.2 Acronyms & Abbreviations

	ATIS
	Alliance for Telecommunications Industry Solutions


4 Reference Model
4.1 Current US Telephony PSTN Interconnect Model
The figure below depicts the current US Telephony PSTN architecture and interconnect model. This architecture is characterized by:

· One or more end office local switching systems interconnected within a Local Access and Transport Area (LATA).

· One or more Inter-exchange carrier networks providing interconnect services between these LATA based local networks.
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Figure C.1 - Current US Telephony PSTN Interconnect Model

The end office switches within the LATA are known as Class 5 (C5) switches. Within the LATA, Class 5 switches interconnect through a Tandem switch or through direct connections between the switches. Class 5 switches connect directly to customer premises equipment such as telephones and FAX machines, and provide local telephony services to this equipment.

Interconnectivity between LATAs is provided by Inter-exchange Carrier networks. These networks are comprised of Class 4 (C4) switches that provide interconnect services between other Class 4, Class 5, and tandem switches. The inter-exchange carrier’s class 4 switch may connect to an access tandem and/or directly to the class 5 switches within a LATA.

4.2 VoIP Interconnection Basic Configuration 
VoIP in this context will coexist with SMS, MMS, Multimedia features, video calling, and other Real Time Communications features that may come available.

VoIP has been introduced into the traditional PSTN network architecture in a variety of places, forming islands of VoIP that must interconnect. For example VoIP could be used in:

· Enterprise PBX networks.

· Local networks.

· Tandem and inter-exchange networks.

The figure below illustrates one example of a bilateral carrier VoIP interconnection wherein VoIP signaling and media are exchanged between carriers. More detail relating to interconnect models is provided in section C.2 of this document.
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Figure C.2 - Bilateral Carrier VoIP Interconnections

Figure x below shows the evolution of wireline, wireless and cable networks to support voice over the past decade.  
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Figure 1 – IP Network Reference Model

5 Security and Resiliency 
Reference - Post-PSTN Public Communications Resiliency: Technological Advisory Council: Communications Resiliency Working Group - December 2013
As the transition to VoIP and wireless continues, the ability to rely on network powered communications declines. In diagram below (Figure 5), we illustrate how this transition also transfers responsibility for power from centralized locations to customer premise.  Note that in all cases except for the first scenario for central office powered service, it will be up to the consumer or the enterprise to provide backup power for their own communications. While some network access devices provide for a battery backup, most service providers are not providing or monitoring battery life at the customer premise.

In recent comments on network resiliency, Commissioner Rosenworcel recounts some of these same events and also observed that new wireless and IP services are dependent on commercial power, and these events raise important questions concerning not only the availability of back up power but the need to ensure “that consumers understand not just the benefits, but also the limitations, of new technologies when they reach out for assistance” and to be prepared for such events. 

For more information on this topic, we refer the reader to the paper authored by Professor David Gabel and Steven Burns published by the National Regulatory Research Institute (NRRI). This paper, entitled “The Transition from the Legacy Public Switched Telephone Network to Modern Technologies” provides a detailed look at the impact of commercial power on communications. 

It is important to point out that the Consumer Electronics Association (CEA) has been actively working with service providers and electronics manufacturers to improve the power performance of key elements in the communications chain. They have been pushing for market-oriented programs and initiatives, including industry-led standards and market research driving towards increased energy efficiency. They are working with governments in the development of energy efficiency initiatives that complement and support the voluntary approach and continued innovation, expanded consumer choice, and enhanced product functionality. They coordinate their efforts with other stakeholders including advocacy groups and regulators such as the Department of Energy, Environmental Protection Agency, Federal Trade Commission, and the California Energy Commission, among others. As an example, CEA, the National Cable & Telecommunications Association (NCTA) and 15 industry-leading video providers and device manufacturers signed an unprecedented Set-Top Box Energy Conservation Agreement that will result in annual residential electricity savings of $1.5 billion or more. 
5.1 TDM Networks
xxx

5.2 IP Networks
Xxx

5.2.1 VoIP over Managed IP

Xxx

5.2.2 VoIP over Open Internet

Xxxx

5.3 Analysis and Comparisons

xxx
6 Conclusions
Annex A
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